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Abstract

Cryptographic Access Control (CAC) allows organizations to con-
trol cloud-hosted data sharing among users while preventing ex-
ternal attackers, malicious insiders, and honest-but-curious cloud
providers from accessing the data. However, CAC entails an over-
head often impractical for real-world scenarios due to the many
cryptographic computations involved. Hence, we put forth a hybrid
Access Control (AC) scheme — combining CAC and (traditional)
centralized AC — that considers trust assumptions (e.g., on users)
and data protection requirements of the underlying scenario on a
case-by-case basis to reduce the number of cryptographic computa-
tions to execute in CAC. Besides, we design a consistency check to
ensure the correctness and safety properties of the enforcement of
the hybrid AC scheme, provide a proof-of-concept implementation
in Prolog, and conduct a preliminary experimental evaluation.

CCS Concepts
« Security and privacy — Access control; Cryptography.

Keywords
Cryptographic Access Control; Performance; Optimization

ACM Reference Format:

Simone Brunello, Stefano Berlato, Roberto Carbone, Adam J. Lee, and Silvio
Ranise. 2025. Relying on Trust to Balance Protection and Performance in
Cryptographic Access Control. In Proceedings of the 30th ACM Symposium
on Access Control Models and Technologies (SACMAT ’25), July 8-10, 2025,
Stony Brook, NY, USA. ACM, New York, NY, USA, 12 pages. https://doi.org/
10.1145/3734436.3734452

1 Introduction

Organizations need to protect and prevent unauthorized access to
their cloud-hosted data from many threats (e.g., external attack-
ers, malicious insiders); even cloud providers are generally deemed
honest-but-curious [16], i.e., they perform operations assigned by
their paying customers (e.g., store and ensure data integrity — loss
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of revenue is an incentive to perform to contract) while accessing
customers’ data for purposes such as advertising and Al training.
The literature offers a wide range of proposals to provide confi-
dentiality and integrity of cloud-hosted data, including approaches
based on cryptography, steganography, and confidential computing.
One such proposal is CAC, that is, enforcing AC policies by encrypt-
ing data client-side and distributing decrypting keys to authorized
users only — key distribution (which amounts at distributing per-
missions) is typically carried out by trusted administrators.

Problem. Although cryptographically guaranteeing data confi-
dentiality and integrity while enforcing AC policies, CAC requires
many cryptographic computations, entailing a significant overhead
which limits its applicability to real-world scenarios [16]. For in-
stance, when a user loses access to a piece of data in CAC (e.g., due
to a policy change), all corresponding decrypting keys need to be
rotated (and re-distributed) and the data re-encrypted — lest the
user (if untrusted) may have cached such decrypting keys and still
access the data without authorization (possibly even colluding with
cloud providers). Unfortunately, key rotation, re-distribution, and
data re-encryption are expensive cryptographic computations and,
even worse, are always executed [5]. In fact, CAC generally con-
siders a fixed security model in which all data is deemed sensitive
and all users are untrusted. However, fixed security models hardly
suit multifaceted real-world scenarios where some data may not be
sensitive or may be already protected with means other than CAC.
Moreover, data re-encryption may need to be carried out as soon
as possible (“eager re-encryption”) or deferred to periods of low
system activity, e.g., at night (“lazy re-encryption”) [16]. Finally,
only some users may be deemed untrusted or only under certain
circumstances (e.g., after having been fired, not after a promotion).

Solution and Contributions. As a solution to the overhead and
fixed security model usually assumed in CAC, we propose a hybrid
AC scheme combining CAC and (traditional) centralized AC: our
hybrid AC scheme is capable of considering tunable security models
and accordingly reduce the number of cryptographic computations
in CAC when enforcing AC policies — specifically, Role-Based Ac-
cess Control (RBAC) — while preserving maximum data protection
(Section 5). Although the concept underlying our solution is ideally
applicable to several AC models, such as Attribute-Based Access
Control (ABAC), we choose to focus on RBAC preliminarily due to
its simplicity. Besides specifying the AC policy in our hybrid AC
scheme (Section 5.1), administrators can tune the security model
for their scenario by specifying predicates — i.e., facts about users,
roles, and data — representing trust assumptions or data protection
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requirements (Section 5.2). Our hybrid AC scheme then reasons on
the given security model (i.e., the predicates) relying on common
concepts in AC; in particular, the concept of queries allows adminis-
trators to define how predicates are used and combined (Section 5.3).
Consequently, our hybrid AC scheme identifies the optimal bal-
ance between security and performance by automatically dividing
the enforcement of AC policies into CAC and centralized AC (Sec-
tion 5.4); even when CAC is required, our hybrid AC scheme can
identify superfluous cryptographic computations (Section 5.5). For
a concrete application, we consider a specific CAC scheme [16] (Sec-
tion 4), enucleating its most expensive cryptographic computations
(Section 4.1) and adapting it to our hybrid AC model (Section 4.2) —
we remark that the CAC scheme is not a novel contribution of ours;
the hybrid AC scheme is. To ensure that our hybrid AC scheme
enforces AC policies as expected, we design a consistency check
to verify the correctness and safety of the enforcement (Section 6).
Finally, we provide a proof-of-concept implementation in Prolog
and conduct a preliminary experimental evaluation (Section 7).

Structure. We provide background information and discuss re-
lated work in Sections 2 and 3, respectively. We analyze the specific
CAC scheme [16] in Section 4 and describe our hybrid AC scheme in
Section 5. Finally, we present the consistency check in Section 6, the
proof-of-concept implementation and evaluation in Section 7, and
conclude the paper with final remarks and future work in Section 8.

2 Related Work

We aim at enhancing the performance of CAC by integrating trust
to reduce the number of cryptographic computations. Below, we
investigate related work from these two perspectives, respectively.

Improving Performance of CAC. Crampton [12] represents AC
policies as graphs and characterizes the performance of a CAC
scheme as the distance — that is, minimum number of arcs — be-
tween nodes. Consequently, performance can be enhanced by mod-
ifying the graph to reduce such distance, hence acting on the struc-
ture of the AC policy. Similarly, Alderman et al. [1] represent AC
policies as binary trees by using a Hierarchical Key Assignment
Scheme (HKAS) for CAC; the derivation of keys then occurs in
logarithmic time with respect to the number of nodes. In [14], Fer-
rara et al. improve on existing HKASs by proposing a Verifiable
Hierarchical Key Assignment Scheme (VHKAS), enabling users to
verify the trustworthiness of public information (e.g., preventing
users from accepting incorrect keys). Finally, in [10] the authors put
forth a comprehensive generic Key Assignment Scheme (KAS) that
places an emphasis on performance as well as scalability and flexi-
bility. Summarizing, the aforementioned works aim to optimize key
distribution within a CAC scheme through KASs to improve per-
formance, whereas we provide a (higher level) hybrid AC scheme
aim at avoiding key distribution entirely — when made possible
by the specified security model. Noticeably, our approach is not
mutually exclusive with the aforementioned works, and in fact they
can ideally be combined to further enhance performance (i.e., use a
KAS-based CAC scheme in our hybrid AC scheme). The same is true
for other works that focus on designing performant CAC schemes
by, e.g., delegating data re-encryption to the cloud provider [22].
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Including Trust in RBAC. Several researchers explored the inter-
section between trust and AC, especially in partially trusted (e.g.,
the cloud), decentralized, or dynamic environments in which users
are not known in advance. For instance, in [13] the authors pro-
pose TrustBAC, an extended RBAC model in which users are not
assigned to roles but to trust levels instead — determined through
an evaluation of past behavior and other users’ recommendation.
A similar work but in the context of the Internet of Things (IoT) is
that of Mahalle et al. [20], who propose an AC model named FTBAC
including, within identity management, the notion of trust levels —
determined from linguistic information of IoT devices. Analogously,
Gwak et al. [17] propose TARAS, a trust-aware RBAC model al-
lowing for establishing trust levels — determined by adopting the
concept of I-sharing from psychology — between users and IoT
devices without prior interaction. Finally, in [21] the authors pro-
pose a blockchain-based trust and reputation system for AC in IoT,
in which trust levels are determined based on past behavior and
recommendations (similarly to [13]). A diametrically opposite ap-
proach is to evaluate the lack of trustworthiness of users to identify
malicious behavior and internal threats. For instance, Babu et al. [3]
propose a support vector machine (SVM)-based approach to predict
whether users’ requests are legitimate or not, while Baracaldo et al.
[4] extend RBAC with a risk assessment to evaluate (the risk level
inherent to) users’ behaviors. Summarizing, the aforementioned
works provide different methods for evaluating trust (of, e.g., users
and users’ requests), whereas we use trust to divide the enforcement
of AC policies into CAC and centralized AC. Again, our approach is
not mutually exclusive with the aforementioned works, and in fact
they can ideally be combined (e.g., instead of assuming that trust
is simply determined by the administrator as we currently do, we
could incorporate one of such methods in our hybrid AC scheme).

3 Background

Below, we present background information on AC and RBAC (Sec-
tion 3.1) and provide an overview of CAC (Section 3.2). We collect
all symbols used here and in the rest of the paper in Table 1.

3.1 Access Control

AC is fundamental in any cyber-physical application [2] and is
typically divided into policy, model, and enforcement mechanism
[23]. As described in [19], a model can be seen as a state transition
system S = (T, Q,F, ¥) where T is a set of states, Q is a set of
queries, ¥ is a set of state-change rules, and +: I' xQ — {true, false}
is the entailment relation evaluating whether a query q € Q is true
in a given state y € T'. A state-change rule ¢ € ¥ usually modifies
the current state y, i.e., y >y y’ — that is, ¢ transforms y into y’
where y’ is usually (but not necessarily) different than y. A model is
also called AC scheme [19] — hence, the two terms are equivalent.

Role-Based Access Control. RBAC is a popular model in organiza-
tions due to its simple implementation and intuitive role assignment
process [9]. A policy in RBAC (i.e., an RBAC policy) comprises three
kinds of elements: users, roles, and resources (i.e., containers for
data). Formally, in the core RBAC model considered by the National
Institute of Standards and Technology (NIST) [15], a state y € T is
described as a tuple (U, R, F, UR, PA), where U is the set of users, R
is the set of roles, F is the set of resources, UR C U X R is the set of
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user-role assignments and PA C R X PR is the set of role-permission
assignments, being PR C F x OP a derivative set of F combined
with a fixed set of operations OP (e.g., read, write). Both OP and PR
are not part of the state, as OP remains constant over time and PR is
derivative of F and OP. We note that role hierarchies can always be
compiled away by adding suitable pairs to UR. The set of queries in
the core RBAC model contains one query only, i.e., Q = {canDo(u,
r, op) }; intuitively, the query ¢ = canDo(u, r, op) denotes whether
the user u € U can use the permission (f, op) € PR, where f € F
and op € OP. We report the set of state-change rules ¥ for the core
RBAC model and the resulting states in Table 2. For the sake of
simplicity, we consider the entailment relation y + (g) (or simply

Table 1: Symbols

Symbol Description Symbol Description
2 * a generic wildcard value - an empty or unused value
S L the error symbol T the success symbol
S a state transition system T the set of states
1) Y astatey € T o the set of queries
< q aquery q € Q F the entailment function
¥ the set of state-change rules [ a state-change rule € ¥
U the set of users u auseru € U
R the set of roles r aroler € R
F the set of resources f aresource f € F
P the set of predicates P a predicate p € P
fe the content of f (when encrypted, we use fc"¢)
UR the set of user-role assignments UR € U X R
OP  the set of all possible operations (OP = {read, write})

op an operation op € OP
ops a subset of the set of operations ops € OP

PR the set of all possible permissions PR = OP X F

PA the set of permission-role assignments PA C R X PR

e an element (i.e., either a user, role, or resource)

EP the set of predicate-element assignments EP € P X (UU RU F)
adm  the (username of the) administrator
Kene kdec

Core RBAC and Hybrid AC Scheme

a public encryption key a private decryption key
Enciggc (+) encryption of - with k"° Decizgc (+) decryption of - with k¢
Sym
Ksym
GenP"®  generation of a pair of asymmetric public-private keys
GenS'®  generation of a symmetric key

Encii;‘m (+) encryption of - with kY™ |Dec’¢y, (+) decryption of - with kY™

o  GenPs®  generation of a pseudonym
S Pe the pseudonym of the element e

kS8  a private signature creation key

k¥e"  a public signature verification key

kY™ a secret symmetric key

Signiﬁg a digital signature created with k518
Ve a version number relative to the element e
Ve the latest version number relative to the element e
fc™  the encrypted content of f (when unencrypted, we use fc)
Table 2: The set ¥ for the core RBAC model [15]*
State-Change Rule /; Resulting State y'*!

addUser(u) (UU {u},R F, UR, PA)
deleteUser(u) (U \ {u},R F, UR, PA)
addRole(r) (U,RU {r},F, UR, PA)
deleteRole(r) (U,R\ {r},F,UR PA)
addResource(f) (U,R FU{f}, UR PA)
deleteResource(f) (U,R F\ {f}, UR PA)
assignUserToRole(u, r) (U,R,F,URU {(u,r)}, PA)
revokeUserFromRole(u, r) (U,R,F,UR\ {(u,r)}, PA)
assignPermissionToRole(r, (f, op)) (U,R F,UR,PAU {(r,(f,0p))})
revokePermissionFromRole(r, (f, op)) (U,R F,UR,PA\ {(r,{f,0p))})

y + (canDo(u, f,0p)) : true & Ir € R| (u,r) € URA (r,(f,0p)) € PA

*Before deleting a user, role, or resource, an administrator should first delete all relative assignments
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“entailment”) as a special state-change rule that does not necessarily
transform the state y € T to which it is applied —i.e, y 1 (g) ¥
— but has the side effect of evaluating the query g € Q. In other
words, the entailment corresponds to users’ requests, while the
other state-change rules correspond to administrative requests.

3.2 Cryptographic Access Control

An enforcement mechanism may either rely on a trusted central
agent to enforce AC policies by mediating requests to resources —
hence, centralized AC — or employ cryptography for distributing
the enforcement — hence, CAC [6]. In other words, CAC allows for
enforcing policies in a distributed fashion while ensuring confiden-
tiality and integrity of resources even if in presence of honest-but-
curious agents (e.g., cloud providers). Typically, CAC employs both
symmetric and asymmetric cryptography to encrypt data contained
in resources and distribute the corresponding decrypting keys to
authorized users only, respectively. The use of both symmetric and
asymmetric cryptography is called hybrid cryptography [16].

Role-based Cryptographic Access Control. A CAC scheme compat-
ible with the core RBAC model — like the CAC scheme proposed
in [16] — works as follows: each user u and role r is equipped with
a pair of public-private keys (k&' k9¢) and (k&"°, k), respec-
tively. To assign a user u to a role r, r’s decryption key k3¢ is
encrypted with u’s encryption key k$"¢, resulting in {k‘riec}kinc. To
give read permission to a role r over a resource f, f’s symmetric
key k3™ is encrypted with r’s encryption key k&"°, resulting in

{k;ym}k$nc. Hence, read and write operations over encrypted data

require users to first obtain k%¢¢ — by decrypting {k‘rjec}kinc with
kde¢ — and then k3¥™ — by decrypting {k;ym}ksnc with k%€, As a
result, an RBAC policy in such a CAC scheme is encoded by the
encrypted keys (e.g., {k‘;’ec}kznc and {k;ym}kgnc, which would be
added to decorated versions of UR and PA, respectively). Encrypted
keys in CAC are often enriched with auxiliary information called
metadata. For instance, roles’ and resources’ keys are sometimes
associated with incremental version numbers to handle revocations
— the topic of revocation is discussed more in detail in Section 4.1.
Typically, the encrypted keys and the metadata are digitally signed
by the administrator to guarantee their integrity.

4 Reviewing the Cryptographic Access Control
Scheme

In order to mitigate the overhead of CAC, we first need to clearly
identify where and under what conditions such an overhead occurs.
To this end, below we consider a specific CAC scheme [16], identi-
fying the most computationally expensive procedures (Section 4.1)
and proposing adjustments required to then being able to mitigate
its overhead (Section 4.2). Using the notation in Section 3.1, we see
the CAC scheme as a state transition system SC = (Tc, QC, ey ‘I’C)
— hereafter, we use the superscript C (short for “Cryptographic”)
when symbols (see Table 1) refer to the CAC scheme.

4.1 Computationally Expensive Procedures

As a specific instance of CAC scheme for enforcing RBAC poli-
cies, we consider the work initially proposed in [16] — and further
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developed in [5, 7, 8] — whose basic functioning was explained
in Section 3.2. In particular, 5 of the state-change rules of the
last version of the CAC scheme [5] — which are deleteUser®(u),
deleteRole®(r),deleteResource®(f), revokeUserFromRole® (u,
r), and revokePermissionFromRoleC(r, (op, f)) — entails the most
overhead. Indeed, revoking privileges from users and roles often
requires executing one or more of the following 3 procedures:

o role key rotation: if a user u is revoked from a role r, the
administrator has to rotate r’s keys (k&", k9¢); in fact, u
could have previously cached (k&¢, k9¢¢), Hence, to prevent
u from still accessing resources through the cached keys
(ke&ne, k‘riec), the administrator has to create new keys for r
and distribute them to all users assigned to r — except u;

e resource key rotation: similarly, if a permission (f, op) is re-
voked from a role r — and (f, op) was the only permission of
r over f — the administrator has to rotate f’s key k;ym and

distribute it to all roles with a permission over f — except r;
o resource re-encryption: whenever the rotation of a resource
sym

f’s key k;y ™ occurs, fc may need to be (decrypted with k f

and then re-)encrypted with the new key of f. The practice
of immediately re-encrypting fc after the rotation of k]s,y " is

called eager re-encryption. The alternative, lazy re-encryption
[16], expects the next user that writes new data to the re-
source to re-encrypt also fc with the new key.

The CAC scheme in [5] assumes a fixed security model: the
cloud provider is honest-but-curious, all users are untrusted, and all
resources need encryption. Unfortunately, this assumption requires
the administrator to always perform role key rotation, resource key
rotation, and resource (either eager or lazy) re-encryption.

4.2 Adjustments

The 3 procedures described in Section 4.1 (i.e., role key rotation,
resource key rotation, and resource re-encryption) ensure that the
CAC scheme in [5] enforces RBAC policies as expected — that is,
providing the correctness and safety properties even when users
cache roles’ and resources’ keys. As defined in [18], correctness
means that the CAC scheme evaluates queries (e.g., whether a user
can use a permission) exactly as the core RBAC model would, and
safety means that the CAC scheme does not grant or revoke unnec-
essary permissions during state transitions caused by the execution
of a single state-change rule. Although ensuring correctness and
safety, these procedures may also make the CAC scheme unusable
due to their overhead. However, as we hint in Section 1, role key
rotation, resource key rotation, and resource re-encryption may
at times be superfluous. In particular, the execution of such proce-
dures could sometimes be avoided by allowing the administrator to
consider tunable security models while still providing correctness
and safety. Therefore, we make some adjustments — which we
discuss below — to the CAC scheme in [5] to allow for avoiding the
execution of these procedures. We report the resulting pseudocode
describing (the state-change rules of) the adjusted CAC scheme in
Table 9. Unfortunately, space limitations prevent a comprehensive
explanation of each aspect of the CAC scheme. However, the CAC
scheme itself is not a novel contribution or focus of our work (the
adjustments are), hence we refer the reader to [5] for more details.
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Partitioning by Status. As introduced in Section 3.2, a state y© €
I'C of the CAC scheme is a tuple of sets yc = (Uc, RC, FC, URC, PAC),
where each set is decorated with (encrypted) keys and further meta-
data (e.g., version numbers, digital signatures). Below, we report a
simplified version of these decorated sets:!

(u, k") € US, (f,EncI™ (fe)) € FC;

e
(r,f,Enchdb (k;y'"» € PAS;

enc
kr

(r, k") € RS
(7, Enciim (k1)) € URS;
We adjust the aforementioned sets by defining the concept of

“status” to partition them. This partitioning is necessary to track

information such as revoked privileges, hence possibly cached roles’

and resources’ keys. In detail, we define 4 statuses: incomplete inc,
operational ope, revoked hide (for tracking keys that may have
been cached), and deleted del (which can be considered deleted
effectively). For instance, when an existing user-role assignment

(u,r, Encié‘,?c (kdec)y e Rgpe is revoked, we move it from ROCpe to
u
Rhci ge — as to keep track that the assignment was revoked but u

may have cached k%€, Then, when k%€ is also rotated, we move
: C C d
the assignment from R, | to Uj,; — as to keep track that k3,
even if it was cached, is now useless to u. Consequently, each set
in the state of the CAC policy is partitioned into 4 distinct subsets;

: C s : C C C C
for instance, U™ is partitioned into Uinc’ Uspe> Uhide’ and Udel'

Modifying State-Change Rules. We modify the state-change rules
of the CAC scheme to make the aforementioned procedures self-
contained. In other words, the 5 state-change rules deleteUse rc(u),
deleteRole®(r), deleteResource®(f), revokeUserFromRole®(u,
r), and revokePermissionFromRole®(r, (op, f)) do not longer au-
tomatically execute role key rotation, resource key rotation, and
resource re-encryption. Instead, these procedures are executed only
when required by the underlying security model (see Section 5).

Adding State-Change Rules. We add 4 state-change rules corre-
sponding to the (now self-contained) aforementioned procedures:
rotateRoleKeyUserRoleC(r), rotateRoleKeyPermissions®(r) —
which update URC and PAC, respectively — implement role key
rotation, rotateResourcekey® (f, fc°*) implements resource key
rotation, while eagerReEncryption®(f, fc®"®) implements (eager)
resource re-encryption. We also add cleanup®() for removing un-
necessary information (e.g., resources’ old keys not used anymore).

Adding a Set of Queries Q€. We add a set of 10 queries Q€ (se
Table 8) to take into account the actions that a user could take,
possibly behaving maliciously; for instance, an untrusted user may
use cached keys to access resources without authorization; QC is
fundamental for the consistency check discussed in Section 6.

First, we add 7 queries akin to the canDo(u, r, op) query of core
RBAC (see Section 3.1). In particular, these queries allow for un-
derstanding what permissions a user can access, possibly using
cached keys. The query canDoC (u, op, f) determines whether the
user u can access the permission (f, op) legitimately, the query
canUserDoViaRoleC(u, r,op, f) determines whether the user u
can access the permission (f, op) through the role r legitimately,

“Simplified” as we omit 3 components secondary in our discussion: pseudonyms
(strings used to hide the actual identifiers of users, roles, and resources), version
numbers (integers used for differentiating between old and new information), and
digital signatures (against tampering or accidental modifications); please refer to [5].
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*are used for implementing the $

Consistency Check (Section 6)
f
*verifies correctness and, safety of the enforcement of
Y.

Hybrid AC Scheme SE = (TE, QF, +F, ¥F) (Section 5)

*allows for evaluatin
. set of predicates PE (Table 4)- - -~ Qe lorerakat -g-,

---:=:-:. extended set of queries QF (Tables 5)
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1invoke the state-change rules
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*

regulate the execution of
computational expensive
procedures of

*=>: Cryptographic g .___..___.

Traditional
Access Control Access Control
(Sections 3.2,4) i <--=-~---> (Section 3.1)

' *divides into

Figure 1: Conceptual map

and the query canRoleDoC (r, op, f) determines whether the role
r can access the permission (f, op) legitimately. Conversely, the
query canUserDo ViaRoleCacheC (u, r, op, f) determines whether
the user u can access the permission (f, op) on at least one version
of f through the role r possibly using cached keys, the query can-
UserDoViaRoleCacheLast® (u, r, op, f) determines whether the
user u can access the permission (f, op) on the latest version of f
through the role r possibly using cached keys, the query canRole-
DoCache (r, op, f) determines whether the role r can access the
permission (f, op) on at least one version of f possibly using cached
keys, and the query canRoleDoCacheLastC (r, op, f) determines
whether the role r can access the permission (f, op) on the latest
version of f possibly using cached keys.

Then, the add 2 queries to understand what roles a user can
assume, possibly using cached keys: the query canUserBeC (u, r)
determines whether the user u can assume the role r, while the
query canUserBeCacheC( u, ) determines whether the user u can
assume the role r possibly using cached keys.

Finally, we add the query isProtected WithCACC (f) which de-
termines whether the resource f is protected with CAC.

Table 3: The Proposed Predicates PF

Predicate Description
The administrator does not trust the cloud provider to pro-
cloudNoEnforce(f) tect the resource f with centralized AC
untrusted(u) u may collude with the cloud provider to gain unauthorized

access to resources when lazy re-encryption is used
cac(f) f must be protected V\'Iitb CAC, e.g., as it contains sensitive

data whose confidentiality is worth the overhead of CAC
The re-encryption of f should happen with eager re-
encryption rather than with lazy re-encryption

eager(f)

SACMAT 25, July 8-10, 2025, Stony Brook, NY, USA

5 The Hybrid Access Control Scheme

We now describe our hybrid AC scheme for enforcing RBAC policies
combining CAC and centralized AC seamlessly. As done for the
CAC scheme (S€), we use the superscript E (short for “Extended”,
as our hybrid AC scheme extends core RBAC) when symbols refer
to the hybrid AC scheme (hence, SE), and the superscript T (short
for “Traditional”) when symbols refer to core RBAC (hence, ST).

We report an overview of the hybrid AC scheme in the concep-
tual map in Figure 1. The hybrid AC scheme comprises a set of
predicates PE — used by the administrator to specify trust assump-
tions and data protection requirements — for expressing tunable
security models. Predicates are then used as the basis for evaluating
an extended set of queries QF (recall the definition of query in
Section 3.1), allowing for regulating (i.e., reducing) the execution of
computationally expensive procedures and reduce the overhead of
CAC (recall the discussion in Section 4.1). Accordingly, the extended
RBAC state automatically divides into two (possibly nonidentical
and smaller) sub-states for the core RBAC model ST and the CAC
scheme SC. This division already limits the use of CAC by relying
solely on centralized AC for protecting that subset of the resources
which — according to the security model (that is, the predicates)
specified by the administrator — does not require CAC. The ad-
ministrator can update the extended RBAC state by invoking the
extended set of state-change rules ¥, which also produce what we
call “side effects”: simply, side effects consist in invoking (some of)
the state-change rules in ¥7 and in W€ of the core RBAC model ST
and the CAC scheme SC. In other words, updates to the extended
RBAC state are automatically reported into the two sub-states. Fi-
nally, queries are also used to implement a consistency check that
verifies the correctness and safety of the enforcement.

5.1 Extended Role-Based Access Control State I'Y

A state yF € T'F in the hybrid AC scheme is described as a tuple
(UE, RE, FE URE, PAE, EPF), where EPF C PE x (UE U RE U FF) is
the set of predicate-element assignments. Similarly to OP, PE is not
part of the state as it remains constant over time.

5.2 Set of Predicates PF

Predicates are used to specify trust assumptions and data protection
requirements, but in general they may express any characteristic or
fact regarding an element which is relevant to AC purposes. As an
example, consider an organization where the administrator issues
smart cards containing cryptographic material to employees; smart
cards allow for regulating access to offices and laboratories contain-
ing sensitive resources and equipped with smart locks embedding
the AC policy. In this context, an employee u whose smart card was
stolen could be assigned a predicate smartCardStolen(u) — for
readability, predicate(-) is equivalent to (predicate, -) € EPE. In-
tuitively, such a predicate may influence the process through which
the administrator revokes access privileges. For instance, revoking
privileges from an employee u € UF s.t. smartCardStolen(u) €
EPE may require the administrator to update the policy of all smart
locks — to prevent unauthorized accesses from the attacker who
stole the smart card. Conversely, revoking privileges from an em-
ployee i’ € UE s.t. smartCardStolen(«') ¢ EPE may require the
administrator to simply get the issued smart card back from v’ —
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as there is no need to update the policy of smart locks. The ad-
ministrator can define the predicates in PE on a case-by-case basis
according to the underlying scenario — for concreteness, we define
some simple predicates in Table 3; to maintain a straightforward
notation, we consider only unary predicates.

5.3 Extended Set of Queries OF

The extended set of queries QF in the hybrid AC scheme comprises
the canDo(u, r, op) query derived from core RBAC as well as 6 new
queries for regulating the execution of computationally expensive
procedures in CAC. We report each query in QF in Table 4. The
evaluation of a query — that is, whether the query is true or false
— depends on three aspects: (i) the predicates defined by the ad-
ministrator (see Section 5.2), (ii) the predicate-element assignments
EPE (see Section 5.1), and (iii) how the administrator defines the
entailment for each query. For instance, consider again the example
of the organization issuing smart cards to employees. For simplic-
ity, assume that a smart card contains the private keys of all roles
to which the corresponding employee is assigned. Consequently,
the query isRoleKeyRotationNeeded” (u, r) may be evaluated at
true when u’s smart card is stolen — formally, isRoleKeyRotation-
Needed®(u,r)  smartCardStolen(u). The administrator can
define the entailment for the queries according to the underlying
scenario, deciding on a case-by-case basis whether to prioritize
security or efficiency. For concreteness, we define in Table 4 the
entailment for the new queries using the predicates listed in Ta-
ble 3. Finally, when a query is evaluated at true it may trigger the
execution of a computationally expensive procedure of CAC.

5.4 Extended Set of State-Change Rules V£

As said in Section 3.1, a state-change rule is defined as £ : TF —
I'E, being yF ' € T'E the initial state and vE ™! € I'E the final state.
The extended set of state-change rules ¥F in the hybrid AC scheme
is defined starting from the set of state-change rules ¥ of core
RBAC presented in Table 2 on top of which we propose the changes
listed below; we report ¥ in Table 5 (we remark that the entailment
v + (@) is a state-change rule). First, we add 8 state-change rules:

o initf(): set yF = ({adm}, {adm}, {}, {(adm, adm)}, {}, {});
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assignPredicatef(p, e): add (p, e) to EPE;
revokePredicatef (p, e): remove (p, e) from EPE;
readResource (f): read f, possibly decrypting fc"°;
writeResourcet (f, fe): write f, possibly encrypting fc;
rotateResourceKey® (f) and eagerReEncryptionf(f): in-
voke resource key rotation and resource re-encryption;

e consistencyCheckF(): the consistency check (see Section 6).

Then, we also modify deleteUserf(.), deleteRolef(-), and
deleteResourcef () to remove all predicate-element assignments
related to the deleted element. Also, we add the preds parameter
to addUserE (-, preds), addRolef (-, preds), and addResourceE (f, fe,
preds) — and the fc parameter to addResourcet(f, fe, preds) — to
enable the assignments of predicates when creating new elements.

Side Effects. As mentioned in Section 5, the state-change rules
in YE — besides updating the state y£ — may have side effects, i.e.,
they may invoke some of the state-change rules in ¥7 (see Table 2)
and in W€ (see Table 9). Side effects allow for automatically dividing
vE into the two sub-states yT and y. In other words, any update to
the extended RBAC state is automatically reported into the two sub-
states. For instance, adding a user to y results in adding a user to
both y7 (see Section 3.1) and y€ (see Section 4). To enhance clarity,
in Table 5 we mark with “T” side effects related to the core RBAC
model ST and with “C” side effects related to the CAC scheme S€ —
we mark with “E” those instructions related to the hybrid AC scheme
SE. In some cases, whether to invoke the state-change rules of the
CAC scheme SC ultimately depends on the new queries shown in Ta-
ble 4. For instance, consider the deleteRolef(r) state-change rule
in Table 5 and assume that (7, (op, f)) € PA: the state-change rule
revokePermissionFromRole®(r, ({op}, f)) is invoked if and only
if isCacNeeded" (f). Similarly, rotateResourceKey®(f, fc®™) is
invoked if and only if isResourceKeyRotationNeededOnRevPE (r,
op, f), and eagerReEncryption®(f, fc®™) is invoked if and only if
isEagerNeededOnRevPE (r, op, f).

5.5 Concrete Example

We now provide a concrete example to show how the new queries
(see Table 4) in SF regulate the execution of computationally ex-
pensive procedures in S€ according to the security model (that is,

Table 4: The extended set of queries OF of the hybrid AC scheme

Query q € QE Description

Entailment CAC Procedures Triggered

canDoE (u, op,f) Querying whether u can use the permission (f, op)

canDoF (u, 0p,f) & (3r € RE | (u,r) € URE A —
(r,(f, op)) € PAF)

isCacNeeded® (f) Querying whether CAC must protect f

isCacNeeded® (f) & cac(f) -

isRoleKeyRotutionNeededE (u,r)

Querying whether r’s keys must be rotated when u is revoked from r lest
u may have cached r’s keys and access resources without authorization

isRaleKeyRotutiunNeededE (u,r)
untrusted(u)

=

If true, execute the role key rotation
procedure for r when u is revoked r

isResourceKeyRotationNeeded-
OnRevURE (u, 1, (op, f))

Querying whether f’s key must be rotated when u is revoked from r —
and, as a consequence, u loses the permission (f, op) — lest u may have
cached f’s keys and access f without authorization

isResourL'eKeyRotationNeededOnRevURE (u,r,
(op,f)) & cac(f) A cloudNoEnforce(f) A

untrusted(u)

If true, execute the resource key ro-
tation procedure for f when u is re-
voked from r

isResourceKeyRotationNeeded-
onRevPE (r, 0p, f)

Querying whether f’s key must be rotated when the permission (f, op)
is revoked from r lest a user u € UE s.t. (u,r) € URE may have
cached r’s keys and access f through r without authorization

isResaurceKeyRotationNeededOnRevPE (r, op,
f) © cac(f) A cloudNoEnforce(f) A Ju €

UE s.t. canDoF (4, %, f) Auntrusted(u)

If true, execute the resource key ro-
tation procedure for f when (op, )
is revoked from r

isEagerNeededOnRevURE (u,r,
{op.f))

Querying whether f must be immediately re-encrypted when u is re-
voked from r — and, as a consequence, u loses the permission (f, op) —
lest u may have cached f’s key and access f without authorization

isEagerNeededOnRevURE (u, r, (op.f))

54

cac(f) A cloudNoEnforce(f) A eager(f) A

untrusted(u)

If true, execute the eager resource re-
encryption procedure for f when u
is revoked from r

isEagerNeededOnRevPE (r, op,f)

Querying whether f must be immediately re-encrypted the permission
(f, op) is revoked from r lest a user u € UE s.t. (u,r) € URE may
have cached r’s keys and access f through r without authorization

isEagerNeededOnRevPE (1, 0p, f) & cac(f) A

cloudNoEnforce(f) A eager(f) A 3u
UE s.t. canDo® (u, #,f) Auntrusted(u)

€

If true, execute the eager resource
re-encryption procedure for f when
{op, f) is revoked from r
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Table 5: The pseudocode of the state-change rules ¥¥ of the hybrid AC scheme SF

- initf()
E Set state to ({adm}, {adm}, {}, {(adm,adm)}, {}, {})
T Invoke addUserT (adm) and addRole" (adm)

T

C

Invoke assignUserToRole (adm, adm)
Invoke initC()

- addUserE (u, preds = {})

E Update state to (UE U{u}, RE, FE, URE, PAE, EPEU {(p,
u)|p € preds})

T Invoke addUserT (u) and addUser® (u)

E Invoke consistencyCheckE ()

- deleteUserE (u)
E For each r € RE s.t. (u,r) e URE.
# Invoke revokeUserFromRoleC (u, r)

* If isRoleKeyRotatianNeededE(u, r):

- Invoke rotateRoleKeyUserRole€ (r)

Invoke deleteUserT(u) and deleteUserC (u)

For each f € FE s.t. Bop € OP A canDoF (u, op, f) A is-

CacNeededE f):

«If 3r € RFop € OPs.t canUserDoVia-
Ralec(u, r,op,f) A isResourceKeyRotationNeeded-
OnRevURE (u, 1, (op, f)):

- Invoke rotateResourceKey® (f)

« If Ar € RE, op € OPs.t. canUserDoViaRoleC(u, r,
op,f) A isEagerNeededOnRevURE (u, 1, (op, f)):

- Invoke eagerReEncryptionE(f)

For each r € RE s.t. (u,r) € URE A isRoleKeyRotation-

NeededE (u, r):

# Invoke rotateRoleKeyPermissions® (r)

Update state to (UE\ {u}, RE, FE, URE\ {(u, r)|r € RE},
PAE,EPE\ {(p,u)|p € PE})

E Invoke consistencyCheckE ()

ol —

o

I'm

- addRolef (r, preds = {})

E Update state to (UE, RE U {r}, FE, URE U {(adm, 1)},
PAE,EPE U {(p,r)|p € preds})

Invoke addRole” (r) and addRole® (r)

Invoke assignUserToRole' (adm, r)

Imi—1 =

Invoke consistencyCheckE ()

. deleteRolef(r)
€ Foreach f € FE s.t. Jops € OP A (r, (ops, f)) € PAE A
isCacNeeded® (f):

# Invoke revokePermissionFromRoleC (r, (ops.f))
* If Jop € opss.t. isResourceKeyRotationNeededOn-

RevPE (1, 0p, f):
- Invoke rotateResourcekey® (f)
« If Jop € opss.t. isEagerNeededOnRevPE (r, op, f):
- Invoke eagerReEncryptionf (f)
Foreach u € UE s.t. (u,r) € URE:
# Invoke revokeUserFromRoleC (u, r)
Invoke deleteRole’ (r)
Invoke deleteRoleC (r)
Update state to (UE,RE \ {r},FE,URE \ {(u,r)|u €
UE}, A\ {(r,(ops.f)|ops € OP.(f.) e FE},
EPE\ {(p.r)Ip € PE})
E Invoke consistencyCheckE ()

Imiol—

- addResourcel (f, fc, preds = {})

E Update  state  to (UE, RE, FE u {f}, URE,
PAE U {(adm, (OP, )} EPE U {(p.f)|p € preds})

If isCacNeeded® f):

# Invoke addResource$, (f)

* Invoke fc «— writeResource$(f, fc)

Else:

# Set fe'¢ « fe

Invoke addResource” (f)

invoke assignPermissionToRole" (adm, {OP, f))

Store fc®" in the cloud

Invoke consistencyCheckE ()

s}

o

Imiml =1~

- deleteResourcef (f)

T Invoke deleteResource’ (f)
€ 1 isCacNeeded® (f):
= Foreachr € RE s.t. Jops € OPA(r,{ops,f)) € PAE.
- Invoke revokePermissionFromRoleC (r, (ops, f))
 Tnvoke deleteResource® (f)
E Update state to (UE, RE, FE\ {£}, URE, PAE \ {(r, (ops,
F)Ir € RE, ops € OPLEPE\ {(p.f)Ip € PF})
Invoke consistencyCheckE ()

E
E Delete the content associated with f from the cloud

. assignUserToRoleF (u, r)

E Update state to (UE, RE, FE, URE U {(u, ) }, PAE, EPE)
T Invoke assignUserToRoleT (u, r)
€ Invoke assignUserToRoleC (u, r)
E

Invoke consistencyCheckE ()

- assignPermissionToRolef (r, (ops, f)):

E Find (r, (ops’,f)) € PAE, otherwise set ops’ «— {}
Update state to (UE,RE, FE URE, PAE \ {(u, (ops’,

NYU{r(ops’ U ops, f)}, EPE)

Invoke assignPermissionToRole (r, {ops, f))

m

Invoke assignPermissionToRole® (r, {ops, f))

Imiol—

Invoke consistencyCheckE ()

- revokeUserFromRoleF (u, r)

Invoke revokeUserFromRole' (u, r)

Invoke revokeUserFromRoleC (u, r)

If isRoleKeyRotationNeeded® (u, r):

* Invoke rotateRoleKeyUserRoleC (r)

€ Foreach f € FE s.t. 3ops C OP A (r,{ops, f)) € PAE A

isCacNeeded® (f):

* If Jop € opss.t. isResourceKeyRotationNeededOn-
RevURE (u, 1, (op, f)):
- Invoke rotateResourcekey® (f)

* If Jop € opss.t. isEagerNeededOnRevPE (u,r, {op,
M-
- Invoke eagerReEncryptionf (f)

If isRoleKeyRutationNeededE (u, r):

* Invoke rotateRoleKeyPermissionsc(r)

E Update state to (UE, RE FE URE \ {(ur)}, PAE, EPE)

lololH

o

o

- revokePermissionFromRoleE (r, (ops, f))

T Invoke revokePermissionFromRole” (r, (ops, f))

If isCacNeededE ( f):

« Invoke revokePermissionFromRoleC (r, (ops,f))

Set encrypted — isCacNeeded® (f)

Find (r, (ops’,f)) € PAE

If ops” \ ops = 0:

# Update state to (UE, RE, FE, URE, PAE \ {(r, (ops’,
)Y EPE)

Else:

+ Update state to (UE, RE, FE, URE, PAE \ {(r, (ops’,
YU L(rops’ \ ops, )}, EPE)

Invoke consistencyCheckE ()

If isCacNeededE (f) = encrypted = true:

* If Jop € opss.t. isResourceKeyRotationNeededOn-
RevPE(r, op, f):
- Invoke rotateResourcekeyE (f)

« If Aop € ops s.t. isEagerNeededOnRevPE (1, op, f):
- Invoke eagerReEncryptionf f)

m Imim 1o ol

ol m

- assignPredicatef (p, e)

E Update state to (UE, RE, FE, URE, PAE EPE U {(p, e)})
E Invoke consistencyCheckE ()

- revokePredicatef (p, e)

E Update state to (UE, RE, FE, URE, PAE, EPE \ {(p, e)})
E Invoke consistencyCheckE ()

. readResourceE f)

E Retrieve fc® from the cloud
T —canDo” (u, read, f):
# Return L
C If isCacNeeded® f):
# Invoke fc « readResource$ (f, fc"¢)
C
~ Else:
* Set fo — fcC
E Return fe

- writeResourcet (f, fc)

€ 1f isCacNeeded® f)
* Tnvoke fc — writeResource§(f, fc)
Else:
* Set fe"¢ «— fc
Send fc to the administrator
The administrator checks whether canDo” (u, write, f):
# Send fc® to the cloud
# Return T
E Else:
# Return L

Imim

- rotateResourceKeyF (f)

E Retrieve e from the cloud

€ Invoke rotateResourcekey® (f, fc®"c)

- eagerReEncryptionf f)

E Retrieve fc™ from the cloud
€ Invoke fc¢, — eagerReEncryptionC (f, fe€"c)

E Send fcf,';ﬁv to the cloud

- consistencyCheckE ()

E (check 1.a) For each f € FE s.t. isCacNeeded® (f) A —is-

ProtectedWithCACC (f):
% Retrieve and delete fc from the cloud

* Invoke addResou rcegdm f)
* Foreachr € RE s.t. Jops C OPA(r, (ops, f)) € PAE:
- Invoke assignPermissionToRoleC (r, (ops, f))
* Invoke fc¢ writeResourceidm(f,fc)
% Send fc® to the cloud
~ (check 1.b) For each f € FE s.t. ~isCacNeeded® (f) Nis-
ProtectedWithCACC (f):
* Retrieve and delete fc"° from the cloud
* Invoke fc — readResourcegdm (f. feom)
* Foreachr € RE s.t. Jops € OPA(r, (ops,f)) € PAE.
- Invoke revokePermissionFromRoleC (r, (ops, f))
* Invoke deleteResourcec(f)
* Send fc to the cloud
- Create set rotating_roles
(check 2) For each u € UE, r € REs.t —canUser-
BeC (u,r)A isRoleKeyRatationNeededE (u, r) AcanUser-
BeCache© (u, r):
# Invoke rotateRoleKeyUserRoleC (r)
* Add r to rotating_roles

o

(check 3) For each u € UE,f € FEst3ar e
RE A isResourceKeantationNeededOnRevURE (u,r,
(op,f)) A —canDoC (u, op,f) A canUserDoViaRole-
CacheLast€ (u, 1, 0p, f) A op € OP:

# Invoke rotateResourceKeyF (f)

(check 4) Foreach u € UE,f eFEst are RE/\isEager-
NeededOnRevURE (u, r, (op, fY)A —canDoC (u, op, fIN
cunUserDoViuRoleCacheC(u, r,op,f) A Jop € OP:

# Invoke eagerReEncryptiont f)

(check 5) For each r € RE,f e FEsit. isResourceKey-
RotalionNeededOnRevPE(r, op,f) A —wanRoleDoC(r,
op, f) A canRoleDoCacheLastC (r, op, f) A Jop € OP:
# Invoke rotateResourcekey® (f)

£ (check 6) For each r € RE, f € FE s.t. isEagerNeededOn-
RevPE (r,op,f) A —*canRoleDoCucheC(r, op,f) A can-
RoleDoCacheC (r, op, f) A Jop € OP:

* Invoke eagerReEncryptionf f)

(part of check 2) For each r € rotating_roles:

o

o

o

# Invoke rotateRoleKeyPermissions® (r)
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the predicates) of the administrator; consider the initial state )/E h

UEi={alice,bob}; REi={staﬂ,accounting}; FEi={ budget};
UREi:{ (alice,staff ), (bob,accounting) };
PAEiz{ (staff,({read},budget)),(accounting,({read,write},budget))};

EPEi={ (cloudNoEnforce,budget),(enc,budget),(untrusted,alice) };

Assume now that the administrator wants to remove alice from
yE ! (because, e.g., alice has left the organization). Hence, the admin-
istrator invokes deleteUserE (alice) (see Table 5). Since alice is as-
signed to staff, revokeUserFromRoleC (alice, staff) is invoked and
the query isRoleKeyRotationNeededE (alice, staff) is evaluated as
specified by the entailment: given that untrusted(alice) € EPE',
the query evaluates at true and rotateRoleKeyUserRole® (staff)
— which represents the role key rotation procedure for URC — is
invoked. Then, alice is removed from )/Tl and ycl by invoking
deleteUserT(alice) and deleteUserC(alice), respectively. After-
wards, for each resource to which alice had access that is protected
with CAC — i.e., budget — the query isResourceKeyRotation-
NeededOnRevURE (alice, staff, (-, budget)) is evaluated: given that

cac(budget), cloudNoEnforce(budget), untrusted(alice) € EPE',
the query evaluates at true and rotateResourceKey® (budget) —
which represents the resource key rotation procedure — is in-
voked. Instead, the query isEagerNeededOnRevURE (alice, staff,
(-, budget)) evaluates at false since eager(budget) ¢ EPE'; hence,
eagerReEncryptionf(f) is not invoked. Finally, since isRoleKey-
RotationNeeded" (alice, staff) was already evaluated at true be-
fore, rotateRoleKeyPermissions®(staff) — which represents the
role key rotation procedure for PAC — is invoked. At the end, y&'
is modified to y¥ "1 and the consistency check is executed.
Conversely, if the administrator wanted to remove bob from yEl,
no state-change rule of the CAC scheme would have been invoked
(given that untrusted(bob) ¢ EPE"). By defining predicates and
the entailment for each query, administrators can fine-tune the
deployment of our hybrid AC scheme to suit their scenarios.

6 Consistency Check

Of course, the hybrid AC scheme is unusable without guarantees
on both the correctness and safety properties of the enforcement.

Safety. The safety of the core RBAC model and the CAC scheme
were already demonstrated in [15, 16], respectively. In our hybrid
AC scheme, to guarantee safety we need to ensure that no unnec-
essary permissions are granted or revoked during state transitions
caused by the execution of a single state-change rule. We argue
that safety is easily inherited from the core RBAC model by con-
sidering that in the hybrid AC scheme (i) the entailment for the
canDoE (u, (f, op)) query is equal to that for the canDo” (u, (f, op))
query, and (ii) the new state-change rules in ¥¥ (see Section 5.4)
modify neither URE nor PAE — in simpler words, permissions are
neither granted nor revoked during state transitions triggered by
the new state-change rules in ¥E hence safety is preserved.

Correctness. To guarantee correctness, we need to ensure that,
for any given state, the canDoF (u, f, op) query always evaluates
at the same value (be it true or false) as the canDo” (u, f, op) and
the canDoC (u, op, f) queries — assuming that CAC is applied over
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f. However, understanding what resources a user can access in the
CAC scheme is tricky. In fact, besides considering the current state
of the CAC policy y©', we must also consider all those roles’ and
resources’ keys that were not rotated and therefore users may have
cached. Note that this was not a problem in the original version of
the CAC scheme [16] (nor in further refinements, e.g., [5]), since the
role key rotation, resource key rotation, and resource re-encryption
procedures — which make cached keys useless — were always exe-
cuted. However, this is not true in the hybrid AC scheme, given that
the execution of such procedures may be avoided depending on the
security model specified by the administrator. In other words, the
correctness must not consider the canDoC (u, op, f) query only, but
instead all 7 queries in Table 4. Below, we discuss the correctness
for each of the 7 queries (see the summary in Table 7) and conse-
quently derive as many invariants — we define an invariant as a
boolean condition which should always be true regardless of state
transitions. When all invariants hold, correctness is guaranteed.
Verifying these invariants constitutes the consistency check that we
report as the state-change rule consistencyCheckE () (see Table 5).

canDof (u, op, f): determines whether u can access the permis-
sion (f, op) legitimately. The correctness is guaranteed by the invari-
ant canDot (wop,f) & (canDoT (u,0p, ) A canDo€ (u, 0p, f));
that is, if u can access (f, op) in SE, then u must also access (f, op)
in both ST and S€ — assuming that isProtected WithCACC (f).

isCacNeeded® (f): determines whether CAC must be used to
protect f. The correctness is guaranteed by the invariant isCac-
Needed" (f) & isProtectedWithCACE (f). However, some state
transitions may invalidate this invariant. For instance, consider a
resource f € FE s.t. (cac, f) ¢ EP, therefore ~isCacNeeded® (f)
(i.e., f is not currently protected with CAC). Now, assume the ad-
ministrator invokes assignPredicatef(cac, f). As a consequence,
isCacNeeded® (f) evaluates to true as shown in Table 4, while is-
ProtectedWithCACC (f) still evaluates to false, invalidating the
invariant since f is not protected with CAC (while now it should
be). In cases like this, we need to check and update the state of
the CAC policy to respect the invariant: for each f € FE s.t. isCac-
Needed" (f) A —isProtected WithCACC (f), we add the resource
to FC, encrypt fe, and carry all permissions (x, (x, f)) € PAF to PAC.
Similarly, for each f € FF s.t. -isCacNeeded” (f) A isProtected-
WithCACE (f), we remove the resource from FC, decrypt fc®"¢,
and delete all permissions (x, f, *) € PAC. We report these checks
as check 1.a and check 1.b in consistencyCheckE().

isRoleKeyRotationNeeded” (u, r): determines whether r’s keys
must be rotated in the event u is revoked from r. The correctness is
guaranteed by the invariant isRoleKeyRotationNeededE (ur)=
canUserBeC(u, r) Vv —-canUserBeCacheC(u, r); that is, either u
was not revoked from r (cunUserBec(u, r)) — hence, rotating r’s
keys is not necessary — or u cannot assume r even with cached keys
(ﬂcanUserBeCacheC (u, r)). Similarly to isCacNeeded” (f), some
state transitions may invalidate this invariant. For instance, consider
ue UE reREst (ur) € URE A (untrusted, u) € EP, therefore
isRoleKeyRotationNeededE(u, r). Now, assume the administrator
invokes revokeUserFromRolef (u, r). Being untrusted, u may have
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cached r’s keys. As a consequence, canUserBeCucheC(u, r) evalu-
ates to true as shown in Table 4, invalidating the invariant. In cases
like this, we need to check and update the state of the CAC policy to
respect the invariant: for each u € UE, re RE st ﬂcanUserBeC(u,
A isRoleKeyRotutionNeededE (u, r) A canUserBeCache (u, r),
we rotate r’s keys by invoking rotateRoleKeyUserRole®(r) and
rotateRoleKeyPermissions®(r). We report this check as check 2
in consistencyCheckE ().

isResourceKeyRotationNeededOnRevURE (u, 1, {op, f)): deter-
mines whether f’s key must be rotated in the event u is revoked
from r. The correctness is guaranteed by the invariant isResource-
KeyRotationNeededOnRev URE (u,r,{op,f)) = canDo€ (u, op,
v ﬁcanUserDoViaRoleCacheLastC(u, r, op, f); that is, either
u can access (f, op) via r (or even via another role r’ # r) — hence,
rotating f’s key is not necessary — or u cannot access (f, op)
even with r’s cached keys (~canUserDoViaRoleCacheLastC (u,
r,op, f) — “last” because isResourceKeyRotationNeededOnRev-
URE (u, r, (op, f)) only provides key rotation (protecting the last
version of f) and not re-encryption (see the last two queries be-
low for re-encryption), hence u may still access older versions of f.
Whenever a state transition invalidates this invariant, we check and
update the state of the CAC policy: foreach u € UE, f € FE s.t. 3r e
RE A isResourceKeyRotationNeededOnRevURE (u,r,{op, f)) A
—w‘anDoC(u, op, f )/\canUserDoViaRoleCacheLastC(u, r,op, f)A
Jop € OP, we rotate f’s keys by invoking rotateResourceKey®(f,
fc°m€). We report this check as check 3 in consistencyCheckE ().

isResourceKeyRotationNeededOnRevPE (1, op, f): determines
whether f’s key must be rotated when (f, op) is revoked from r.
The correctness is guaranteed by the invariant isResourceKey-
RotationNeededOnRevPE (r,op,f) = canRoleDo€ (r,op,f) v
ﬂcanRoleDoCacheLastC(r, op, f); that is, either (f, op) was not
revoked from r (canRoleDoC (r, op, f)) — hence, rotating f’s keys
is not necessary — or no user can access (f, op) via r’s cached keys
(~canRoleDoCacheLastC (r, op, f)). Whenever a state transition
invalidates this invariant, we check and update the state of the
CAC policy: for each r € RE, f € FF s.t. isResourceKeyRotation-
NeededOnRevPE (r,op, f)A —wanRoleDoC(r, op, f) A canRoleDo-
CacheLastC(r, op, f) A Jop € OP, we rotate f’s keys by invok-
ing rotateResourcekey®(f). We report this check as check 5 in
consistencyCheckE().

isEagerNeededOnRevURE (w1, {op, f)): determines whether to
apply eager re-encryption over fc when u is revoked from r. The
correctness is guaranteed by the invariant isEagerNeededOnRev-
URE(u,r, (op, f)) = canDo€ (u, op,f) V ~canUserDoViaRole-
Cachec(u, r, op, f); that is, either u can access (f, op) via r (or even
via another role r’ # r) — hence, apply eager re-encryption over fc
is not necessary — or u cannot access (f, op) even with r’s cached
keys (—canUserDoViaRoleCacheLastC (u, r, op, f)). Whenever a
state transition invalidates this invariant, we check and update the
state of the CAC policy: for each u € UE, f € FE s.t. 3r € RE A is-
EagerNeededOnRevURE (w1, {op, ) A —canDoC (u, op, f) A can-
UserDoViaRoleCache® (u, r, op,f) A Jop € OP, we immediately
re-encrypt fc by invoking eagerReEncryption®(f, fc¢"¢). We re-
port this check as check 4 in consistencyCheckE ().
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isEagerNeededOnRevP" (r, op, f): determines whether to apply
eager re-encryption over fc when (f, op) is revoked from r. The
correctness is guaranteed by the invariant isEager NeededOnRev-
PE (r,op,f) = canRoleDo€ (r,op,f) v —canRoleDoCache® (r,
op, f); that is, either (f, op) was not revoked from r (canRoleDoC (r,
op, f)) — hence, apply eager re-encryption over fc is not necessary
— or no user can access (f, op) via r’s cached keys (~canRole-
DoCacheC (r, op, f)). Whenever a state transition invalidates this
invariant, we check and update the state of the CAC policy: for each
r € RE, f € FE s.t. isEagerNeededOnRevPE (r, op, f) A ~canRole-
DoCache (r, op, f) A canRoleDoCache (r, op, f) AJop € OP, we
immediately re-encrypt fc by invoking eagerReEncryption®(f,
fc1°). We report this check as check 6 in consistencyCheckE ().

7 Preliminary Experimentation

We implement the pseudocode of SE (Table 5), ST (Table 2), and
S€ (Table 9) in Prolog; we also implement a script invoking the
APIs of CryptoAC, a tool implementing the CAC scheme in [5] to
actually execute (and measure the execution time of) cryptographic
computations. We deploy all software on a laptop running Ubuntu
24.04 on an Intel(R) Core(TM) i7-1355U and 16GB of RAM. As a
starting point, we consider a RBAC state mined from real-world
datasets (domino — see [16]) to then generate a random sequence of
100 state-change rules equally distributed among those in Table 2.
Then, we execute the sequence on 6 different configurations (C):
C0 corresponds to ST, C100 corresponds to S€, and C20 — C80
correspond to SF in which each predicate proposed in Table 3 is
randomly assigned to 20%—80% of the elements in the RBAC state
(the more predicates assigned, the more CAC is employed); that is,
EPCO C EPCZO C EPC40 C EPC60 C EPCSO C EPCIOO- As metrics,
we collect the number of times a state-change rule is executed in ST
and S€ and the total execution time of SE, ST, SC, and CryptoAC.
We report the results of the experimental evaluation in Table 6.2

2The Prolog implementation, raw data results, the sequence of 100 state-change rules,
and a replication package are available at https://github.com/stfbk/SACMAT2025-
results/. We will publish the data and results of further experiments and future devel-
opments in https://aleph.fbk.eu/tools/CryptoAC.

Table 6: Results of the preliminary experimental evaluation

co| C20 C40 C60 C80 | C100
state-change rule ST |sT sC|sT sC|sT sC|sT sc| sC
addUser() 717 717 717 77 7 7
addRole() 10|10 10 (10 10 [ 10 10|10 10 10
addResource() 10110 2 |10 5|10 7 |10 10| 10
assignUserToRole() 6|16 6|6 6|6 6|6 6 6
assignPermissionToRole() 12112 8 (12 16|12 22|12 29| 32
deleteUser() 6|16 6|6 6|6 6|6 6 6
deleteRole() 717 7|7 17 7 717 7 7
deleteResource() 10110 3|10 5 (10 6 [10 8 10
revokeUserFromRole() 10|10 10|10 10|10 10|10 10| 10
revokePermissionFromRole()| 13 | 13 21 |13 45|13 66 | 13 90 | 112
readResource() 313 7|3 223 38[|3 66| 78
writeResource() 616 8|6 24| 6 45| 6 77 91
total Si only —| 83 271 451 731 —
. S only <1 <1 <1 <1 <1 —
execution c
time S* only — <1 2 2 3 4
(in ms) CryptoAC only — 83 432 370 490 742
sum of the 4 above | <1 166 705 823 1,224 746
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The results show that our hybrid AC scheme does reduce the
number of invoked state-change rules of SC . and the execution time
of CryptoAC decreases accordingly. However, the reasoning effort
in SE — mainly due to the consistency check — may even outweigh
the performance gain (e.g., C60 and C80 take longer than C100).
Nonetheless, our experimental evaluation is still preliminary and
further analysis should include (i) non-random workloads, (ii) key
distribution and network latency, and (iii) study of the interplay
among predicates. In summary, the Prolog implementation is a
proof-of-concept showing efficiency improvements for CAC in
specific configurations. For the other configurations, we can further
enhance performances by optimizing the Prolog rule structure.
Notably, our hybrid schema’s design allows implementations across
different technologies, such as Datalog [11], offering the advantage
of integrating with powerful database engines.

8 Conclusion

In this paper, we proposed a hybrid AC scheme to reduce the com-
putational overhead of CAC by allowing administrators to express
(via predicates) trust assumptions and data protection requirements
on users, roles, and resources — that is, tunable security models.
The final goal is to make CAC a viable solution for enforcing RBAC
policies in real-world scenarios by automatically dividing enforce-
ment between CAC and centralized AC while preserving maximum
data protection. Furthermore, administrators can easily define new
predicates and adapt queries’ entailment to their scenario. We also
designed a consistency check to ensure the correctness and safety
of the enforcement of the hybrid AC scheme and conducted a pre-
liminary experimental evaluation on a proof-of-concept implemen-
tation. The results show that our hybrid AC scheme often performs
better than CAC by a degree that depends on the security model.

Future work. We can identify a number of compelling research
directions stemming from our work. First, we plan to conduct a
more thorough performance evaluation, assessing the performance
of our hybrid AC scheme under real-world scenarios in which to
apply our hybrid AC scheme and conduct surveys to assess its
usability. Then, we intend to apply our solution to ABAC relying
on an Attribute-Based Encryption (ABE) scheme for CAC [24].
In addition, we plan to enhance the expressiveness of the hybrid
AC model by supporting negative permissions, that is, allowing
for permitting or prohibiting specific permissions from specific
users, overriding the normal behavior of RBAC. Finally, we plan to
integrate other strategies (e.g., those in Sections 2 and 7) to further
improve the efficiency of CAC and reasoning.
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A Additional Content

Below, in Table 7 we provide the invariant and the description of
each of the queries in the set QF of the hybrid AC scheme S¥ —
note that the information in Table 7 is just a summary of what has
already been explained in Section 5 and shown in Table 5 (see the
state-change rule consistencyCheckE()). Also, we provide addi-
tional information on the CAC scheme [5] and the adjustments
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described in Section 4. In detail, in Table 8 we provide the extended
set of queries Q€ of the CAC scheme SC — along with a textual
description and the entailment — adjusted from [5]. Then, in Ta-
ble 9 we provide the pseudocode of the state-change rules in ¥©
of the CAC scheme S€ adjusted from [5]. Finally, for the sake of
completeness, we provide the complete version of the decorated
sets y© = (UC, RC, FC, URC, PAC) that compose a state y© € I'C of
the CAC scheme S€ in [5]:
<U U, Pus kenc kver Slgn51g) c U ope’
(R, 7, P(rvy)s k(rvr) (rv y v,, Sign®i&) e RS
(F.f, p(fvf),Enc i/ym. (ks&%)),\?},Sign igy,

ope’

(Rur, Enchgc((kigcvr),k‘(ifcvr),szrm, o)

(PA T, £, P(rvp)> p(fo)sEanenc z%mvf)) Yy, Vf, ops, SignSie).

)), v, Sign®i€) e URS

ope>

Table 7: Invariants for queries in OF

Invariant

Description

canDo (u, op,f) © (canDo” (u, op,f) A canDo€ (u, op.f))

u can access (f, op) in SE ifand only if u can access (f, op) also in ST and S€

isCacNeeded” (f) & isProtected WithCACC (f)

If the security model states that CAC is needed for f, then f is protected with CAC (and vice versa)

isRuleKeyRotutionNeededE(u, r) = canUserBeC (u, 1) V ~canUserBeCacheC (u, r)

If r’s keys must be rotated in the event u is revoked from r, then either u was not revoked from r yet or
u cannot assume r even with cached keys

isResourceKeyRatutionNeededOnRevURE (u,r,(op.f)) =

L‘anDoC(u, op,f) Vv —canUserDoViaRoleCacheLastC (u,r,op,f)

If f’s key must be rotated in the event u is revoked from r, then either u can access (f, op) via r (or
even via another role r’ # r) or u cannot access (f, 0p) even with r’s cached keys

isResourL‘eKeyRotationNeededOnRevPE (r,op,f) =

canRaleDoc(r, op,f) Vv —‘canRoleDOCacheLastC(r, op, f)

If f’s key must be rotated in the event (f, op) is revoked from r, then either (f, op) was not revoked
from r or no user can access (f, op) via r’s cached keys

isEugerNeededOnRevURE (u,r,{op,f)) =

L‘anDoC(u, op,f) vV ﬁcanUserDoViaRoleCacheC(u, r,0p,f)

If eager re-encryption must be applied over fc in the event u is revoked from r, then either u can access
(f, op) via r (or even via another role r’ # r) or u cannot access {f, 0p) even with r’s cached keys

isEagerNeededOnRevPE (r, op, f) = canRoleDoC (r, op, f) V —canRoleDoCacheC (r, op, f)

If eager re-encryption must be applied over fc in the event (f, op) is revoked from r, then either (f, op)
was not revoked from r or no user can access (f, op) via r’s cached keys

Table 8: The extended set of queries Q€ of the CAC scheme SC adjusted from [5] (see Section 4)

Query q € QE Description

Entailment — that is, how the query is evaluated

Querying whether u can access the permission

canDo€ (u, op, f) (f, op) legitimately

canDoC (4, 0p, f) & A(R, 1, % % %, vy, #) € R

ope A (R, u, 1, %, vy, %) € URg;)e A T(PA 1, f %, 5, %, vy,

vp, 0ps, x) € PAS, A op € ops A 3(F, f, %% vy, %) € Fe

Querying whether u can access the permission
(f, op) specifically through the role r legiti-

canUserDoViaRoleC (u,r,0p,f)
mately

canUserDoViaRoleC (u, 1, op, f) < H(UR U, T, %, Vp, %) € UR(Jpe A 3(PA T, f, %,
PAOCpe Aop € ops A I(F, f, %%, vp, %) € F ope

*, %, Vp, Vf, 0PS, *) €

Querying whether r can access the permission

c
canRoleDo“ (r, op, f) (f, op) legitimately

canRoleDoC (r, op.f) & 3R rx
ops A 3(F, f,#, %, Vf.*) € Foc;‘)e

%%, Vr, ) € RS A I(PA T fo5 5, %, vy, v, 0p, ) € PAS,e Aop €

Querying whether u can access the permission
(f, op) on at least one version of f through

canUserDoViaRoleCacheC (u,r,0p,f) the role r possibly using cached keys

canUserDoViaRoleCacheC (u, r, op,f) & IR 1 x4 % Vp, %) € (Rg:e U RS
) € (URS, o U URS,

Cae) A HR %, 5,

e | Coge) A T(PA T fo% 05, T, T, 0p, ) € (PAS,e U URC ) Aop € ops A 3(F, £, %,

*‘Vf x) € F Ope

Querying whether u can access the permission
(f, op) on the latest version of f through the

canUserDoViaRoleCacheLastC (u,r, op,f) role r possibly using cached keys

canUserDoViaRoleCacheLastC (u, r, op.f) © AR, r,*
V%) € (URS

4k T, x) € (RSe URhC1de

U UR

) A 3UR w1y,

ope Y URﬁlde) A TPA 1, f, %, %, %, Vr, vf, op, ) € (PAOpe hlde) A op € ops A 3(F,

frx vfs *) € Fope

Querying whether r can access the permission
(f, op) on at least one version of f possibly

RoleDoCacheC (r, op,
canRoleDoCache™ (r, op. f) using cached keys

canRoleDoCacheC (r,0p,f) & (R, r,*
%) € (PAS,e U URS,

4, T %) € (Rg,os URG o) A IPA LS, % 5,5, 5, 7, op,
) Aop € ops A H(Ff,*,*,vf %) € F,

ope hide Ope

Querying whether r can access the permission cunRoleDoCacheLastC(r, op,f) & F(R, 1, %, %, %, Vp, %) € (Rc%e U RhClde) A 3(PA, 1, 5, %, %, Uy, Vfs
C , op) on the latest version of f possibly us- C C
canRoleDoCacheLast™ (r, op, f) frjx(g nghed Keys fe Y op,x) € (PAgpe U URL; 4. ) A op € ops A T(F, f %, vfs *) € Fope
canUserBeC'(u, r) Querying whether u can assume the role r canUserBec(u, r) © (R, 1, %, %, %, vy, %) € Rope A J(UR, u, r, %, v, %) € URope
Querying whether u can assume the role r canUserBeCacheC (1, 1) & (R, 1, %, , %, vy, #) € Rope A (R, w1y, vy, %) € (URone u URhClde)

C
canUserBeCache™ (u,r) possibly using cached keys

isProtected WithCACC f) Querying whether f is protected with CAC

isProtectedWithCACC (f) © 3(F, f, %%, %) € F

ope
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Table 9: The state-change rules in Y€ of the CAC scheme SC adjusted from [5] (see Section 4)

- init€()
- Genefate (keaz(r:n kdazfn) — GenPb and (k:ﬁ:n kz;%n) —
Gen®i8
enc |ver Sig
- Add (U, adm, adm, kadm kadm Sign sig Yto U ope
agm
enc |ver 1g
- Add (R, adm, adm, kadm kadm ,Sign sig )to ope
adm

Pub enc dec ver |sig
— Add (UR, adm, adm, Enckenc (kadm kadm kadm kadm)

. Sig C
1, S1gnksig ) to URgpe
adm
- addUser® (u)
51g
- Add (U, u, —, —, —,Sign )to
kS

adm

1nC

- initUser®(u)
- Gene.rate (klelnc,kgec) «— GenPub, (k;er,kilg) -
GenSi8 and p,, « GenPS

- Delete (U, u, —, —, —, *) from Ulnc

- Add (U, u, py, ki“c, kyer, S1gn3§g) to Uocr;e
ku

. deleteUser®(u)
~ Verify that A(UR, u, *, *, *,*) € URope
— Move (U, u, *, =, *, *) from U U U ope to Uhlde

- addRoleC(r)

enc | dec Pub ver 51g
- Generate (k(r.l) k(”)) «— Gen ’(k(r,l) (”))

GenSi€ and P(r1) < Gen
= Add (R, 1, p(r,1), KENS) KYET L1, S1gnSlg Y to RS,

Pse

(rl)’ (r,1)’ (Sig ope
adm
— Add (UR adm, r,EncPWB_ (kenc  dec yver sig )

kenc

(r1)” 2(r,1)” "(r1)” 7 (r.1)
. Si
1, S1gnk;§g ) to URope
adm
. deleteRolec(r)
- Verify that A(UR, %, 1, 5, %, %) € URoC;Je
~ Verify that (PA, 7, #, #, %, % %, #, %, %) ¢ PAS,
— Move (R, 1, #, %, *, %, *) from Rope to RS

ope
hide

- addResource$ (f)

- Generate kz}m) — Gen™Y™ and P(f1) < GenPse

- Send (F,f, p(fl),Enc Sym (ksym
Kk

)) 1,Sign ;%g} and

(PA, adm, f, adm,p(fyl),EncigEC (ksy'")) 1,1,0P,

Signsﬁ ) to the administrator

u
- The administrator adds received information to F ope and

PAocpe, respectively.

- assignPermissionToRoleC(r, (ops, f))
— I 3(PA T, f, %, % %, %, ops’, %, %) € PAone
« Replace (PA, 1, f, #, %, %, %, ops’, x) with (PA 1, f, %, %,
Sig
x, %, 0ps U ops’, S1gnks ) in PAcpe

adm
— Else:

Find (R, 7, P(rvr)> k

*

e ) V%) € Ko
Find (PA, adm, f, *,p(fvf),c 1,vf, % %) € PAS,e

*

enc
Decrypt k(rv )< DecPY dec (c)

am

ub
Add  (PA 1. f, P(r,vr)» p(fo)’Enckenc (k?}mvf))

*

*

Vr, Vf, 0pS, S1gnk;‘fg ) to PA0 e

adm

- eagerReEncryption® (f, fc

- revokePermissionFromRoleC (r, (ops, f))

- Find (PA, r,f,p(,,v,),p(f,vf),a Vr, vp, 0ps’, %) € PAS,,
- Ifops’ C ops:

% Move (PA, 1, f, %, %, %, =, %, %, %) from PAOC';e to UR:?ide
- Else:

* Add (PAT.f, p(rvr),p(f,vf), ¢, v, vp,0ps N ops’,

Slgn;fg ) to URhlde
% Replace <PA Ty f o, o, o, ok, %, %, %) with (PA, 7, %, %, %,
%, ops’ \ ops, Slgnk;fg ) in PAGpe
adm

- deleteResource®(f)

- Verify that B(PA, #, [k %, %
- Move all (F, f, %, %, , ) from F; ope to Fdel
~ Invoke cleanup® ()

*, »:, #,%) € PAope

- assignUserToRoleC (u, r)

— Find (U, u, k&€, %, %) € Uo‘;e
- Find (UR, adm, 1, ¢, vy, %) € URS.

Pub
- Decrypt m « Deckdec (c)
adm
- Add (R ur, EncpgﬁC (m), v, Slgnsﬁg ) to UROpe
adm

ope

- rotateResourcekeyC (f, fc"¢)

- Find (PA, adm, f, %, *, Cups Lvp, % %) € PAone

Decrypt k?%"; )< Deciggc (cvf)
! adm

Generate ki%m «— GenY™ and p(f,\/fﬂ) « GenPse

Vf+1)
- Foreach (F,f, ¢, \50 *) € FoC;;e
sym
# Decrypt k(fj’?) « Dec® sym ()
J (f,Vf)
* Replace (Fo fo, %, ‘7} *) with (F.fox,
ym ig
EnCksym (k fo)) s Slgn (Sig yinFGy ope
(fovp+1) Kadm

- Add (F,f,p(f’vfﬂ),Enciggm (k?}?‘vf_+1)),Vf + 1,
(f,Vfﬂ)

$1gnkSlg )to FS ohe

adm
- For each (R, 1, *, k?nc ),
*) € PAS,

vy %) € RS st (PA TS5,

%, Vr, Vp, %, ope:

= Move (PA 1, f, %% %% %) from PAOpe to
URhCide and replace it with (PA,r,f,x*, p(f,vfﬂ)’
Pub sym Sig
E”Ckgnc (k "f*l))’*’ vF+ L S1gnkSlg )
(rvr adm

- Move all (F, f, *, %, vf *) s.t. Vf <vr from F, pe toF

ency

(f feene)
m > €)

- Set fc readResource
- Set feghs, «— wrlteResource

- Return fcpis,

- rotateRoleKeyPermissionsC(r)

= Find (R 1Py, k1S, )0 % Vp 1) € RSe
- Foreach (PA, 1, f, %, p(fyvf), *, %, Vf, 0pS, *) € PAO%&
% Find (PA, adm foxwel, Vf, % %) € PAS,e

+ Decrypt k) « DecPY

(fvf)
* Add  (PAr,f, P(rvr)» p(f"f) EnckeﬁC (k
(rv

P ()

Kadm

sym )
Vf) >

Vr, Vf, 0pS, Slgnsg ) to PAope

k

adm
— Move all (PA 1, f, % % Vp, % %) s.t. ¥ < v, from
C C
PAGpe to UR o

- revokeUserFromRoleC (u, r)

- Move (UR, u, r, *, %, %) form URone to URhcide

. rotateRoleKeyUserRoleC(r)

- Find (R, 7, %, %, % vy, %) € Rope

_ enc Pub ver
Generate (k(rvr+1)’ (r,vr+1)) «— Gen"Y°, (k(r,vr+l)’
si
() GenSIE and Py ) < Gen®Se
— Move (R,r,#, %, %% %) from Rope to Rhlde and re-
place it with (R, 7, P(ry,41), K (V,Vr+1)’ k(V,Vr+1)’ vr+ 1,
. Sig
Sign sig )
adm

For each (UR, u, r, *, vy, *) € UROC;‘Je:
« Find (U, u, , k§"C, %, %) € Ugae

Pub (enc ec er
* Add <UR’ wr, Encke"C (k(r vr+l)’ (r vr+l)’ (r vr+l)’

51g Sig
(rv +1)) Vr+1Sign (Sig )t UROPe
adm
- Move all (UR, *, 1, %, vy, %) from URgae to URthde

- readResource (f, fc¢"¢)

- IEBR 1% %%, vp, %) € Rg)e s.t. I(UR, u, 1, cp, vy, %) €
URS,e A 3(PA T £, %, * Cf, Vr, Vp, OPS, %) € PAS,e A

read € ops:
# Return L
- Decrypt (-, k‘(jfcv ) -) « Deciggc (cr)
u
- Decrypt kz/ycf"v ) < Dec dgc (Cf)
4 ")

If 3(F, f, *, c}, {/}r,*) € Fope stV # vy
% Decrypt ksy'“A) — Decs}slgm (¢r)
(fvp
(fovf)
* Set fc « Dec g?m (fe™)
(f.9p)

Else:
# Set fo Decigm (feme)

(fovf)

- Return fc

- writeResource$(f, fc)

= AR 7% %% vy %) € RSe 5.t 3(UR 7, ¢, vy, %) €
URSpe A I(PA T, f 5, % cf, vr, vy, 0ps, %) € PAS A
write € ops:
# Return L

- Move (F, f, %%, 17f, #) s.t. 1? < vy from FOC,;e to chel

Invoke cleanup ()
- I Pub
Decrypt (—, (rv )y )« Deckgec (cr)

Decrypt ki/y’r"v]r) — Deck?gC (cf)
V)

- Encrypt fc¢ En<:ksym (fe)
(fovp)

- Return fc¢

- cleanup®()

- Move all (PA,,f, s, %,

x) € PAG, from G\ to FS,

- Move all (R, r,*,%, *, vr,*)st A(PA, 1, %, %, %, %, Vp, %, %,
*) € URC, to R,

*, %, \}}, %) 8.t ACF, f, *, %, \}},

from RC

hide hide del .
— Move all (UR LT Vr, *) s.t AR, 1y %, %, %, Vp, %) €
(RSpe U R, ) from URG, ;. to URS;
— Move all (U, u, *, *, %, %) s.t. B(UR, u, *, %, %, *) € URhlde
C C
from Rhlde to URdel
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