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Abstract

Internet of Things (IoT) applications increasingly rely on lightweight publish-subscribe protocols (e.g., MQTT) to exchange a
considerable amount of sensitive data. However, such data are often threatened by external attackers, malicious insiders, and honest
but curious Edge and Cloud providers. Typical security mechanisms — such as Transport Layer Security (TLS) or centralized data
authorization management — may expose messages to intermediate nodes and fail to enforce Access Control (AC) policies without
relying on (sometimes missing) fully trusted agents. Furthermore, when security mechanisms are in place, they should consider
the trust assumptions (e.g., on the presence of certain attackers) and meet the performance goals (e.g., low latency, high scalability)
relevant to the underlying scenario. In this paper, we propose a security mechanism based Cryptographic Access Control (CAC)
that integrates decentralized AC enforcement with end-to-end protection (in terms of data confidentiality and integrity) for IoT
applications employing publish-subscribe protocols. By building on previous work, we also formalize an optimization problem to
strike the best possible balance between security and quality of service by fine-tuning the deployment of our security mechanism
accordingly. We showcase the benefits of the optimization problem in three different scenarios for IoT applications: Remote Patient
Monitoring, Cooperative Maneuvering, and Smart Lock. Finally, our open-source proof-of-concept named CryptoAC demonstrates
the feasibility of our security mechanism: a thorough performance evaluation reveals that CryptoAC achieves higher scalability

than TLS under multi-publisher workloads and a practical level of overhead for key management and policy updates.
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1. Introduction

Field of Research. The capillary diffusion of Internet of Things
(IoT) devices, in combination with Edge and Cloud comput-
ing, holds the potential to improve the well-being of society in
several application fields, like eHealth, intelligent transporta-
tion systems, and smart buildings. However, the undeniable
benefits offered by IoT should be coupled with appropriate se-
curity mechanisms. Indeed, the environment in which IoT ap-
plications are deployed is traditionally assumed to be hostile
due to the presence of external attackers. Moreover, IoT de-
vices are intrinsically vulnerable and exposed to a wide ar-
ray of threats, as they are typically left unattended, equipped
with limited computational power, and often insecure by de-
sign [50]. Hence, suitable security mechanisms should be
adopted to ensure the protection of sensitive (e.g., personal
or confidential) data throughout their life cycle, namely when
in transit, in use, and at rest. In particular, IoT applications
often focus on data transmission, which is one of the fun-
damental layers of their architectures [68]. In this context,
protecting communications and encrypting sensitive data are
among the top security concerns in IoT.! In this regard, since

'https://outreach.eclipse.foundation/iot-edge-developer
-survey-2022
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the traditional client-server network paradigm does not prop-
erly fit the peculiarities of IoT applications (e.g., unreliable
channels), these usually employ more lightweight and effi-
cient fopic-based publish-subscribe protocols such as Message
Queue Telemetry Transport (MQTT) and Advanced Message
Queuing Protocol (AMQP) [59, 62].

A Multi-Faceted Problem. However, data protection in IoT
communication has many facets. First, the complexity (e.g.,
large attack surface) and dynamicity of IoT applications — par-
ticularly given recent security paradigms such as the Zero Trust
model — make it difficult to fully trust any involved agent. In-
stead, agents (e.g., Cloud providers) are usually assumed to be
untrusted or partially trusted (i.e., honest but curious), mean-
ing they will faithfully carry out assigned tasks but, at the same
time, attempt to access sensitive data for purposes such as pro-
filing or profit [34, 12]. For instance, the US Federal Trade
Commission fined Ring $5.8 million in May 2023 for compro-
mising customer privacy by allowing employees and contrac-
tors to access users’ private videos; similarly, Gravy Analytics
in January 2025 leaked 10 Terabytes of personal data (e.g., lo-
cations) aggregated from popular applications such as Tinder,

*https://www.ftc.gov/news-events/news/press-releases/20
23/05/ftc-says-ring-employees-illegally-surveilled-custome
rs-failed-stop-hackers-taking-control-users
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IoT camera management and pregnancy support services.’ In
other words, besides external attackers, sensitive data in IoT
communication must also be secured from malicious insiders
(i.e., legitimate participants who become compromised or ma-
licious, such as disgruntled employees and harmful tenants) and
honest but curious Cloud and Edge providers.

The use of cryptography is therefore fundamental to miti-
gate and prevent possible attacks to the confidentiality and the
integrity of data. Indeed, these two security properties are
especially important in scenarios involving personal informa-
tion (e.g., users’ health data) or providing vital services where
data integrity is critical (e.g., smart smoke sensors). A popular
cryptographic mechanism for protecting communications is the
Transport Layer Security (TLS) protocol. However, TLS offers
hop-to-hop protection only (e.g., between an IoT device and the
MQTT broker), leaving data in plaintext at intermediate nodes.
In other words, TLS is unable to protect sensitive data from
partially trusted agents mediating the communication (e.g., an
Edge provider operating an MQTT broker). More generally,
TLS does not allow for defining the intended recipient(s) of the
data, which is implicitly assumed to be the agent at the other
end of the channel — that is, it is not possible to specify Access
Control (AC) policies directly within TLS. A similar reason-
ing also applies to other common cryptographic mechanisms
for communications such as Virtual Private Networks (VPNs)
and Secure Shell Protocol (SSH) tunneling. Cloud providers
managing MQTT brokers and MQTT brokers themselves can
enforce AC policies, e.g., see the AWS IoT Core Policies ser-
vice* and the DYNamic SECurity (DYNSEC) plugin® — which
we also discuss in Section 3.2. However, Cloud- and broker-
based AC enforcement mechanisms cannot prevent insiders or
partially trusted Cloud providers from viewing sensitive data.

Then, the architecture of cryptographic mechanisms should
be capable of adapting to the needs — in terms of both secu-
rity and quality of service — of different scenarios. Indeed,
IoT applications are deployed across a wide variety of differ-
ent scenarios, each with distinct trust assumptions (e.g., on the
presence of certain attackers) and performance goals (e.g., low
latency, high scalability). Besides, these assumptions and goals
may conflict, requiring a careful analysis of compromises and
trade-offs. For instance, processing data in the Cloud promotes
reliability and resilience against Denial of Service (DoS) at-
tacks, but it also increases latency with respect to the Edge. At
the same time, offloading cryptographic computations to Edge
nodes relieves the computational burden on (constrained) IoT
devices, but it also risks exposure of sensitive data to malicious
insiders or curious tenants. Summarizing, channel protection in
IoT is less effective if enforced without knowing the intended
recipients (i.e., AC) and fine-tuning security mechanisms for
satisfying the (possibly conflicting) security and quality of ser-
vice requirements of the underlying scenario.

3https://www.kaspersky.com/blog/geolocation-data-broker
-leak/53050/
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iot-policies.html
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In conclusion, while existing works have explored TLS-
based encryption or broker-centric AC enforcement (as also
discussed later in Section 2), few solutions cryptographically
tie AC policies directly to the data, leaving a gap in scenarios
where no agent is fully trusted.

Proposed Solution. In this paper, we address the aforemen-
tioned issues by proposing a solution for the end-to-end pro-
tection of sensitive data exchanged in IoT applications through
the cryptographic enforcement of AC policies — a technique
usually called Cryptographic Access Control (CAC). In other
words, our solution considers a security mechanism that in-
tegrates data confidentiality and integrity guarantees with en-
forcement of AC policies and optimization of quality of service
— the latter being essential for adapting the security mecha-
nism to the peculiarities of different scenarios on a case-by-case
basis.

Key Contributions. Our contributions are as follows:

e we design a CAC scheme enforcing Role-Based Access
Control (RBAC) policies in IoT applications employ-
ing topic-based publish-subscribe protocols (e.g., MQTT),
protecting confidentiality and the integrity of sensitive data
against external attackers, malicious insiders, and partially
trusted agents (Section 6);

e we formalize an optimization problem to fine-tune the ar-
chitecture of our CAC scheme to strike the best possible
balance between security and quality of service according
to the trust assumptions and performance goals of a given
scenario (Section 7);

e we provide a proof-of-concept application of our optimiza-
tion problem on three different scenarios, i.e., Remote Pa-
tient Monitoring, Cooperative Maneuvering, and Smart
Lock (Sections 4.1 to 4.3) (Section 8);

e we implement our CAC scheme in a modular and portable
open-source tool — named CryptoAC.° Then, we conduct
a thorough experimental evaluation to analyze the scalabil-
ity and performance of our scheme — when implemented
in CryptoAC and applied to MQTT — with respect to both
a baseline configuration (i.e., with no security mechanism)
and a TLS-based configuration (Section 9).

e We discuss and compare the security properties (e.g., end-
to-end protection, integrity, forward secrecy, replay at-
tack protection) of our scheme with respect to TLS (Sec-
tion 10).

As a side note, we acknowledge that the use of cryptography
alone to enforce AC policies makes it difficult — if possible
at all — to evaluate permissions based on dynamic and con-
textual conditions (e.g., time-based authorizations). However,
we can mitigate this limitation by combining CAC with tradi-
tional (e.g., centralized) AC enforcement mechanisms, though

®https://github.com/stfbk/CryptoAC
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this introduces the risk of potential collusion between users and
the (agents managing the) enforcement mechanisms. In other
words, rather than supplanting existing approaches to AC, CAC
can complement and synergize with them to provide even more
comprehensive protection of sensitive data.

Paper Structure. The paper is structured as follows. In Sec-
tion 2, we compare our approach with related work, while in
Section 3 we report the background. In Section 4, we describe
and analyze the three scenarios (Remote Patient Monitoring,
Cooperative Maneuvering, and Smart Lock) used as running
examples throughout the paper — specifically, in Section 8. In
Section 5, we give an overview of our approach. We provide a
more detailed description of our CAC scheme and the optimiza-
tion problem in Sections 6 and 7, respectively. We describe a
proof-of-concept application of our optimization problem to the
three scenarios in Section 8, and evaluate the performance and
security of our CAC scheme with respect to TLS in Sections 9
and 10, respectively. We conclude the paper with a discussion
on the implications and limitations of our work in Section 11
and final remarks with future work in Section 12. The reader
can, of course, peruse all of the aforementioned sections to gain
a thorough understanding of our work. Nonetheless, to help in
navigating among the (many) concepts discussed in our paper,
we provide a reading key in Figure 1 outlining different reading
paths according to the reader’s interests.

Conference Paper Extension. The contributions of this paper
are built on top of the results we previously presented in [15],

where we propose the first design of our CAC scheme and con-
duct a preliminary experimental evaluation — limited to mea-
suring the performance in publishing one MQTT message at a
time. This paper broadens the scope of [15] (see Table 1) by
improving the design of the CAC scheme to enable (pseudo-
)Janonymization of the AC policy from the point of the users’
perspective(Section 6.1). Additionally, we adapt the optimiza-
tion problem in [12] — originally conceived for Cloud-based
applications only — and extend it to IoT- and Edge-based ap-
plications (Section 7). Moreover, we provide a concrete appli-
cation of the extended optimization problem to three different
scenarios and discuss the obtained results (Sections 4 and 8).
Finally, we expand the experimental evaluation of our CAC
scheme by analyzing its scalability, assessing the performance
of administrative actions, and elaborating on the comparison
with TLS in terms of both performance and security (Sections 9
and 10).

2. Related Work

The topic of preserving the confidentiality and integrity of
data in IoT applications has been widely addressed in the litera-
ture with a variety of approaches tackling a multitude of needs.
For instance, the work in [25] introduces a blockchain-driven
model for data privacy in the IoT for an eHealth scenario, em-
phasizing scalable data sharing under a collaborative learning
paradigm. While such approaches often highlight robust decen-
tralization for IoT applications, many do not specifically focus
on decentralized AC enforcement and end-to-end protection for
topic-based publish-subscribe protocols — key concerns that
our work addresses. Hence, below we focus on the most rel-
evant related work proposing security solutions for the protec-
tion of sensitive data in IoT applications explicitly employing
the MQTT protocol (or equivalent protocols). During the anal-
ysis of these works, we collect key security and functional prop-

Table 1: Conference Paper Extension

Conference Paper [15] This work
Scenarios Smart Lock Smart Lock, Remote
(Section 4) Patient Monitoring,
Cooperative ~ Maneu-
vering

Complete design Complete design plus
AC policy pseudo-

anonymization

CAC Scheme Design
(Section 6)

Extension of [12] plus
application to the three
scenarios

Optimization Problem =
(Sections 7 and 8)

Preliminary ~ perfor- Thorough performance
CAC Scheme Evaluation | mance evaluation evaluation with 4 ex-
(Section 9) consisting in measur- periments plus com-

Security w.r.t. TLS
(Section 10)

ing the publishing time
of 1 MQTT message

parison with TLS

Analysis and compar-
ison of security prop-
erties offered by our
CAC scheme with re-
spect to TLS




Table 2: Comparison with Related Work

[24] [59] [20] [60] [47] [30] [37] [62] [65] [61] [32] [39] [19] [5] [41] Ours
Channel encryption X X
End-to-end encryption X X X X X X X
Integrity guarantee X X X X X
AC policy enforcement X X X X X X X X
Scalable w.r.t. #subscribers X X X X X X
Context Awareness X X X X X X X X X X X X X X *
Suit constrained IoT devices X X X X X
Different Levels of Security | X X X X X X X X X X X X X X

*as mentioned in Section 1 and discussed at the end of Section 6.2, we can easily complement our CAC scheme with traditional AC enforcement mechanisms for context awareness

erties and present them in Table 2 to compare our approach with
related work.

In [24] the authors design a general Attribute-Based Access
Control (ABAC) enforcement mechanism for MQTT-based IoT
applications. The proposed solution, which emphasizes context
awareness, relies on a logically centralized entity (i.e., the refer-
ence monitor) controlling the flow of MQTT messages. While
being easy to integrate into any already existing deployment,
the solution requires full trust on the agent hosting the MQTT
broker. Additionally, it does not guarantee the confidentiality
and integrity of MQTT messages through cryptography. Sim-
ilarly to our approach, the proposed solution is scalable with
respect to the number of subscribers and publishers and allows
enforcing AC policies. However, it does not provide integrity
or end-to-end encryption.

A commonly considered solution to guarantee confidential-
ity and integrity in MQTT is the use of TLS. However, con-
strained IoT devices may struggle to support TLS. For this rea-
son, in [59] the authors propose an alternative lightweight se-
curity mechanism to authenticate clients and secure communi-
cations. In the proposed solution, each MQTT client, as well as
the MQTT broker, has a smart card, i.e., a tamper-proof hard-
ware element with limited computational power containing se-
cret cryptographic material. Specifically, each smart card con-
tains a pair of asymmetric keys plus the public key of the broker.
Whenever an MQTT client wants to connect to the broker, the
smart card generates a random number (nonce) and encrypts it
with its private key. The broker replies similarly, generating a
random number to use as a symmetric key to encrypt and sign
communications between the client and the broker. The use of
both asymmetric and symmetric cryptography is often referred
to as hybrid cryptography, and it is fundamental to reduce com-
putational overhead, especially on constrained devices. While
ensuring confidentiality and integrity, this solution requires the
broker to decrypt all published messages and re-encrypt them
for each recipient (i.e., for each subscribed MQTT client) sep-
arately, yielding a non-negligible overhead. Moreover, the
confidentiality of data is preserved against Man-in-the-Middle
(MitM) attackers but not from the (partially trusted provider
hosting the) broker. Like our approach, the proposed solution
adopts hybrid cryptography and preserves data integrity. How-
ever, it is not scalable, does not address AC policy enforcement,

and lacks end-to-end encryption.

An interesting work pertaining to integrity that is surely
worth citing is MQTT-I [19], a protocol extension for MQTT
focused on providing not only end-to-end data flow integrity,
but also completeness, correctness, and liveness of MQTT mes-
sages. The design of MQTT-I is based on Merkle trees, whose
use is tailored to the context of IoT applications — i.e., decou-
pling between publishers and subscribers which dynamically
join and leave the communication and exchange data over many
topics. The authors consider the MQTT broker to be untrusted
and expect the use of aggregate signatures over digests to re-
duce the number of signature creations (publisher-side) and ver-
ifications (subscriber-side). Intuitively, neither AC nor end-to-
end encryption is the focus of the work in [19].

In [20], the authors rely on the Augmented Password-Only
Authentication and Key Exchange (AugPAKE) protocol’ to
protect MQTT communications. Each MQTT client establishes
a symmetric key with the broker when first connecting. When-
ever a publisher creates a new topic, it derives an authorization
token combining the symmetric key with the identifier of the
new topic. The token is then distributed through a “secondary
secure channel” to all MQTT clients the publisher authorizes
to subscribe to the topic. Ultimately, the broker is responsible
for verifying authorization tokens. As in [59], MQTT messages
are encrypted with the publisher’s symmetric key and then re-
encrypted for each subscriber, making the solution hardly scal-
able. Moreover, the authors themselves note that the broker
must be trusted and can access plaintext MQTT messages. Fi-
nally, the authors do not discuss mechanisms to provide data
integrity.

To prevent MQTT brokers from accessing plaintext data,
Segarra et al. [60] integrate the ARM TrustZone Trusted Ex-
ecution Environment (TEE)®. In the proposed solution, a client
securely connects to the broker using TLS. Then, the client
generates a symmetric key, encrypts it with the public key of
the broker-side TEE, and sends it to the TEE. From there on-
wards, the client encrypts all published MQTT messages using

"https://datatracker.ietf.org/doc/draft-irtf-cfrg-augpa
ke/

8https://developer.arm.com/technologies/trustzone within
the implementation of the Mosquitto MQTT broker
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the symmetric key shared with the TEE, which decrypts and
consequently re-encrypts messages for each subscriber. This
approach avoids disclosing sensitive data to the broker (as op-
posed to [59, 24]), even though incurring an overhead up to 8x.
Moreover, the use of TLS is not always possible, and the scala-
bility is limited by the per-subscriber re-encryption process.

Starting from the consideration that IoT applications are of-
ten characterized by a trade-off between security and quality
of service, in [47] the authors propose a framework offering 3
increasing security levels for communications in MQTT. The
first level provides data integrity, authenticity, and accountabil-
ity and it is designed for lightweight data exchanges. The sec-
ond level adds data confidentiality and anonymity for MQTT
clients. Finally, the third level offers long-term security and
mutual authentication for all parties involved. Having different
security levels allows for adapting the solution to the perfor-
mance goals of different IoT applications (e.g., latency, scala-
bility, computational power available), though no security level
provides end-to-end encryption or considers the enforcement of
AC policies as we do.

Starting from the consideration that TLS is often computa-
tionally unsustainable for IoT devices, Fan et al. [32] propose
a data protection mechanism for MQTT based on the hierar-
chical structure of MQTT topics (see Section 3.2). In detail, the
authors employ Hierarchical Identity-Based Encryption (HIBE)
for encrypting each MQTT message according to what topic the
message is published into. The basic intuition is that the sym-
metric key used to protect messages published in child topics
can be derived from the symmetric key used to protect messages
published in parent topics. In this way, resource-constrained
IoT devices can derive multiple keys without heavy interac-
tion with centralized authorities. At the same time, the authors’
solution does not natively consider AC enforcement, as HIBE
does not inherently specify policy constructs such as roles or
attributes. Moreover, while providing a natural and intuitive
mapping between cryptographic keys and topics structure, the
authors’ solution requires the MQTT broker to act as Public
Key Generator (PKG). Consequently, the partially trusted agent
managing the broker can eavesdrop on communications and
violate data confidentiality (and, possibly, even integrity) —
negating true end-to-end protection.

Similarly to [32], Akshatha and Dilip Kumar [5] propose an
approach alternative to TLS providing end-to-end encryption of
MQTT messages using Fernet’” — essentially, 128-bit AES in
Cipher Block Chaining (CBC) mode with the SHA-256 hash
function — for IoT communications using MQTT. Since the
key is only generated once, less time is needed for long-lasting
communications. While providing data confidentiality and in-
tegrity, the proposed solution does not inherently incorporate
AC, nor does it address dynamic policy updates or revocations.

In [30], the authors propose a modification to the MQTT
protocol for providing data confidentiality and integrity in an
eHealth scenario where multiple wearable devices (e.g., smart-
watches, pacemakers) communicate with a single entity (e.g.,

‘https://github.com/fernet/spec/blob/master/Spec.md

a doctor). The modification focuses on three steps, namely au-
thentication, key establishment, and data exchange. Authenti-
cation happens with username-password pairs combined with
Elliptic Curve Digital Signature Algorithm (ECDSA). For key
establishment, each publisher establishes a symmetric key with
the (unique) subscriber through Elliptic-curve Diffie-Hellman
(ECDH). Finally, data exchange happens by protecting data
with the symmetric key previously established. Similarly to our
approach, the solution proposed in [30] provides end-to-end en-
cryption, integrity, and is suitable for constrained IoT devices.
However, the proposed solution is applicable to IoT applica-
tions expecting many-to-1 communication only and does not
consider the enforcement of AC policies — which is delegated
to the MQTT broker.

Works based on Attribute-based Encryption. The authors of
[37] propose an end-to-end encryption layer for MQTT based
on Ciphertext-Policy Attribute-Based Encryption (ABE). In
particular, the authors consider an Industry 4.0-based scenario
where MQTT clients consist of, e.g., sensors and actuators, and
the MQTT broker is honest-but-curious. The authors consider
four steps, namely, setup, encryption, publish, and decryption:
MQTT clients first obtain suitably-defined private ABE keys
to then encrypt and publish MQTT messages — which are de-
crypted by subscribers using CP-ABE as well. Although inter-
esting, the proposed encryption layer seems not to employ hy-
brid cryptography, possibly entailing non-negligible overhead.

In [62], the authors propose using ABE to secure communi-
cations in MQTT. Specifically, the authors consider both CP-
ABE and Key-Policy ABE (KP-ABE). During setup, publish-
ers and subscribers can register toward a PKG entity to obtain
private keys embedding their attributes (if CP-ABE) or their
access policy (if KP-ABE). Published MQTT messages are en-
crypted with 128-bit AES keys, which in turn are encrypted
with publishers’ ABE keys. Consequently, subscribers can de-
crypt MQTT messages only if authorized — i.e., their private
ABE key embeds an authorized attribute set (if CP-ABE) or the
embedded policy is satisfied (if KP-ABE). The authors high-
light that CP-ABE is more flexible but incurs greater overhead
than KP-ABE. On the other hand, KP-ABE requires either con-
stant interaction between MQTT clients and the PKG or the def-
inition of keys and a standard set of AC policies a-priori. Like
our approach, the solution proposed in [62] provides end-to-end
encryption, AC enforcement, and seems to scale well. How-
ever, the dynamicity of the AC policy (e.g., the re-distribution
of cryptographic material after the revocation of a permission)
is not discussed, nor is data integrity.

In [39], the authors aim at securing MQTT communication
by employing hybrid cryptography. Specifically, they combine
(a dynamic variant of) AES with KP-ABE. As intuitive, AES
is used for en/decrypting MQTT messages, while KP-ABE
is used to distribute symmetric keys to (authorized) MQTT
clients. While proposing a straightforward and interesting solu-
tion for data protection in IoT applications, the authors do not
discuss the dynamicity of the AC policy — similarly to [62] —
nor the integrity of MQTT messages (although integrity could
be easily achieved using a suitable mode of operation for AES
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such as in Galois/Counter Mode — GCM). Then, while pro-
viding an extensive performance evaluation, the authors do not
discuss directly the scalability of their solution. Notably, the
authors assume that all clients and the broker are honest but
curious.

Similarly to [62, 39], also the authors in [65] combine ABE
and symmetric cryptography to protect data exchanged by IoT
devices through the MQTT protocol. Each MQTT client is
equipped with a CP-ABE private key for symmetric key dis-
tribution. In turn, symmetric keys are used for guaranteeing
end-to-end confidentiality (but not integrity) of data. The au-
thors in [65] focus on application-level forward and backward
secrecy, whereby private ABE and symmetric keys are renewed
whenever an MQTT client joins or leaves a specific topic —
which essentially correspond to the concept of revocation in
CAC (that we discuss in Section 5.1).

In [41], the authors investigate the use of Searchable Encryp-
tion (SE) together with ABE in IoT applications employing
publish-subscribe protocols. In detail, the authors propose a
privacy-oriented architecture for data dissemination distributed
at the Edge: publishers generate and encrypt data with ABE
and SE, sharing the encrypted data with servers located at the
Edge, while subscribers issues queries (e.g., keyword search)
to such servers which execute queries over encrypted data. The
authors assume the use of TLS for protecting all communica-
tions, but do not consider dynamic key revocation features typ-
ically needed when modifying the AC policy.

Sicari et al. [61] combine ABE with sticky policies for data
protection in a smart home IoT application. In essence, sticky
policies are AC policies that travel along with the associated
data and are evaluated by newa trusted authority. Moreover, the
authors propose a cross-domain middleware platform to relieve
some of the drawbacks of both ABE and sticky policies. How-
ever, the encryption of data occurs within the platform and not
in IoT devices. Although relieving the computational overhead
on [oT devices, this choice prevents true end-to-end encryption.

The aforementioned works all propose interesting solutions
for securing communications in MQTT-based IoT applications,
each considering a specific context (e.g., eHealth, industry 4.0),
technology (e.g., smart card, TEE) or cryptographic primitive
(e.g., ABE). However, as shown in Table 2, these works only
partially overlap with ours. In particular, end-to-end encryption
and AC policies enforcement for many-to-many communica-
tions — together with quality of service optimization — has
seldom been considered in the literature and is a novel contri-
bution of our approach.

3. Background

Below, we give an overview of of AC (Section 3.1) and the
MQTT protocol (Section 3.2).

3.1. Access Control

AC is “the process of mediating every request to resources
maintained by a system and determining whether the request
should be granted or denied” [57]; a resource usually contains

sensitive data, while a request consists in asking to perform an
operation over a resource (e.g., read a file). AC is traditionally
divided into three levels:

e Policy: this abstract level comprises the rules stating which
users can perform which operations on which resources.
The policy is usually defined by the owner of the resources
or the administrator of the system;

e Model: this intermediate level comprises a formal repre-
sentation of the policy (e.g., RBAC [58] and ABAC [40]
are two models) giving the semantics for granting or deny-
ing users’ requests;

e Enforcement: this concrete level comprises the entities
(e.g., software) that enforce the policy in the chosen
model.

In what follows, we assume an AC policy P to be compiled
into a RBAC model rather than an ABAC model (as in [24]),
since support for the enforcement of RBAC policies is read-
ily available in several broker implementations of topic-based
publish-subscribe protocols, thus simplifying the experimental
validation of our approach (see Section 3.2). The state of P can
be described as a tuple (U, R, F, UR, PA), where U is the set of
users, R is the set of roles, F is the set of resources, UR € UxR
is the set of user-role assignments and PA € R x PR is the set
of role-permission assignments, being PR € F x OP a deriva-
tive set of F combined with a fixed set of operations OP (e.g.,
read, write). Both OP and PR are not part of the state of the
AC policy, as OP remains constant over time and PR is deriva-
tive of F and OP. A user u can use a permission (f,op) if
dr e R: (u,r) € UR A (,(f, op)) € PA; we note that role hier-
archies can always be compiled away by adding suitable pairs to
UR. We report the complete set ¥ of available actions for core
RBAC — according to the National Institute of Standards and
Technology (NIST) standard [33] — and the resulting states in
Table 3. In detail, we write P +, P’ to denote that the action
Y € ¥ transforms the state P into the state P’.

3.2. The MQTT Protocol

MQTT is a lightweight topic-based publish-subscribe mes-
saging protocol'® widely employed in IoT applications [51].

Ohttps://www.iso.org/standard/69466.html

Table 3: Set ¥ of Core RBAC Actions According to [33]

RBAC Action ¢ Resulting Policy State
addUser(u) (UU{u},R,F,UR,PA)
deleteUser(u) (U\ {u}, R,F,UR, PA)
addRole(r) (U,RU {r},F,UR, PA)
deleteRole(r) (U,R\ {r},F,UR,PA)
addResource(f) (U,R,FU {f},UR,PA)
deleteResource(f) (U,R,F\ {f},UR,PA)
assignUserToRole(u, r) (U,R,F,UR U {(u, r)}, PA)
assignPermissionToRole(r, (f, op)) (U,R,F,UR,PA U {(r, {f,op))})
revokeUserFromRole(u, r) (U,R,F,UR\ {(u, r)},PA)
revokePermissionFromRole(r, {f, op)) (U,R,F,UR,PA \ {(, (f, op))})
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MQTT messages are published to fopics, which can be seen
as (transient) communication channels grouping messages log-
ically related to each other (e.g., concerning a specific loca-
tion, event, or action). Each MQTT topic is identified with a
case-sensitive UTF-8 encoded name. Topics are created in a
hierarchy similar to folders and files in a file system using the
forward-slash character “/” as a separator. MQTT clients (e.g.,
IoT devices) can subscribe to a topic, thus expressing the will
to receive messages published to that topic. Whenever a client
wants to publish a message to a topic, it sends the message —
together with the (case-sensitive UTF-8 encoded) name of the
topic — to the MQTT broker; the broker can be seen as the
central node of a star network topology. When the broker re-
ceives the message and the name of the topic, it broadcasts the
message to all MQTT clients that previously subscribed to that
topic.

Topic Life-cycle. A MQTT topic is created whenever a client
subscribes or publishes a message to the topic. The broker
keeps the topic alive as long as either at least one client is sub-
scribed to the topic or a client published a message asking the
broker to retain that message. A retained message is stored by
the broker and sent to each client that subscribes to the topic.
A topic may have one and one only retained message, and the
publishing of a new retained message overwrites the previous
one. This mechanism implies that a client will not receive mes-
sages published before its subscription to a topic, except for the
retained message (if present).

MQTT Implementations and Security Extensions. Among
MQTT broker implementations, it is common to find extensions
supporting security mechanisms such as centralized enforce-
ment of AC policies. Mosquitto'' is an open-source (EPL/EDL
licensed) message broker maintained by the Eclipse Foundation
that implements the MQTT protocol (versions 5.0, 3.1.1 and
3.1). Mosquitto provides a variety of functionalities including
the DYNSEC plugin, which enforces dynamic RBAC policies.
The administrator can manage the DYNSEC RBAC policy us-
ing a special topic-based Application Programming Interface
(API) that allows regulating access to four operations, i.e., sub-
scribe, publish, send, and receive messages.

4. Scenarios

We now present three widely studied scenarios for IoT appli-
cations: Remote Patient Monitoring (Section 4.1), Cooperative
Maneuvering (Section 4.2), and Smart Lock (Section 4.3). We
use these 3 scenarios as running examples to demonstrate the
effectiveness of our optimization problem (Section 8) and eval-
uate the performance of our CAC scheme (Section 9). Below,
we describe each scenario, discussing its trust assumptions and
performance goals, eventually providing a more general defini-
tion of the problems addressed in this paper (Section 4.4).

https://mosquitto.org/

4.1. Remote Patient Monitoring

While providing several benefits, the remote monitoring of
patients [1] introduces the problem of securing medical data
(e.g., Blood sugar, LDL Cholesterol) transmission and access.
Below, we summarize important requirements (R) of the Re-
mote Patient Monitoring (RPM) scenario extracted from rele-
vant literature.

In [48], the authors highlight the importance of protecting
users’ medical data collected in real-time by IoT wearables.
Although these data are (mainly) used for monitoring and not
for diagnoses, integrity is a valued property as well as avail-
ability (RPM-R1I). Being computationally restrained, the IoT
wearables often rely on a gateway (i.e., the user’s smartphone)
to transmit medical data and reduce communication delay and
bandwidth consumption (RPM-R2). Egala et al. [29] highlight
the need to decentralize the storage of medical data to avoid
Single Point of Failures (SPoFs) and achieve lower latency. At
the same time, they claim that a hybrid architecture combining
the Edge and the Cloud yields the best results in terms of ro-
bustness and redundancy (RPM-R3). Unfortunately, these ben-
efits have to be balanced with the risks posed by honest but
curious Cloud and Edge providers (RPM-R4). For instance,
Domingo-Ferrer et al [28] note that even metadata (e.g., pa-
tients’ name, diseases) must be hidden from partially trusted
providers, as they may still leak confidential information (RPM-
R5). Finally, the presence of disgruntled doctors is considered
unlikely, especially in specialized clinics with well-paid per-
sonnel [12] (RPM-R6).

4.2. Cooperative Maneuvering

Smart vehicles enable a wide array of real-time Cooperative,
Connected and Automated Mobility (CCAM) services assist-
ing drivers (or autonomous vehicles) in performing complex
maneuvers securely [13]. Below, we summarize important re-
quirements (R) of the Cooperative Maneuvering (CM) scenario
extracted from relevant literature.

The authors of [22] consider two prominent CCAM services
envisioned in the 5SG-CARMEN'? European project, i.e., Co-
operative and Automated Lane-change Maneuver (CALM) —
orchestrating lane-change maneuvers in highways — and Back-
Situation Awareness (BSA) — warning drivers of approach-
ing emergency vehicles. In both CCAM services, smart vehi-
cles dispatch information (e.g., position, direction, and speed)
through roadside infrastructure nodes (CM-RI). In general, the
authors argue that CCAM services are characterized by a del-
icate trade-off between performance and security. On the one
hand, CCAM services must be highly scalable to support dense
traffic conditions while guaranteeing ultra-low latency for up-
to-date driving recommendations [54] (CM-R2). On the other
hand, the integrity of messages is of paramount importance
(CM-R3) to prevent potentially dramatic safety issues (e.g., due
to incorrect maneuvering recommendations). Moreover, com-
munication channels are considered at high risk due to the pub-
lic nature of the (wireless) network [13] (CM-R4). Availabil-
ity is not as important, as the safety impact for an unavailable

2https://5gcarmen. fbk.eu/
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CCAM service is often mitigated by designing fallback mech-
anisms to avoid worst-case scenarios [22] (CM-RS5). For in-
stance, when the CALM service is unavailable, the vehicles
themselves could issue a warning to their drivers and provide
the safest advice based on the current context (e.g., slow down,
do not merge). Finally, as discussed in [13], access to (smart)
vehicles is protected by both high-security standards (i.e., smart
keys, anti-thief security systems) and credentials (e.g., PIN,
biometrics, passwords), reducing the likelihood of a physical
attack (CM-R6).

4.3. Smart Lock

Organizations operating in large buildings (e.g., government
structures, hospitals, research centers) often use smart locks'?
to regulate access to rooms, closets, and laboratories contain-
ing delicate equipment or health hazards [3, 2, 4]. Below, we
summarize important requirements (R) of the Smart Lock (SL)
scenario extracted from relevant literature.

As discussed in [4], a smart lock service must guarantee reli-
ability and DoS resilience to serve incoming requests (SL-R1).
Low latency is desirable to provide a seamless user experience
but not crucial (SL-R2). Moreover, as the numbers of employ-
ees in an organization and smart locks in a building tend to be
limited and static, scalability is not a prominent performance
goal (SL-R3). The same applies to memory, bandwidth, and
computational power, as messages exchanged with smart locks
are limited to a few bytes [4] (SL-R4). Finally, smart-lock ser-
vices must require minimal maintenance to still be preferable
over traditional locks (SL-R5).

4.4. Problems Characterization

The scenarios presented in Sections 4.1 to 4.3 all require
regulating access to valuable data (i.e., medical data, vehicles’
information, smart lock tokens) while guaranteeing confiden-
tiality and/or integrity (e.g., to prevent an attacker from tam-
pering with driving recommendations in the CALM service).
When a fully trusted central agent is missing, CAC is the nat-
ural solution to enforce AC policies while providing a high
degree of protection over data [12]. However, each scenario
has specific trust assumptions and performance goals (e.g., the
Remote Patient Monitoring scenario is more concerned about
data confidentiality, while the Smart Lock scenario prioritizes
DoS resilience and availability). Moreover, assumptions and
goals within the same scenario may conflict with each other
(e.g., the CALM service requires low latency and, at the same
time, strong integrity guarantees through robust — and compu-
tationally expensive — cryptographic primitives), leading to a
stalemate in which administrators need to carefully evaluate the
benefits and drawbacks of different CAC schemes architectures.

From these considerations, we can characterize the 2 prob-
lems we address in our work as follows. The first problem lies
in the design of a CAC scheme for the end-to-end protection of

13A smart lock is a cyber-physical device composed of a smart cylinder and
a microcontroller that requires a (digital) foken to be unlocked. Usually, tokens
are distributed to (authorized) users according to their qualifications.

sensitive data exchanged in IoT applications through the cryp-
tographic enforcement of AC policies. The second problem lies
in how to select the CAC scheme architecture which simultane-
ously minimizes the risks to the confidentiality, integrity, and
availability of data — derived from the presence of certain at-
tackers described in the trust assumptions — and maximizes the
satisfaction of the goals relevant to a given scenario.

5. Overview

We now give a high-level overview of our solution (see Fig-
ure 2) to the two problems discussed in Section 4.4. First, we
illustrate the intuition behind the design of our CAC scheme
(Section 5.1). Then, we formalize an optimization problem al-
lowing for performing trade-off analyses of (potentially con-
flicting) trust assumptions and performance goals (Section 5.2).
The objective of this section is to provide the reader with a gen-
eral understanding of our solution before delving into (com-
plex) details; we provide a more meticulous description of the
design of the CAC scheme and the optimization problem in Sec-
tions 6 and 7, respectively.

5.1. Cryptographic Access Control Scheme Design

CAC enforces AC policies while guaranteeing the confiden-
tiality and the integrity of sensitive data through cryptography.
For this reason, CAC is suitable in scenarios lacking a fully
trusted central agent. Usually, CAC assigns a unique symmet-
ric key to each resource (e.g., a document, an MQTT topic) used
to en/decrypt the (sensitive data contained in) the resource; re-
sources are entrusted to an entity called Data Manager (DM)
(e.g., an MQTT broker) [12]. Then, each user is equipped with
— and assumed to be correctly associated with — a pair of
asymmetric cryptographic public-private keys. To assign a user
the permission to read a resource, the symmetric key of the re-
source is encrypted with the public key of the user. In this way,
the user can obtain the symmetric key using his private key and
decrypt the sensitive data contained in the resource. All crypto-
graphic computations are performed by (one or more instances
of) an entity called proxy, which typically operates at the client
side (e.g., users’ laptops, smartphones, or IoT devices).

CAC Policy Encoding. In our context (i.e., topic-based publish-
subscribe protocols in IoT applications) we consider a RBAC
policy (see Section 3.1): the clients of the publish-subscribe
protocol are the users, while the topics are the resources. Roles,
instead, are defined by the administrator(s) according to, e.g.,
the internal hierarchy of their organization or the hierarchical
structure of the topics. Similarly to users, each role is asso-
ciated with a pair of asymmetric cryptographic public-private
keys; this introduces a level of indirection in the CAC scheme.
In other words, the administrator encrypts the symmetric key
associated with a resource using the public keys of those roles to
which the administrator wants to grant permission to access the
resource. Consequently, the administrator encrypts a role’s pri-
vate key using the public keys of those users the administrator
wants to assign to that role. We highlight that the management
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Figure 2: Approach Overview

of the AC policy is still centralized — avoiding synchronization
and consistency issues — while the enforcement is precompiled
and embedded into the (distribution of the) cryptographic keys
— solving the problems usually affecting centralized solutions
(see Section 1).

CAC Policy Functioning. A user (i.e., the publisher) can ob-
tain a resource’s symmetric key (step 1 in Figure 2b) for —
encrypting and then — publishing a message to that resource
(step 2) by (i) using her private key to get the private key of
an assigned authorized role and then (ii) using the role’s pri-
vate key to get the resource’s symmetric key. The encrypted
message is then delivered to the DM (i.e., the broker); being
protected with cryptography, tampering attempts would be ob-
vious, while neither the (agent operating the) DM nor eventual
external attackers can read the message. Then, the DM broad-
casts the encrypted message (step 3) to other users (i.e., the
subscribers) which — if authorized — can obtain and use the
resource’s symmetric key (step 4) to decrypt the encrypted mes-
sage.

CAC Policy Revocation. Whenever a user is revoked access
to a resource (i.e., whenever a permission is revoked), any re-
source’s symmetric key and role’s private key that the revoked
user could access and — after revocation — lost access to, need
to be renewed and re-distributed (step 5). In fact, the revoked
user could still access the resource using a cached key. Sim-
ilarly, if a symmetric or private key gets compromised (e.g.,
stolen by an external attacker), we follow the same renewal
procedure. To keep track of the changes (and prevent replay

attacks), resources’ symmetric keys and roles’ private keys are
assigned a version number; intuitively, the version number in-
creases by 1 every time the associated key is rotated. The ver-
sion numbers — along with the state of the AC policy — com-
pose the metadata which are entrusted to an entity called Meta-
data Manager (MM) (e.g., a Redis datastore) [12]. Metadata
are digitally signed (e.g., by the administrator of the policy) to
guarantee integrity and authenticity. Besides the DM, the MM,
and the proxy, some CAC schemes may include a fourth entity
called Reference Monitor (RM) [12]. In brief, the RM mediates
users’ requests for (i) adding new resources and (ii) overwriting
existing resources, ensuring that users have indeed the proper
permissions and that the requests are consistent. Note that the
RM is never entrusted with the resources themselves, which are
managed by the DM. In our context, the RM is not needed as (i)
only the administrator can add resources and (ii) users cannot
overwrite previously sent MQTT messages (i.e., writing data to
a resource is equivalent to appending data to the resource).

Contextualization with Respect to Other Security Solutions.
CAC is just one part of the overall security of IoT applications.
In particular CAC addresses 2 security aspects: authorization
(i.e., enforcement of AC policies) and secure communication
for end-to-end data protection (through cryptography).

In the context of authorization, a security solution possibly
related to CAC is OAuth 2.0'. However, we note that OAuth
2.0 is a standard for authorization delegation of third parties,

“https://oauth.net/2/
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not for enforcing AC policies (nor encrypting data). Then,
when seen as an AC enforcement mechanism, CAC may be
compared to traditional mechanisms such as the DYNSEC plu-
gin for Mosquitto (see Section 3.2 but also the eXtensible Ac-
cess Control Markup Language (XACML) standard'® and the
Open Policy Agent (OPA)'S. A clear difference between CAC
and these other mechanisms is that CAC enforces AC policies
cryptographically, while these other mechanisms enforce AC
policies in a centralized manner without applying cryptography
over data.

In the context of secure communication for data protection,
CAC can be compared with TLS; however, as we discuss at
length in Section 10, CAC and TLS have noticeable differ-
ences. Then, network-level security solutions such as network
segmentation, firewalls, intrusion detection and prevention sys-
tems, and network security protocols (e.g., wireless security
protocols such as WPA3 — particularly relevant for IoT de-
vices) simply operate at a different level with respect to Cryp-
toAC in the ISO/OSI and TCP/IP stacks.!”

Another relevant security aspect is authentication, for which
popular standards are OpenID Connect'® and FIDO2'. Au-
thentication is often a prerequisite of authorization; still, these
two security aspects are clearly distinct.

In conclusion, CAC is an optimal solution for combining au-
thorization and secure end-to-end communication. However, it
is important to highlight that CAC should be regarded as com-
plementary to the aforementioned security solutions rather than
as areplacement. In other words, a truly comprehensive and ro-
bust security strategy requires integrating CAC with the afore-
mentioned (and also further) security solutions.

5.2. Goals Satisfaction and Risks Minimization

Once defined (the functions and the interactions among) the
entities of the CAC scheme (see Section 5.1), we need to de-
cide where to deploy them. In Cloud-Edge-IoT applications,
we identify 4 distinct logical/physical locations — which we
call domains — that can host entities: client, on-premise (i.e.,
within the organization), Edge, and Cloud. The assignment of
entities to domains (see Figure 2b) comprises the architecture
of the CAC scheme, while the architectural model comprises all
possible CAC schemes architectures (i.e., all possible assign-
ments of entities to domains). Of course, the administrator can
exclude certain architectures by specifying some prefilters. As
we argue below, the choice of where — i.e., in which domain(s)
— to deploy a certain entity impacts both the trust assumptions
and the performance goals relevant to the underlying scenario.

Goals Evaluation. The architecture of a CAC scheme may in-
fluence the achievement of performance goals such as low la-
tency, high bandwidth, and scalability. For instance, assign-
ing the DM (i.e., the broker) to the Cloud domain may favor

Bhttps://www.oasis-open.org/committees/xacml/
1ot tps://wuw.openpolicyagent .org/
"https://wuw.ibm.com/think/topics/osi-model
Bhttps://openid.net/
Yhttps://fidoalliance.org/fido2/
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reliability and benefit from higher computational power — at
the cost of increasing latency with respect to the Edge domain.
Generalizing, we can determine how much an architecture at-
tains a certain goal by calculating a goal score (i.e., an inte-
ger number), whose value depends on how each entity-domain
assignment of the architecture affects (e.g., positively or nega-
tively) that goal. By replicating this approach for all goals, we
obtain an array of goals scores (one score for each goal) for
each architecture.

Risk Assessment. We can assume that CAC schemes do not
have any vulnerability or design error — and that cryptographic
primitives cannot be broken. Nonetheless, there still are further
threats and attackers to consider. For instance, Zhou et al. [69]
identify a list of potential attackers in outsourced healthcare
storage systems. First, physical devices (e.g., [oT wearables)
can be targeted by unauthorized users and Man-at-the-Device
(MatD) attackers, especially if not attended or during (the con-
fusion arising in the course of) a medical emergency. Second,
partially trusted Edge and Cloud providers may collude with
malicious insiders (e.g., disgruntled employees) to bypass se-
curity measures (e.g., smart locks). Thirdly, MitM attackers
may threaten the security of communication channels. Accord-
ing to the trust assumptions of their scenario, administrators can
specify a likelihood on the presence of each of these attackers.
In this way, it is possible to evaluate — for each CAC scheme
architecture — the corresponding risk levels through a risk as-
sessment methodology combining the given likelihood with a
(precomputed) impact. Intuitively, if an administrator regards
the presence of disgruntled employees as likely, an architecture
expecting to deploy all entities within the organization premises
would have a higher risk level than an architecture deploying
entities in the Edge or the Cloud.

Optimization Problem. Once defined the risk levels and the
goals scores for each CAC scheme architecture, we can for-
malize an optimization problem to find the architecture which
minimizes the former and maximizes the latter. One possible
solution consists in identifying the set of Pareto Optimal archi-
tectures [44] — that is, architectures which can be considered
equally good. An architecture is Pareto Optimal if there does
not exist another architecture that improves one goal score or
reduces a risk level without detriment to another. Another pos-
sible solution is to compress the goals scores and the risk levels
into a single value (e.g., by calculating a weighted sum) for each
architecture, and then rank all architectures — according to this
value — and pick the best (i.e., the first in such a ranking).

6. Cryptographic Access Control Scheme

We now present a role-based CAC scheme for the end-to-
end protection of sensitive data exchanged through topic-based
publish-subscribe protocols in IoT applications. Our CAC con-
siders MQTT — which is the de-facto standard for communi-
cation in IoT [51] — but can easily adapt to similar protocols
(e.g., AMQP??). The design of our scheme is inspired by the

Ohttps://www.amqgp.org/
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work in [34] with several technical variations — discussed be-
low — and two notable differences, namely the context of use
(i.e., Cloud in [34] vs. IoT in this work) and the protection of
data (i.e., at rest in [34] vs. in transit in this work). Below,
we first show how to map RBAC elements (e.g., users, roles,
resources) to MQTT clients and MQTT topics. (Section 6.1).
Then, we present the full construction and pseudocode of our
CAC scheme (Section 6.2) and informally discuss its security
(Section 6.3). Finally, we describe the implementation of our
scheme (Section 6.4). We report the symbols used throughout
this section in Table 4.

Table 4: Symbols

Symbol Description
e An element (either a user, a role or a resource)
u A user
A The administrator user
r A role
f A resource
Ve A version number for the element e
Dlewe) A pseudonym for e with version number v,
op Either {Sub}, {Pub} or {Sub, Pub}
Enf Either {Enfc}, {Enfi} or {Enfc, Enft}
N Null (i.e., empty) value
fec The content of a message
c A ciphertext
Wildcard
Gen™ Generation of key pair for en/decryption
Gen®® Generation of key pair for signatures
Gen>™ Generation of symmetric key
Gen™® Generation of pseudonym
ke;:f,()) Public encryption key of e with version number v,
Ko Private decryption key of e with version number v,
kz’:;ﬁ) Public verification key of e with version number v,
kgf‘,e) Private signing key of e with version number v,
k(;:]f) Symmetric key of f with version number v
Enc:enc (-) Encryption of — with key ki, |

dec
(e.ve)

Decryption of — with key k

Vel‘i;?{vg) =) Creation of signature for — with key ki’ |
Signigb (=,—=") Verification of signature — for =" with key k?fm
Encisym (fo) Symmetric of — encryption with key kf;'?f)
) ’
DecS,n () Symmetric of — decryption with key k%™
) g
(Ug, R, F, UR(, PA¢) The state of the AC policy enforced traditionally (Py)
U, Set of users; a member is a single value u
R¢ Set of roles; a member is a single value r
F; Set of resources; a member is a single value f
UR; Set of user-role pairs; a member is a tuple (u, )
PA Set of role-permission pairs; a member is a tuple
' (r,{f.op))
(Ue, Re, Fe, URc, PA) The state of the CAC policy (P¢)
U, Set of users; a member is a tuple (u, p,,, K™, K}F)
R Set  of roles; a member is a tuple
¢ (r» P(ryr)s k(e:‘f')s kzre,:’_) > Vr)
F. Set of resources; a member is a tuple (f, P(fvp)s Vs Enf)
UR Set of user-role pairs; a member is a tuple
P di sig
© GnnEnci (kKRS K KGS, ) v
Set of role-permission pairs; a member is a tuple
PA.

(r, fo PGy Pfv ) Encﬁfnc ) (k(si':’f)) Vi, Vr, 0p)
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6.1. RBAC to MQTT

We map MQTT clients and MQTT topics to the set of users
U and resources F of the RBAC policy P, respectively. As
described in Section 5.1, the administrator defines the set of
roles R — which are not mapped to any MQTT concept.
The set of operations OP comprises publish (Pub) and sub-
scribe (Sub), i.e., OP = {Pub, Sub}. Each user u and role r
with version number v, (recall the use of version numbers de-
scribed in Section 5.1) is provided with two pairs of asymmet-
ric keys (kf{'/‘(cr,vr),kgf(cm)) and (kZ‘/’fr,v,ykf,'ﬁr,v,q) for en/decryp-
tion and verification/creation of digital signatures, respectively.
Each resource (i.e., topic) f with version number v/ is assigned
to a symmetric key k?jy,fff). Intuitively, kijycff) is used to en/de-
crypt the content fc of each message published to f, resulting in

Enc:s_vm (fc). To create a resource f, the administrator gener-
)

. sym
ates a new symmetric key k Y

) and publishes a retained mes-
sage to a new topic named f containing the version number
vr (at first, v, = 1). To give a role r access to the messages
published in f, f’s symmetric key k> . is encrypted with r’s

fvr)
encryption public key k{7 |, resulting in Encf:e..c (k?jy,,'ff)). To

(rvr)

assign a user u to arole r, r’s decryption and signature creation
keys (k9 K>'® ) are encrypted with u’s encryption public key

(rvy)? 7 (rvyr)
k"¢, resulting in Encﬁem (k‘i"'c k'8 ) To read the content fc

) () v
of a message published to f, a user u:

1. u decrypts DecEgec (Encﬁﬁm (kdec

(rv;)’

—)), obtaining dec

(rvr)’

P P sym
2. u decrypts Deckclec (Enckf:ﬁ,, (k(‘ Fp)

(rvr)

e KM
)), obtaining k(f,v/)’

3. u decrypts Decisym (Enc:sym (fc)), obtaining fc.

) )

Whenever the key kﬁjyfrf) needs to be updated (due to, e.g., a

user’s revocation), the administrator generates a new symmet-
ric key k?;":/ +1)- Then, the administrator replaces the retained
message in f with a new one containing the (updated) version
number vy + 1; in this way, users — both those currently sub-
scribed and those who will subscribe in the future — are no-
tified of the key renewal. The new key kzyc"?f " is encrypted
for authorized roles as explained at the beginning of this sec-
tion. To delete a resource, the administrator removes the corre-
sponding retained message, unsubscribes all users, and deletes
the related metadata. Finally, users, roles, and resources are
given a random pseudonym p to pseudo-anonymize the policy.
Hence, a resource can be referred to by its pseudonym besides
by its identifier. Similarly, public keys are linked with users’
and roles’ pseudonyms to avoid disclosing their identity. Users
can use their pseudonyms when, e.g., sending messages or cre-
ating digital signatures (if required). A periodical renewal of
pseudonyms based on the strategy discussed in [53] allows for
maintaining their effectiveness.

Traditional and Cryptographic Enforcement. Not every re-
source may be worth the overhead of CAC according to, e.g.,



the sensitivity of its messages. As such, we consider the pos-
sibility of seamlessly integrating traditional (i.e., centrally en-
forced) AC within our CAC scheme. Specifically, we allow
the administrator to declare which kind of enforcement Enf to
apply over a resource f, i.e., cryptographic (Enf.), traditional
(Enfy), or even both. To do so, we logically split the RBAC
policy state into two separate states, i.e., {(Ug, R, F, UR¢, PAy)
for traditional enforcement (Py) — where the subscript t stands
for traditional — and (U, R, F., UR., PA.) for cryptographic
enforcement (P.) — where the subscript ¢ stands for crypto-
graphic. The two states are always synchronized: every modifi-
cation applied to the state of a policy is mirrored into the other
(we provide more details on this in Section 6.2). For instance,
adding a user in P, implies adding a user in Py as well, although
the two actions are implemented differently. By choosing each
time the more appropriate enforcement for a resource, it is pos-
sible to significantly reduce the cryptographic overhead.

6.2. Full Construction

We report in Figures 3 and 4 the pseudocode of our CAC
scheme. In particular, we provide the pseudocode for all core
RBAC actions in ¥ reported in Table 3, to which we add:

e init,() and inity(), generating cryptographic keys and
pseudonyms for users and the administrator, respectively;

e readResource,(f) and writeResource,(f, fc), for allowing
users to read and write resources. In our context (topic-
based publish-subscribe protocols), these actions corre-
spond to publishing messages to topics and subscribing to
topics, respectively.

The integrity of the state of the AC policies P, and Py is guar-
anteed by using digital signatures, while the integrity of data is
guaranteed by using Authenticated Encryption with Associated
Data (AEAD) [10]; for the sake of simplicity, in Figures 3 and 4
we omit these details, as well as other trivial checks like the
uniqueness of identifiers and pseudonyms. Finally, we note that
our CAC scheme does not prescribe the use of specific cryp-
tographic algorithms — the CAC scheme employs a generic
AEAD symmetric algorithm for en/decryption of resources, a
generic asymmetric public-private cryptographic algorithm for
en/decryption of keys, and a generic digital signature cryp-
tographic algorithm; the actual choice of cryptographic algo-
rithms is discussed in Section 6.4.

Consistency Between Cryptographic and Traditional Policy
States. The relationship between P, and P can be expressed as
a set of invariants on the actions in Figures 3 and 4. Formally,
we define a predicate as a Boolean-valued function on the set
of states of P, or P;. The value of a predicate Q on a generic
state P is denoted with P = Q. An action ¢ leaves a predicate
Q invariant iff (i.e., if and only if) P = Q implies P’ | Q when-
ever P —, P’ (recall the notation from Section 3.1). In detail,
any action ¢ in Figures 3 and 4 leaves the following predicates
invariant:

o (u,—,—,—)eU.iffu e Uy,
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o (r,—,—,—,—-)eR iff reRy;
o (f,—,—,—)eF.iff f eFy

b (I/l,r,_,_) EURC iﬂ:(u,r)EURt;

By using the invariants above and recalling that —
given a state (Ui, Re, Fy, UR,PA{) — a user u can use
permission (f,op) iff Ir € R; (u,ry € UR; A
(r,{f,op)) € PAy, it is easy to see that — given a state
(U, R, Fe, UR., PA.) — the user u can use permission {f, op)
i A(r, - kS~ =) € Re : (7, Encfoe (k3 - — -).v,) €

> ()’ (rve)?

UR. and (7, /, =, ~Encluc (kgf:‘f)),vf, vy, 0p) € PA. Tn turn,

by recalling from Figure 3 the actions assignU serToRole(u, 1)
and assignPermissionT oRoles(r, {f, op)), this implies that the

dec
u

user u can access k?;‘T,) by using her private key k

k(< . and then using ki | to decrypt kf}ycf:'f), as explained at
the beginning of Section 6.1. In summary, the invariants show
that P, and Py are synchronized on the authorization conditions
depending on a core RBAC model. This allows refining such
conditions with additional ones depending on contextual infor-
mation (e.g., time-based permissions), as discussed at the end
of Section 1, that can be checked only with a traditional en-

forcement mechanism.

to decrypt

6.3. Security Considerations

Below, we provide security considerations on critical aspects
of our CAC scheme: AC policy enforcement and collusions,
accountability, cryptography, key distribution, and revocation.

On Traditional Policy Enforcement and Collusions. Our CAC
scheme allows administrators to enforce RBAC policies both
traditionally and cryptographically. Ideally, traditional enforce-
ment allows for refining further the permissions of the users
(e.g., to specify whether a user can subscribe, publish, or per-
form both actions). However, it has to be noted that users could
potentially collude with the (partially trusted agent operating
the) traditional enforcement to bypass it and gain publish and/or
subscribe privileges. Nonetheless, we highlight that this kind
of collusions may happen regardless of whether traditional en-
forcement is used. Moreover, colluding users should have the
symmetric key of a resource anyway to read or write on that
resource (i.e., P, should already grant publish or subscribe per-
missions to the colluding users on that resource). Intuitively,
the same could happen if symmetric keys were stolen or leaked
from IoT devices. However, the security of IoT devices them-
selves (e.g., concerning physical attackers or firmware vulnera-
bilities) is out of the scope of this paper; for a detailed analysis
of this subject, we refer the interested reader to [49].

On Accountability. In our CAC scheme, accountability —
which we define as the ability to map messages to the users
that published them — is currently not ensured cryptograph-
ically. In fact, messages are protected with symmetric keys
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Figure 3: Role-based Cryptographic Access Control for Data in Transit - Administrative Actions
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Figure 4: Role-based Cryptographic Access Control for Data in Transit - User Actions

which are known by all authorized users, as presented in Sec-
tion 6.2. However, since users authenticates toward the broker,
the broker itself can provide accountability. If necessary, users
can also be required to digitally sign published messages using
their private signing keys, at the cost of increasing computa-
tional overhead. Modifying the CAC scheme to accommodate
this behavior would be straightforward, and can be seen as an
instance of the AC model introduced in [7, 8] that considers the
features of the client used by a user to access a certain resource;
despite a user (e.g., a general practitioner) can be entitled to
access a resource containing sensitive data (e.g., the healthcare
information of a patient), it can be denied such a permission be-
cause of the low level of protection offered by the client (e.g.,
personal smartphone) or it can be granted when an adequate
client is used (e.g., desktop operated by the hospital).

On Cryptography. At a high level, we assume cryptographic
primitives to be perfect. Consequently, the confidentiality and
the integrity of encrypted data cannot be violated except by
(computationally infeasible) brute force attacks. Moreover, the
use of AEAD — which is a more robust and secure variant of
authenticated encryption — allows binding a ciphertext to the
context where it is supposed to be used, thus avoiding replay
attacks at the CAC scheme level. On the other hand, protec-
tion against replay attacks at the application level (e.g., those
in Sections 4.1 to 4.3) must be provided by, e.g., dedicated
challenge-response protocols. In other words, our CAC scheme
guarantees confidentiality and integrity of sensitive data while
enforcing AC policies ; however, how the data are then used by
the application is out of the scope of this work. For a discussion
on the security of the chosen cryptographic algorithms, please
refer to Section 6.4.

On Domains and Secure Key Distribution. The presence of the
four security domains — and the different placement of entities
into domains (i.e., architectures) — does not affect the inner
functioning of our CAC scheme. In other words, key distribu-
tion is carried out as described in Figures 3 and 4 regardless of

14

the chosen architecture. Also, as shown in Table 4, we note that
P, contains public information (e.g., public keys) or encrypted
information (e.g., encrypted private and symmetric keys) only.
By construction, even though P, is public, only authorized users
can decrypt roles’ private keys and, consequently, access re-
sources’ symmetric keys. Indeed, the secure key distribution
of resources’ symmetric keys and roles’ private keys is guar-
anteed by using key transport as defined by the NIST [9]: one
party (in our case, the administrator) selects and encrypts keys
to then distribute them to other parties (in our case, the users).
More precisely, resources’ symmetric keys are encrypted with
the public keys of authorized roles, while the roles’ private keys
are encrypted with the public keys of authorized users.

On Revocations. Adding permissions to P, is straightforward
and consists in encrypting private information (i.e., secret or
private keys) with the public key of the newly authorized roles
or users. On the other hand, revoking permissions from P, re-
quires careful management of cryptographic material. To be
conservative, we consider the worst-case scenario in which a
user u previously cached all secret keys — both of roles and
resources — the user could access to. Hence, when revoking
permissions from a user u# (or from one of the roles that u is
assigned to), the administrator needs to renew all the involved
secret keys. More precisely, when revoking a permission {f, op)
— where f has version number v; — from a role r (i.e., when
invoking the action revokePermissionFromRole(r, (f, op))) in
our CAC scheme, we distinguish two cases:

e if r already had a permission (f, op’) so that op’ C op, the

administrator generates a new symmetric key kz{'ff ) <

Gen™™ for f, which the administrator distributes to all
other authorized roles. In this way, users belonging to r do
not have access to the new symmetric key;

if r already had permission op’ so that op’ N op # 0, the
administrator simply updates PA; and PA, by removing
the actions in op from op’.



Similarly, when revoking a user u from a role r
with version number v, (i.e., when invoking the action
revokeU ser FromRole4(u, r)), the administrator generates new

keys (kenc kdec +l)) — GenPub and (kver ksig )

(ry,+1)° (v, (rve+1)> (rve+1)
— Gen®® for r, and distributes them to all other autho-
rized users. In this way, u does not have access to r’s
new private keys. Then, the administrator also renews the
symmetric keys of all resources r had access to with the
revokePermissionFromRoles(r, {f, op)) action.

6.4. Implementation

We implement the pseudocode presented in Figures 3 and 4
in a tool named CryptoAC.2! We choose the Kotlin multi-
platform?? programming language for its intrinsic portability
and the possibility of a native deployment in IoT devices —
avoiding the computational overhead of a Java virtual machine
(JVM). This is especially relevant since Kotlin mainly targets
Linux-based environments,?® which are the most deployed in
IoT devices.>* CryptoAC can act both as an MQTT client
— by using the Eclipse Paho library?®> — and also as an ad-
ministrative tool. In other words, CryptoAC can be used by
both IoT clients and the administrator for managing P, and Py
through the set of actions in Table 3. CryptoAC uses the Ktor
library?® to expose RESTful APIs and a web interface devel-
oped with Kotlin/JS and the React library.?” All APIs’ inputs
are validated with OWASP-approved regular expressions>® to
avoid web-based attacks (e.g., injection, Cross-Site Scripting).
We choose the Mosquitto MQTT broker?® as DM, enabling
the DYNSEC plugin (see Section 3.2) allowing for traditional
enforcement of RBAC policies — depending on the enforce-
ment type(s) Enf chosen for each topic. Then, as in [24], we
choose Redis® to store metadata, that is, the two policy states
Py = (Ui, R, Fi, UR, PAy) and P, = (U, R, F¢, UR, PA,).
Redis is primarily an in-memory storage, a characteristic that
allows for low response time to queries. Moreover, the (dedi-
cated) protocol used by Redis (i.e., RESP, REdis Serialization-
Protocol) is geared toward low latency. The metadata of each
user are stored under a unique Redis key, while a list collects
all users’ Redis keys. We follow the same approach for the
metadata of roles, topics, user-role, and role-permission pairs.
Access to the Redis datastore is protected by individual pass-
words. Finally, the upper bound in size for the identifiers and
the pseudonyms of users, roles, and resources is 50 bytes, for
version numbers are at most 8 bytes (i.e., 2% values) and for the

2lhttps://github.com/stfbk/CryptoAC

Znttps://kotlinlang.org/docs/multiplatform. html

Bhttps://wuw.jetbrains.com/1p/devecosystem-2019/

24h1:1:ps ://outreach.eclipse.foundation/iot-edge-developer
-2021

https://wuw.eclipse.org/paho/

2https://ktor.io/

2Thttps://it.reactjs.org/

2https://owasp.org/www-community/OWASP_Validation Regex R
epository

https://hub.docker.com/_/eclipse-mosquitto

Ohttps://redis.io/
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flags Enf and op are 1 byte. More details on the configuration
of Redis can be found in the dedicated documentation.?'

Cryptographic Algorithms. As cryptographic provider, we
choose Sodium,*? a modern and portable cryptographic library
whose implementation was thoroughly audited and no flaws or
vulnerabilities were found.*® Sodium supports AEAD, whose
usage is in line with the requirements contained in the call
for Lightweight Cryptography to protect small electronics —
thus including IoT devices — issued by the NIST.>* In par-
ticular, Sodium supports two popular cryptographic algorithms
for AEAD: 256-bit AES-GCM with, e.g., the SHA-384 hash
function (i.e., AES-256-GCM) and the XChaCha20 symmetric
stream cipher with 192-bit nonce extension and the Poly1305
universal hash function (i.e., XChaCha20-Poly1305) — these
are the same cryptographic algorithms suggested in TLS v1.3
[56]. Between the two, we choose the latter because, although
hardware acceleration for AES is often available in modern pro-
cessors, its performance on platforms that lack such hardware
is considerably lower (e.g., not all IoT devices are equipped
with hardware acceleration for AES). More importantly, an-
other issue is that many software-only AES implementations
are vulnerable to cache-collision timing attacks [17]. Instead,
XChaCha20-Poly1305 is faster than (non-accelerated) AES
and provides homogeneous performance across similar hard-
ware, enhancing portability. Finally, we note that XChaCha20-
Poly1305 expects keys of fixed size, i.e., 256 bits.

Concerning the cryptographic algorithm for en/decryption of
keys, Sodium supports only ECDH-X25519 — that is, Elliptic-
Curve Diffie-Hellman key exchange using the Curve25519 el-
liptic curve. The Curve25519 curve has high performance and
strong security properties, is free from known patents, and is
in fact recommended by both NIST [23] and RFC 7748 [46].
Finally, we note that ECDH-X25519 expects keys of fixed size,
i.e., 256 bits (offering 128 bits of security). Alternatives to
Curve25519 exist and, the higher the key size, the more secure
and less performance they provide (e.g., Curve448 expects keys
of fixed size 448 offering 224 bits of security).

Finally, concerning the cryptographic algorithm for digi-
tal signatures, Sodium supports only EADSA-Ed25519 — that
is, for Edwards-curve Digital Signature Algorithm using the
Ed25519 elliptic curve. Note that Ed25519 actually uses the
bi-rational equivalent twisted Edwards form of Curve25519
(32 = x> + 486662x% + x over Fyss_9) but use different coor-
dinate representations: Curve25519 in Montgomery form (op-
timized for key exchange — X25519) and Ed25519 in twisted
Edwards form (optimized for signatures — EdDSA-Ed25519).
Hence the same considerations done for ECDH-X25519 (e.g.,
recommendations, key sizes, trade-off between security and
performance) apply also to EADSA-Ed25519.

31h‘ctps ://cryptoac.readthedocs.io/

Zhttps://1ibsodium.gitbook.io/doc/

Bhttps://www.privateinternetaccess.com/blog/libsodium-a
udit-results/

3https://www.nist.gov/news-events/news/2018/04/nist-iss
ues-first-call-lightweight-cryptography-protect-small-elec
tronics.
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Toward a Production-Ready Deployment. While carefully im-
plemented, CryptoAC is obviously still a prototype and not
ready for production. The main areas that need further devel-
opment and implementation effort are the following. First, a
robust key management system should be implemented to ad-
dress the whole lifecycle of cryptographic keys (e.g., key gener-
ation, registration, storage, and archival), possibly adopting the
guidelines of the NIST in [9]. Moreover, comprehensive test-
ing, penetration testing, and management of the software bill of
materials should be conducted to ensure reliability and contin-
uous vulnerability monitoring. Similarly, compliance and au-
diting should be assessed to guarantee adherence to security
standards (e.g., NIST FIPS*®) and regulations (e.g., GDPR3%).
Finally, comprehensive documentation and compatibility with
different platforms should be considered to provide seamless
integration with third-party systems.

7. Optimization Problem Extension

As introduced in Section 5.2, we now present the optimiza-
tion problem for identifying CAC scheme architectures that si-
multaneously minimize risk levels — derived from the trust as-
sumptions — and maximize the quality of service — based on
the performance goals — of a given scenario. Below, we first
enumerate all possible architectures for CAC schemes deployed
in Cloud-Edge-IoT applications (Section 7.1); this amounts at
defining the search space of the optimization problem. Then,
we explain how to determine goals scores (i.e., integer num-
bers) for each architecture (Section 7.2), and how to calculate
risk levels depending on the trust assumptions of the consid-
ered scenario (Section 7.3). Finally, we show how to combine
goal scores and risk levels into an optimization problem (Sec-
tion 7.4) for which we present a proof-of-concept application in
Section 8.

As explained at the end of Section 1, we build our contri-
butions on top of an already existing work considering CAC
schemes in Cloud applications (see [12]). In detail, we extend
it to applications involving also the Edge and the IoT. In each
section below, we first briefly report the contributions of the
original work in [12], and then — in a dedicated paragraph —
our novel contributions; this allows for more clearly distinguish
between existing work and novel contributions. For more de-
tails on the original work, we suggest the interested reader to
refer to [12].

7.1. Architectural Model

The authors in [12] present an architectural model identify-
ing 81 architectures for CAC schemes in Cloud applications
by considering possible assignments between the set of entities
E = {proxy, RM, MM, DM} and the set of domains D = {client,
on-premise, Cloud} (see Section 5.1). Possible assignments
means that certain entity-domain assignments are automatically
excluded a-priori. For instance, assigning the proxy entity —

Bhttps://csrc.nist.gov/publications/fips
https://gdpr.eu/
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which performs all cryptographic computations — to the Cloud
domain would ideally allow the Cloud provider to access the
secret cryptographic keys contained and used within the proxy.
With these keys, the Cloud provider could decrypt stored data
by itself, thus breaching the confidentiality of the data.

Architectural Model Extension. We extend the aforementioned
architectural model in two directions: adding the Edge to the
available domains and removing limitations on possible assign-
ments.

First, we extend D by adding the Edge domain, i.e., Dy =
D U {Edge}. We define the Edge as a domain offering comput-
ing, network, and storage services geographically distributed at
the outskirts of the network. Differently from the Cloud, the
Edge has lower computational capabilities but is closer to ser-
vices and users, yielding lower latency. The Edge can be oper-
ated by organizations through third-party software (e.g., AWS
TIoT Greengrass®’) or by partially trusted providers (e.g., Google
Distributed Cloud?®).

Second, we argue that the limitations on possible entity-
domain assignments may be bypassed by using technologies
such as TEEs. In brief, a TEE (e.g., ARM TrustZone*) is a se-
cure area of the processor that guarantees confidentiality and in-
tegrity of data and instructions through isolated execution. No-
ticeably, TEEs are becoming widely available in major Cloud
and Edge providers (e.g., Google®, Azure*!). In CAC, TEEs
allow for using cryptographic keys securely, thus permitting to
assign the proxy to the Cloud domain [27]. Generalizing, we
do not preclude any entity-domain assignment a-priori, obtain-
ing as a result a simpler and more comprehensive architectural
model. In detail, we consider an extended set of architectures
ARC ey = P(Deyy X E) — where “P” is the power set opera-
tor — which contains 65,536 (i.e., 2¥) different architectures.
Note that architectures may assign the same entity to multiple
domains at the same time; we call these hybrid architectures.

Intuitively, administrators can still easily filter out entity-
domain assignments not suitable to their scenario by speci-
fying a set of prefilters PRE C (D,y X E), as mentioned in
Section 5.2; in other words, prefilters concur in defining the
search space of the optimization problem. Consequently, the
subset of architectures considered in the optimization problem
is ARCyup = {arc € ARC,y; : (arc N PRE = 0)}.

7.2. Goals Evaluation

The authors in [12] identify 8 goals relevant to the architec-
ture of Cloud-based applications: redundancy, scalability, re-
liability, maintenance, DoS resilience, minimization of Cloud
vendor Lock-in, on-premise monetary savings and Cloud mon-
etary savings. As also mentioned in Section 5.2, the authors

https://aws.amazon.com/greengrass/

3https://cloud.google.com/distributed-cloud

Yhttps://developer.arm.com/ip-products/security-ip/trus
tzone

40https://cloud.google.com/confidential—computing

“Ihttps://azure.microsoft.com/en-us/solutions/confidenti
al-compute/
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then measure how a CAC architecture arc € ARCy,, attains a
certain goal by considering how each entity-domain assignment
of arc affects that goal in isolation. In general, each entity-
domain assignment has either a positive (+), negligible or min-
imal (=), or negative (-) influence on each goal. For instance,
deploying the proxy entity in the client, domain (i.e., in the
devices of the user ) has a positive influence (i.e., +) on the
scalability of the architecture — as cryptographic computations
are distributed among client devices. Conversely, deploying (a
single instance of) the proxy in the on-premise domain has a
negative influence (i.e., -) on scalability — as the proxy would
easily become a bottleneck. The authors in [12] define the in-
fluence that each possible assignment has on goals by analyzing
relevant academic literature and industrial technical reports. To
then determine how arc attains a given goal, the authors com-
bine the influences of all entity-domain assignments of arc by
adding together the +, - and = symbols as adding the +1, -1 and
0 numbers, respectively. Formally, this is equivalent to consid-
ering an objective function g : ARCy,, — Z associated with
each goal; having as input an architecture (i.e., a set of entity-
domain assignments), an objective function for a goal returns
the sum of the influences of all entity-domain assignments of
the architecture on that goal. By repeating the same process for
all objective functions, it is possible to obtain an array of goal
scores for each architecture.

Goals Evaluation Extension. We extend the aforementioned
goals evaluation by considering how the assignment of entities
to the Edge domain affects the goals presented in [12], and re-
port the influences in Table 5:

e Redundancy: Cloud computing can rely on dedicated
servers for guaranteeing redundancy of services and re-
sources. Conversely, the Edge can rely on other Edge
nodes only — possibly already in use by other tenants —

Table 5: Entity-Domain Influence on Goals
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Edge Monetary Savings - - - R
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to act as redundant servers, resulting in a limited redun-
dancy capacity [67];

e Scalability: the ability of the Edge to scale up and down
to accommodate dynamic workloads is determined by the
amount of (e.g., computational and memory) resources
available which — according to [52, 42, 67] — is com-
parable to the Cloud;

e Reliability: compared to Cloud computing, the Edge has a
higher chance of failure of devices and nodes [52]. More-
over, it is generally more challenging to provide fault tol-
erance for Edge services [42];

e Maintenance: the Edge is often operated by a third party,
hence deployment (e.g., setup and configuration of the in-
frastructure) and maintenance (e.g., operative systems and
runtime environments updates) are usually not a concern;

e DoS Resilience: the Cloud is generally more resistant to
DoS attacks than the Edge. In turn, the Edge is generally
more resistant to DoS attacks than on-premise data centers
(21, 52];

e Minimization of Cloud Vendor Lock-in: assigning entities
to the Edge domain does not affect the Cloud vendor lock-
in goal;

e On-premise Monetary Savings: assigning entities to the
Edge domain does not affect the on-premise monetary sav-
ings goal,;

e Cloud Monetary Savings: assigning entities to the Edge
domain does not affect the Cloud monetary savings goal.

Besides the 8 goals identified in [12] (relevant to Cloud-
based applications), we identify 6 new goals relevant to Edge-
IoT applications (see Table 5):

e Bandwidth [52, 18, 42, 67]: that is, the maximum rate of
data transfer over (a given path of) a network. High band-
width is a peculiarity of Cloud computing [26] whereas,
being at the outskirts of the network, the Edge usually has
lower — but still considerable, at least with respect to on-
premise infrastructures — bandwidth [18, 52];

e Latency [63, 18, 52, 67, 42]: that is, the delay in commu-
nicating a bit of data across a network. Edge computing
is renowned for its lower latency with respect to the Cloud
[67, 52], which is generally even less accessible than on-
premise data centers [63];

o Computational Power [67, 42, 52]: that is, the ability to
process incoming data rapidly. Both the Edge and the
Cloud have large computational power, although some
Edge nodes — similar to on-premise data centers — may
be more resource-constrained [52, 42];

o Memory [67,42, 52]: that is, the amount of primary mem-
ory (i.e., RAM). Similarly to the computational power
goal, the Cloud is more resourceful than Edge and on-
premise data centers [42, 67];



o Minimization of Edge Vendor Lock-in [43, 64]: that is, the
easiness in switching Edge provider (e.g., from Google
Distributed Cloud to AWS Greengrass). Intuitively, each
entity in the Edge domain stresses the vendor lock-in ef-
fect;

e Edge Monetary Savings [45, 52, 64, 42]: that is, the mone-
tary savings due to not adding entities to the Edge domain.
Intuitively, the fewer entities run in the Edge, the more
Edge-related costs are reduced.

As a final remark, we note that organizations can easily fine-
tune the influence of entity-domain assignments on goals based
on their specific context. In other words, being extracted from
the literature, the influences shown in Table 5 cover a wide va-
riety — but not all possible — contexts. Moreover, as said in
[12], the extended set of goals is not meant to be exhaustive
or representative of all scenarios and applications; further goals
can be easily added.

7.3. Risk Assessment Methodology

As discussed in Section 5.2, sensitive data in Cloud-Edge-
IoT applications are subject to a heterogeneous set of attack-
ers (i.e., external attackers, malicious insiders, partially trusted
providers). In the context of CAC, these attackers may com-
promise the confidentiality, integrity, and availability of the
sensitive data by targeting (the secret keys, metadata, and en-
crypted data of) CAC schemes. For this reason, the authors
in [12] propose a risk assessment methodology to evaluate the
risk exposure of CAC architectures to these attackers where —
as typically done [36] — the risk is decomposed into two di-
mensions, i.e., likelihood and impact, each of which can be
either negligible, low, medium, or high. To preserve the gen-
erality of the approach, the authors group all possible low-level
threats (e.g., spoofing, eavesdropping, session hijacking, spear
phishing, side-channel attacks, device cloning) under a single
attacker for each domain and communication channel between
pairs of domains. The likelihood of each attacker is derived
from the trust assumptions of the underlying scenario (see Sec-
tions 4.1 to 4.3); if unspecified, the likelihood of an attacker is
set to a default value (e.g., medium). Then, the authors precom-
pute the impact of these attackers based on what information
they can (potentially) compromise. For instance, an attacker
compromising the proxy entity would have access to the secret
keys used for en/decryption in CAC (violating the confidential-
ity and the integrity of sensitive data), while an attacker com-
promising the DM entity could tamper with encrypted data or
perform a DoS attack (i.e., violating the integrity and the avail-
ability of sensitive data). Finally, the impact and the likelihood
are combined using a risk table (i.e., see [36]) to determine the
overall risk levels — either negligible, low, medium, or high
— on the confidentiality, integrity, and availability of sensitive
data. Similarly to Section 7.2, this is equivalent to considering
three objective functions gc, g7, ga. As the final purpose is to
maximize the values of objective functions (see Section 7.4),
the authors in [12] define g¢, g7 and g4 as to measure the com-
plement of the risk levels, i.e., the protection levels: the authors
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simply invert the scale of risk levels and associate a number
from O (negligible protection, high-risk level) to 3 (high protec-
tion, negligible risk level).

Risk Assessment Methodology Extension. We extend the afore-
mentioned risk assessment methodology by adding the Edge
domain — and the corresponding attacker — to the risk assess-
ment methodology. Moreover, we also add one communication
channel between the Edge and each other domain — and the
corresponding attackers — to the risk assessment methodology.

7.4. Multi-Objective Combinatorial Optimization Problem

Once defined 14 objective functions for goals — 8 from [12]
and 6 proposed in Section 7.2 — and 3 objective functions for
protection levels (see Section 7.3), we can define the optimiza-
tion problem: given the set of architectures ARCy,p, wWe for-
malize as a Multi-Objective Combinatorial Optimization Prob-
lem (MOCOP) [44] the problem of finding the architecture for
which the tuple (giaency - - - » &c» &1, g4) Of objective functions is
maximum (that is, the architecture that simultaneously maxi-
mizes all objective functions):

max
arceARC g,

ey

(81atency(@rc), ..., gclarc), g1(arc), galarc));
b

We note that there may be multiple equally good solutions
(i.e., CAC architectures, in our case) that simultaneously max-
imize all objective functions in Equation (1); these solutions
are called Pareto Optimal [44]. Formally, an architecture
arc® € ARCyy is Pareto Optimal with respect to the MO-
COP in Equation (1) if and only if there is no other architecture
arc € ARCyyp such that g;(arc) > gi(arc*) for each objective
function g; and g;(arc) > gj(arc*) for at least one objective
function g;. In other words, an architecture is Pareto Optimal
if there does not exist another architecture that improves one
objective function without detriment to another; as in [35], we
write arc® > arc to denote that arc* is Pareto Optimal with re-
spect to arc (see Table 6 for some examples of Pareto Optimal
architectures). The set of Pareto Optimal architectures can be
identified by solving the problem in Equation (1) reusing off-
the-shelf approaches available in the literature. For instance,
a straightforward approach is to treat the MOCOP as a multi-
dimensional maximum vector problem and solve it using the
Best algorithm described in [35] (and shown in Algorithm 1).

Reduction to Constrained Single-Objective Optimization. The
final choice of which architecture to select among those Pareto
Optimal is ultimately left to the organization; this may require
some ingenuity by knowledgeable administrators, that should
meet to reach a consensus on which architecture to choose
based on criteria that are difficult to formalize as objective func-
tions to be included in the MOCOP. A possible alternative —
that we describe below — is to reduce the MOCOP to a Con-
strained Single-Objective Optimization Problem (CSOOP): to
do so, administrators assign (i) a weight w representing a rel-
ative importance or priority to (the performance goal or secu-
rity property of) each objective function and (ii) a constraint
— consisting of a threshold ¢ and a penalty p — to the value



Table 6: Examples of Pareto Optimal Architectures with Respect to Equation (1) (scores go from -4 to +4)
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Algorithm 1: Best algorithm from [35]

Algorithm 2: Algorithm for Solving the CSOOP

Input: ARCyp
Output: ARC,p; // Set of Pareto Optimal Solutions

ARCopr = 0;
while ﬂRCsub # 0 do
arc* = pop(ARCup);
// Find a Pareto Optimal solution
foreach arc € ARCy,, do
if (arc > arc*) then
| arc* =arc;

end
ﬂRCnpl = ﬂRCo}n U {arc* B
// Remove architectures not Pareto Optimal w.r.t
arc*
foreach arc in ARCy,, do
if (arc* > arc) then
‘ ﬂﬂcsub = ﬂRCmb \ {arc};

end

end
return ARC,:

of each objective function. Weights, thresholds, and penal-
ties are positive integers that are determined by the adminis-
trators according to the characteristics of the underlying sce-
nario. For instance, if the administrators deem scalability to
be twice as important as latency in their scenario, they may
set W catability = 2 and Witeney = 1. Similarly, if the admin-
istrators want to favor architectures whose scalability’s goal
score is greater than or equal to a threshold 0, they may set a
penalty -5 to every architecture that does not respect the thresh-
old; hence, fscatabitiy = 0 and pgcatavitiy = —5. More in gen-
eral, the semantics is that, given an objective function g, if
glarc) < t, then g(arc) is given a penalty value p; formally,
we write [g];,(arc) = if g(arc) < t then g(arc) — p else g(arc).
The CSOOP then consists in finding the architecture for which
the value of the linear combination of all constrained objective
functions is maximum:
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Input: ARCyyp, Wiatency» flatency > Platency - - - s WA, IA, DA
Output: ARC,p; // Set of Pareto Optimal Solutions

ARCopr = 0;
Smax = —90;

foreach arc in ARCy,;, do
PA

_ Platency
Sare = ( Wlalency . [glalenchtlatenCy (arc) + ...+ wa - [gAJ[A

(arc));

if Sqre > Smax then
|  ARCopr = {arc};
else if 5,0 = S;uqx then
|  ARCopr = ARCopr U farch;

end
return ARC

P

latency
. [glatency]fl (arc)+..

max
( atency

. PA
arce:ﬂﬂcsub -twa [gA]tA (arc)) (2)

Wlatency
When solving the CSOOP, administrators can perform a
trade-off analysis by fine-tuning the weights and the constraints
assigned to each objective function, exploring the space of pos-
sible solutions. The final choice of which architecture to se-
lect is then trivial — i.e., one among those for which the value
computed from Equation (2) is maximum. The corresponding
algorithm for solving the CSOOPs is shown in Algorithm 2.

Qualitative vs. Quantitative Objective Functions. The objec-
tive functions for goals evaluation (see Section 7.2) and risk as-
sessment (see Section 7.3) provide qualitative scores. Although
these qualitative scores are a product of careful analysis and
reasoning, some may prefer quantitative scores (i.e., resulting
from experimental measurements) for optimization problems.
In this regard, we remark that the inner working of objective
functions — that is, how objective functions are defined — is
independent of the formalization of the optimization problem.
In other words, it is possible to redefine the objective functions
to make them return quantitative scores. For instance, the au-
thors in [14] already used the optimization problem in [12] to



identify the best CAC architecture in an automotive scenario
by using quantitative objective functions for measuring latency,
and qualitative objective functions for the risk assessment (see
[14] for more details). Hence, our optimization problem is flex-
ible enough to accommodate both qualitative and quantitative
scores, according to the needs and preferences of organiza-
tions.

8. Optimization Problem Application

We now provide a proof-of-concept application of the ex-
tended optimization problem described in Section 7 on the three
scenarios analyzed in Section 4, i.e., Remote Patient Monitor-
ing, Cooperative Maneuvering, and Smart Lock. The objective
of this section is to demonstrate how — starting from a set of
different trust assumptions and performance goals — solving
the optimization problem allows for identifying each time a dif-
ferent CAC scheme architecture, which is the best according to
the considered scenario.

To this end, we implement the Algorithms 1 and 2 — solving
the MOCOP in Equation (1) and the CSOOP in Equation (2),
respectively — into a dashboard integrated within CryptoAC*?
(see Section 6.4). The dashboard allows administrators to spec-
ify prefilters, assign likelihoods to attackers, set constraints, and
decide whether to identify optimal architecture(s) by solving
the MOCOP or the CSOOP.

8.1. Application to Remote Patient Monitoring

As presented in Section 4.1, we consider the remote moni-
toring of patients through the use of IoT wearables collecting
medical data. We report in Figure 5 a screenshot of the dash-
board configured to find the optimal architecture(s) for the Re-
mote Patient Monitoring scenario as explained below.

Concerning the prefilters (see the ‘“Prefilters” card in Fig-
ure 5), following RPM-R2 (use of patients’ smartphones as
gateways for IoT wearables), we assign the proxy to the client
domain. Moreover, RPM-R5 (hide metadata from partially
trusted providers) forces the MM to stay in the on-premise do-
main. Instead, RPM-R3 (favor hybrid architectures) makes the
DM stay in both the Edge and the Cloud domains. Regard-
ing trust assumptions (see the “Trust Assumptions” card in Fig-
ure 5), RPM-R4 (providers are likely to be honest but curious)
sets the likelihood of an attack in the Cloud or the Edge domains
to high. Instead, RPM-R6 (low probability of disgruntled doc-
tors) sets the likelihood of an attacker in the on-premise domain
to low. As said in Section 7.3, we set the default likelihood of
the other attackers to medium.

As we can see from the “Optimal Architectures” card in Fig-
ure 5, solving the MOCOP in Equation (1) for the Remote
Patient Monitoring scenario returns 3 Pareto Optimal architec-
tures; the array of numbers in the “Score” column contains the
values of the objective functions corresponding to the perfor-
mance goals in Table 5 — in the same order as in Table 6 —
while the last three numbers are for the confidentiality, integrity,

“https://github.com/stfbk/CryptoAC
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Figure 5: Dashboard for the Remote Patient Monitoring Scenario

and availability objective functions. Once reduced the search
space from 65,536 to 3 architectures, administrators can eas-
ily choose which to deploy based on other considerations. For
instance, they could follow RPM-RI (security of data is impor-
tant) and choose the first architecture since, while still being
Pareto Optimal with respect to the other 2 architectures, it has
a better score on the availability security property.

8.2. Application to Cooperative Maneuvering

As presented in Section 4.2, we consider CCAM services
such as CALM and BSA. We report in Figure 6 a screenshot
of the dashboard configured to find the optimal architecture(s)
for the Cooperative Maneuvering scenario as explained below.

As prefilters, following CM-RI (smart vehicles interact di-
rectly with the roadside infrastructure), we set that the proxy
stays in the client domain while all other entities can stay in
any other domains (i.e., the roadside infrastructure and its back-
end). Then, CM-R6 (access to vehicles is protected) lowers the
likelihood of an attack in the client domain, while CM-R4 (pub-
lic channels) sets the likelihood of communications channels
with the client domain to high. Solving the MOCOP with this
configuration returns 27 architectures — too many to be com-
pared or analyzed individually. Therefore, we reduce the MO-
COP to a CSOOP as described at the end of Section 7.4. For
instance, following CM-R2 (high scalability and ultra-low la-
tency), we could set — in the “Performance Goals and Security
Properties” card in Figure 5) — the weights of the scalability
and latency goals to 5 (i.e., Wocalabitity = Wiatency = 5). More-
over, following CM-RS5 (availability is valuable but not key) and
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Figure 6: Dashboard for the Cooperative Maneuvering Scenario

CM-R3 (integrity is fundamental), we could set thresholds and
penalties for the availability (e.g., ta = 1, pa = 5) and the in-
tegrity (e.g., 1 = 2, pr = 10) properties. The values of the
weights, the thresholds, and the penalties can easily be mod-
ified by the administrators to further investigate architectural
trade-offs and perform “What-if” analyses on the configuration
of the optimization problem.

As we can see from Figure 6, solving the CSOOP in Equa-
tion (2) for the Cooperative Maneuvering scenario returns 1
optimal architecture (i.e., the one with the highest score, 21);
the number in the “Score” column is the constrained weighted
sum of all objective functions. As expected, all entities (ex-
cept the proxy) are assigned to the Edge domain to reflect the
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Figure 7: Dashboard for the Smart Lock Scenario

@

scalability and latency goals. However, the other architectures
— which assign one or more entities to the Cloud — perform
better on other performance goals and thus achieve a similar
score; hence, administrators may still consider them for the de-
ployment of the CAC scheme.

8.3. Application to Smart Lock

As presented in Section 4.3, we consider an organization us-
ing smart locks to regulate and restrict access to certain areas
(e.g., laboratories, offices) of a building. We report in Figure 7
a screenshot of the dashboard configured to find the optimal
architecture(s) for the Smart Lock scenario as explained below.

Without prefilters (except for the proxy in the client do-
main), the MOCOP returns 185 Pareto Optimal architectures.
Therefore, as done in Section 8.2, we reduce the MOCOP to a



CSOOP. First, SL-R1 gives relevance to the reliability and DoS
resilience goals (e.g., we can set Wieliability = WDos resilience = 5),
while SL-R2 states that low latency is desirable but not cru-
cial (e.g., we can set Wiateney = 2). Conversely, SL-R3 and SL-
R4 remark that scalability, memory, bandwidth, and computa-

tional power are not relevant goals (e.g., we cansetw ... -
W

memory = Wbandwidth = Wcomputationa] power = 0) Finally, SL-
R5 requires minimizing the maintenance effort (e.g., we can set
W naintenance — 5)

As we can see from Figure 7, solving the CSOOP in Equa-
tion (2) for the Smart Lock scenario returns 1 optimal architec-
ture (i.e., the one with the highest score, 50). Intuitively, the
choice of deploying many entities in the Cloud reflects the scal-
ability, reliability, and ease of maintenance goals.

In conclusion, we show that the optimization problem for-
mulated in Section 7 recommends a different architecture for
each scenario. Intuitively, the recommendations are built upon
the requirements formulated in Section 4 which — although
reasonable due to having been elicited from the literature —
may not be representative of all eHealth, intelligent transporta-
tion systems, or smart building applications. In fact, our objec-
tive is not to propose the architectures previously identified for
real-world deployments of CAC schemes, but instead to prove
the effectiveness of the optimization problem and the flexibil-
ity in modeling different scenarios. Indeed, organizations can
use our optimization problem as a starting point, adding further
relevant goals and fine-tuning the influences of entity-domain
assignments on goals according to their context.

9. Experimental Evaluation

We now present a thorough performance evaluation of the
CAC scheme described in Section 6 and implemented in Cryp-
toAC (as discussed in Section 6.4). To this end, we design and
conduct four different experiments (EXP):

e EXP-1 - some researchers (e.g., [59, 38, 62]) argue that
IoT devices may struggle to support TLS handshakes and
key derivation algorithms. However, [oT devices may also
struggle to obtain symmetric keys of resources in CAC.
Therefore, in this experiment we compare how long it
takes for an MQTT client to set up the communication
with the broker when using CryptoAC and when using
TLS with respect to a baseline configuration — i.e., with
no security mechanism (Section 9.1);

e EXP-2 - after having established a connection with the bro-
ker (covered in EXP-1), MQTT clients publish messages
and subscribe to topics as expected according to the be-
havior of the application. This experiment concerns the
overhead imposed over the communication by the chosen
security mechanism — i.e., either TLS or CryptoAC —
with respect to the baseline configuration. In particular,
we measure the transmission time (i.e., from publisher to
subscriber) of a specific number of MQTT messages while
varying the number of publishers and subscribers to eval-
uate the scalability of TLS and CryptoAC (Section 9.2);
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Figure 8: Setup of the Experimental Evaluation

e EXP-3 - while MQTT clients communicate (see EXP-2),
the administrator likely updates the CAC policy. For in-
stance, roles may be added and permissions may be re-
moved. In this experiment, we measure the performance
of administrative actions — that is, those reported in Ta-
ble 3 for which the pseudocode was provided in Figure 3
(Section 9.3);

e EXP-4 - as explained in Sections 5.1 and 6.4, our CAC
scheme considers two policy states, i.e., Py and P,. In this
experiment, we measure how the number of users, roles,
resources, user-role, and role-permission assignments af-
fect the size of the policy states (Section 9.4).

We report a graphical representation of the setup of all enti-
ties and which are actively involved in each experiment in Fig-
ure 8. Also, we make the replication package — that is, the
software and the instructions necessary to replicate the experi-
ments — and the results of all experiments available online.*3

9.1. EXP-1 - Communication Setup

We want to measure the overhead on the com-
munication setup of  CryptoAC and  unilateral
TLSvl.3 — using a self-signed certificate and the
TLS_CHACHA20_POLY1305_SHA256 cipher, the same

used in CryptoAC — with respect to a baseline configuration.
We use the codebase of CryptoAC to implement also the
TLS and baseline configurations to avoid introducing biases
due to the use of different software across configurations
(e.g., MQTT clients other than Eclipse Paho that may have
inherently different performance). In detail — and only for this

“https://github.com/stfbk/A-Secure-and-Quality-of-Servi
ce-Aware-Solution-for-the-End-to-End-Protection-of-IoT-A
pplications
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Figure 9: Communication Setup Overhead

experiment — we remove the cryptographic computations of
the CAC scheme from CryptoAC, enabling TLS in the broker
to implement the TLS configuration, and disabling TLS for the
baseline configuration. In this way, the infrastructure remains
the same across the three configurations, allowing us to more
precisely measure the overhead of the chosen cryptographic
mechanisms (i.e., either CryptoAC or TLS). To exclude
network latency — which may sensibly vary depending on the
scenario — we deploy CryptoAC, the Mosquitto MQTT broker
(Mosquitto v2.0.18) and the Redis datastore (v.7.0-RC2) within
3 Docker containers** on the same device, that is a laptop
running Ubuntu 18.04 on an Intel(R) Core(TM) i7-11370H
and 16GB of RAM. The experiment thus consists in asking
CryptoAC — as MQTT client — to connect to the Mosquitto
MQTT broker in the three aforementioned configurations (see
Figure 8 and the replication package). Specifically, we measure
the difference in time before and after completing the Paho
.connect method; we repeat the experiment 1,000 times for
each configuration to mitigate measurement errors.

Results. We report the obtained results in Figure 9 as three
gray box plots for CryptoAC, TLS, and the baseline configu-
rations, respectively. The box plots are bounded by lower and
upper quartiles, while we compute upper and lower whiskers as
the default — i.e., 1.5 the upper and the lower interquartile
range. We represent the data points for each configuration as
grey dots, omitting those points outside of the whiskers range
(i.e., the outliers). Besides, we represent the standard devia-
tion of measures between blue whiskers. The red dot in each
box plot represents the median value for each configuration:
402.204ms for CryptoAC, 400.998ms for TLS, and 400.993ms
for the baseline. This means that TLS adds negligible overhead
to the communication setup, while CryptoAC adds an overhead
of 1.211ms. We believe that the better performance of TLS
may be (partly) due to the fact that the TLS session is unilateral
and the certificate of the broker is self-signed, hence the MQTT

“nhttps://www.docker.com/
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client is not required to verify the entire chain of trust (e.g., from
intermediate authorities’ certificates to the root certificate) to
establish the authenticity and validity of the certificate. Regard-
less, we believe that the overhead of CryptoAC (i.e., 1.211ms)
is still acceptable in the majority of IoT applications, especially
when considering that this overhead incurs just once, as Cryp-
toAC caches the symmetric keys of resources at the client-side.
Intuitively, the cache is invalidated when symmetric keys are
renewed (e.g., after a revocation). Finally, we believe that this
overhead can be reduced by optimizing the implementation of
CryptoAC and fine-tuning the parameters of the cryptographic
algorithms employed; we leave the verification of these ideas
as future work.

9.2. EXP-2 - Communication Overhead

We want to evaluate the scalability of the three configurations
— namely CryptoAC, TLS (v1.3, unilateral, with a self-signed
certificate and using the TLS_CHACHA20_POLY1305_SHA256
cipher), and the baseline configuration — using the same ex-
perimental settings of EXP-1 (see Section 9.1). To this end, we
measure the transmission time of a specific number of MQTT
messages and, to evaluate scalability, we repeat the measure-
ment while varying the number of publishers and subscribers
(see the header of Table 7). We define the transmission time
of an MQTT message as the time elapsed from the publishing
of the message in a topic and the receipt of the message by a
subscriber of that topic. Intuitively, the transmission time in-
cludes the cryptographic computations of CAC and TLS. Con-
sequently, the scalability of a configuration can be evaluated
by considering the (relative) increment in the transmission time
among repeated measurements, i.e., when increasing the num-

Table 7: Median Transmission Times (in ms) in EXP-2

. Number of Publishers (There are as many Subscribers)
Configuration

10 15 20 25 30

CryptoAC 2.0 2.0 2.0 2.0 3.0 3.0
Baseline 1.0 1.0 1.0 1.0 1.0 2.0
TLS 1.0 1.0 1.0 1.0 1.0 3.0
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ber of publishers and subscribers. In this regard, we expect
CryptoAC to exhibit higher scalability with respect to TLS. In
fact, while TLS requires the MQTT broker to de/encrypt each
MQTT message for each publisher/subscriber individually us-
ing the corresponding symmetric session key, CryptoAC dis-
tributes cryptographic computations among MQTT clients.

As in EXP-1, to exclude network latency, we deploy a spe-
cific number of instances of CryptoAC (i.e., the publishers and
the subscribers), the Mosquitto MQTT broker, and the Redis
datastore within Docker containers (more precisely, a container
for Mosquitto, one for Redis and more containers for publishers
and subscribers - 5/5, 10/10...30/30). We deploy all containers
on the same device, that is, a c6i.16xlarge virtual machine (64
vCPUs, 128 GB RAM and 8GB SSD) running Ubuntu Server
22.04 LTS provisioned through the AWS EC2 service.*® We
choose this device to ensure that each Docker container can
run in a dedicated CPU to avoid competition over computa-
tional resources (see Figure 8 and the replication package). To
prevent the Mosquitto MQTT broker from discarding MQTT
messages, we configure it to support an unlimited number of
messages in the process of being transmitted (instead of 20,
the default threshold) and queued for transmission (instead of
1,000, the default threshold) via the max_inflight_messages and
max_queued_messages parameters, respectively.*® If this was
not the case, messages exceeding the default thresholds would
be discarded by the broker — regardless of their Quality of ser-
vice (QoS) value*’ — potentially leading to biased results. Fi-
nally, to measure transmission time, we use Locust, an open-
source load testing tool,*® with the ACME extension for AC en-
forcement mechanisms.*> We refer the interested reader to the
replication package for more details.

The experiment thus consists in asking half of the instances
of CryptoAC — as subscribers — to subscribe to a topic, and
the other half of the instances of CryptoAC — as publishers —
to publish each 500 messages (with QoS 1) to that topic; we re-
peat the experiment in each of the three aforementioned config-
urations scaling the number of publishers and subscribers from
5 to 30, in steps of 5 (the upper limit accounts for the number
of vCPUs available in the virtual machine). For instance, con-
sider the run with 5 publishers and 5 subscribers (i.e., a total
number of 10 instances of CryptoAC): after establishing a con-
nection to the broker (which we do not measure — see EXP-1
for that), the 5 subscribers subscribe to a topic with QoS 1, and
then each one of the 5 publishers sends 500 MQTT messages
with QoS 1 to that topic; the total number of received MQTT
messages amounts then to 12,500 (i.e., 5 publishers sending 500
messages to 5 subscribers each, that is, 5 - 500 - 5).

Results. We report the obtained results in Figure 10, together
with the linear regressions (blue solid, purple dashed, and red
dotted lines for CryptoAC, TLS, and baseline, respectively;

45https
46ht‘cps
47https
48https
49https

://aws.amazon.com/ec2/instance-types/c6i/
://mosquitto.org/man/mosquitto-conf-5.html
://mosquitto.org/man/mqtt-7.html
://locust.io/

://github.com/stfbk/ACME
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slopes — or gradients — 0.046, 0.057, and 0.029, respectively)
computed on the median transmission times for each run of
the three configurations — we report the median transmission
times in Table 7. The results show that, in the baseline con-
figuration, the median transmission time of MQTT messages
increases by 0.029ms each time 5 publishers and 5 subscribers
are added, achieving the best results in terms of both median
transmission time and scalability. Figure 10 shows that Cryp-
toAC generally performs worse than TLS, as indicated by the
fact that the median transmission times for CryptoAC are al-
ways (equal or) higher than those of TLS. Still, the difference
in performance is limited to at most 1-2ms, an overhead ac-
ceptable in the majority of IoT applications and often domi-
nated by other factors (e.g., network latency). Moreover, we
remark that TLS provides point-to-point data protection, while
CAC provides end-to-end data protection (for a more detailed
comparison between TLS and CAC, see Section 10). Finally,
as reported in Section 9.1, the implementation of CryptoAC
can be further optimized. However, the most notable result is
that CryptoAC does exhibit higher scalability than TLS (i.e.,
0.046 < 0.057), as theorized at the beginning of Section 9.2.
As a final remark, we note that the regression lines indicate that
CryptoAC would perform even better than TLS at 110 publish-
ers (i.e., 0.046 - x + 1.533 < 0.057 - x + 0.333 when x = 110);
we leave the verification of this hypothesis — which would re-
quire dedicated hardware with non-negligible costs — as future
work.

9.3. EXP-3 - Administrative Actions

We want to evaluate the performance of the administrative
actions in our CAC scheme from three points of view: algebraic
cost, cryptographic time and administrative time. We report
the obtained results in Table 9. This experiment uses the same
hardware and software configuration of EXP-1 (Ubuntu 18.04
on an Intel(R) Core(TM) i7-11370H, 16GB of RAM, CryptoAC
and Redis datastore v.7.0-RC2 within Docker containers — see
Figure 8 and the replication package).

Algebraic Cost. This is the number and type of cryptographic
computations involved in each administrative action. We ex-
tract the algebraic costs from Figure 3, considering digital sig-
nature computations as well — i.e., a create signature compu-
tation Sign®® for each element added to P, and a verify sig-
nature computation Ver>® for each element retrieved from P..
For simplicity, we represent the cost of a cryptographic compu-
tation with the symbol of the computation itself (e.g., Gen™
represents the cost of generating an asymmetric encryption key
pair). We use the symbol | - | to indicate the cardinality of a set
(i.e., the number of its elements).

Table 8: Execution Time of Cryptographic Computations

Computation Time Computation Time
GenS® (EdDSA-Ed25519) 0.031ms Gen®™ (ECDH-X25519) 0.031ms
Gen®Y™ (XChaCha20-Poly1305)  0.003ms Enc® (XChaCha20-Poly1305)  0.156ms/KB
Dec’ (XChaCha20-Poly1305) 0.176ms/KB Enc® (ecpH.x25519) 0.098ms
Dec® (Ecpu-x25519) 0.070ms VerSi® (EdDSA-Ed25519) 0.090ms
SignSig (EdDSA-Ed25519) 0.047ms
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Table 9: Administrative Actions Performance Evaluation (in milliseconds)

Action Algebraic Cryptographic Administrative
Cost Time Time
inita() Gen™™ + Gen®® + Enc® + (3 - Sign®'®) | 0.301ms 0.773ms
addUserp(u) Sign®® 0.047ms 0.759ms
deleteU sery(u) (VerSi8+ revokeUserFromRolea(u, 1)) I{r : (u,r,—, —) € URC}|
addRoles(r) Gen®™ + Gen®® + Enc? + (2 - Sign®¢) ‘ 0.254ms ‘ 1.359ms
deleteRole, (r) (VerSi€+ revokePermissionFromRolea(r, (f,OPY)) -{f : (r, f,— — — — — =) € PA¢}|
addResourcea(f,fc, Enfe) (2 - SignSi8) + GenS'™ + Encf + Enc® | 0.195ms + 0.156ms .592ms + 0.156ms,
ddR (f.fe,Ent) (2 - SignS®) + Gen™™ + Enc? + EncS|0.195 0.156ms/KB 1.592 0.156ms/KB
deleteResources(f) No cryptographic computation involved 1.622ms
assignUs(u.r) Dec® + Enc® + Sign'® + VerSis 0.305ms 4.391ms
If(r, f,—— === —) ¢ PAc, then (G- |If (r, f,—,—,—,—,—, =) ¢ PAc, then|If (r,f,—,—,—,—,—,—) ¢ PA, then
assignPermissionToRolea(r, {f,op)) Ver>®) + Sign® + Dec’ + Enc), else |0.485ms, else 0.137ms 5.312ms, else 1.587ms
(VerSi¢ + Sign’ig)
Gen™ + Gen® + Dec? + (2- VerSi®) +|0.359ms  + (0.235ms) -[{u’  :/0.842ms + (1.292ms) -|{/
Sign%® + (Ver® + SignS® + Enc®) - (/,r,—,—-) € URe A « #|W.,r-,-) € URc A u #
. ’ ’
Pl TRl fu" 2 @' r,—,—) € URc Au # ul| +|u}| + [{f Bifo=o=0=0=5=9=) E|Hlll + [/ Bis======) &
revokeUserfromROleAW, D) e £~ — = —.—) € PACII- (2- | PAJHO375ms  +  (0.325ms)|PAJIG217ms & (1.649ms)
(VerSe + SignS'®) + Gen™™ + Enc® +|-({(". /) : (7. f .= = — = —.— ) |- 1) === == =) €
(2- VerSi# + SignS€ + EncP) - ({(7, ) : | PAc A P # 1)) PA. AT # 1))
o, == === ) € PAc AT #
1))
VerSi® + (f (1, f, =, =, =, —,—,0p") €|0.000ms + Gif (, f, —, =, =, =, —, 0p"") €| 0.950ms + (f (r, f, =, =, =, =, —, 0p") €
o PAc A op” C op, then (Vers‘g. +|PAc A op” c op, then|PA. A op” c op, then
revokePermissionFromRolea(r,(f,0P)) GenS'™+Sign®+(2-VerS€ +Sign®8+|(0.140ms + (0.325ms) |{#  :[(1.480ms + (3.500ms) -{{r'  :
Enc®) - (v : (7, fi— === =) €| fim - L) EPAAY £, fom === = — Y€ PACAY % 1)),
PAc A7 # 1)), else if op Nop” # 0 |else if op Nop” # 0 then 0.047ms) else if op N op”” # 0 then 0.269ms)
then Sign®'#)

Cryptographic Time. This is the time obtained by summing the
execution time — when run in CryptoAC — of each crypto-
graphic computation involved in each administrative action. As
said in Section 6.4, we choose the Sodium®® cryptographic li-
brary that uses ECDH-X25519 for asymmetric en/decryption,
EdDSA-Ed25519 for asymmetric signature creation/verifica-
tion and XChaCha20-Poly1305 for symmetric en/decryption.
The most data asymmetrically encrypted and decrypted in one
computation — thus, the worst case for the performance of
Enc® and Dec® (as shown in Section 9.4) — are the four keys
of a role in UR, (that amount at 160 bytes), while the execu-
tion times for Enc® and Dec’ are calculated per KB. Finally,
the most data from which signatures (that are 64 bytes long) are
generated — thus, the worst case for the performance of Sign®i#
and VerS® — are 460 bytes (i.e., the biggest block of data that
is produced in P, as later discussed in Section 9.4 and shown
in Table 10).

Administrative Time. This is the time of each administrative
action when running CryptoAC, including both cryptographic
computations, the overhead of the implementation (i.e., acces-
sory code such as consistency checks), and the interactions
among entities as well (e.g., connection toward the Redis data-
store). We employ kotlinx.benchmark’' as a library for run-
ning benchmarks, where each benchmark consists in executing
an administrative action.

Ohttps://libsodium.gitbook.io/doc/
S'https://github.com/Kotlin/kotlinx-benchmark

Results. We report the obtained results in Table 9. From
the table, we can see that the administrative time of all
administrative actions is reasonably bounded to a few mil-
liseconds (from 0.759ms for addUsers(u) to 5.312ms for
assignPermissionT oRoles(r,{f,op))). However, we can also
see that the performance of 4 administrative actions depends
on the state of the AC policy (e.g., on the number of role-
permission assignments). We explore this aspect more in detail,
focusing on revokeU serFromRolea(u,r) (Section 9.3.1) and
revokePermissionFromRoles(r,{f,op)) (Section 9.3.2), since
the performance of deleteU sers(u) and deleteRole,(r) can be
then derived easily.

9.3.1. Revoking a User From a Role

The performance of revoking a user u from a role » — which
requires renewing r’s keys as well as the keys of all resources
u could access through r — is influenced by three parameters:
(i) the number of other users to which r’s new keys have to
be distributed (i.e., {v’ : W',r,—,—) € UR. A u' # u}]), (ii)
the number of resources for which a new symmetric key has

to be distributed (i.e., |{f : (r, f,—,—,—,—,— —) € PA.}|) and
(iif) the number of other roles to which the new symmetric keys
have to be distributed (i.e., {(*/, f) : (*/, f',— -, —,— —,—) €

PA. A ¥ # r}|). Hence, we measure the performance of the
action revokeU serFromRoles(u, r) by varying these three in-
fluencing parameters — one at a time — from 1 to 500 by a
step of 5. We report the results in Section 9.3.1 together with
the linear regressions (blue solid lines, slopes — or gradients
— 1.071, 3.827 and 0.997, respectively). Moreover, we also re-
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Figure 12: Performance of revokePermissionFromRoles(r,{f, op))

port the linear regressions on the “Cryptographic Time” (green
dashed lines, slopes 0.235, 0.700, and 0.325, respectively) and
the “Administrative Time” (purple dotted lines, slopes 1.292,
4.886, and 1.649, respectively) that we compute by simply mul-
tiplying the corresponding values in Table 9 for each point on
the X axes (i.e., from 0 to 500 by a step of 5).

9.3.2. Revoking a Permission From a Role

The performance of revoking all permissions from a role r
over a resource f — which requires renewing f’s symmet-
ric key — is influenced by 1 parameter, that is the number
of other roles to which f’s new key has to be distributed, i.e.,

the performance of revoke PermissionFromRole,(r,{f,op)) by
varying this influencing parameter from O to 500 by a step of
5. We report the results in Figure 12 together with the linear
regression (blue solid line, slope 1.642). Moreover, we also re-
port the linear regression on the “Cryptographic Time” (green
dashed line, slope 3.500) and the “Administrative Time” (purple
dotted line, slope 0.325) that we compute by simply multiply-
ing the corresponding values in Table 9 for each point on the X
axis (i.e., from 0 to 500 by a step of 5).

Discussion. Figures 11 and 12 show that the cryptographic and
the administrative time are, respectively, a lower and an up-
per bound to the actual execution time. These results are rea-
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sonable, as administrative actions in CryptoAC have — in ad-
dition to cryptographic computations — computational costs
(e.g., connection toward the Redis datastore) that, however, are
incurred only once regardless of the state of the policy. Also,
the slopes of the linear regressions give an idea of how much
costs increase depending on the influencing parameters. For
instance, the cost for revokePermissionFromRoles(r,{f, op))
increases by 0.979ms (see Figure 12) for each role to which
f’s new key has to be distributed. Overall, the slopes
suggest good scalability, especially when considering that
the influencing parameters of revokeU ser FromRole,(u, r) and
revokePermissionFromRole4(r,{f, op)) concern the number of
users, roles and resources involved in these actions, and not the
total number of users, roles and resources in P, — which may
be higher. Finally, we highlight that administrative actions can
be executed in more powerful devices than IoT, and that they
can be scheduled for when the application is usually idling or
unloaded (e.g., during the night).

9.4. EXP-4 - Policy States Size

The size of Py and P, in our CAC scheme can be easily
determined from the corresponding definitions (Table 4) and
the implementation details of CryptoAC such as the crypto-
graphic algorithms employed and the configuration of Redis
(see Section 6.4), thus without running an actual experiment.
We manually measure the size of other elements of P, — e.g.,
Encjo (k““c Kdec gver Sig )— by running CryptoAC.

(rve) 7 (rve)” T (ryy)? ()

Results. We report the size of each set of P¢ and P, in Table 10.
To give an intuition of the size of the metadata in a realistic
scenario, we consider RBAC policy states mined — that is, ex-
tracted — by Ene et al. [31] from real-world datasets, which we
report in Table 11 along with the corresponding size of Py and
P. (computed by simply multiplying the numbers in Tables 10
and 11 for each set). From the table, we can see that the emea
state produces the biggest policy size, that is 867KB for P; and
2,443KB for P.; when summed, the overall size of metadata
is around 3MB, which we believe to be reasonable in terms of
absolute size.

10. Security Comparison with TLS

We now discuss and compare the security properties offered
by our CAC scheme (presented in Section 6) with respect to



Table 10: Size of Metadata

Pt Pc
Symbol Size (in bytes) Symbol Size (in bytes)
ue Uy 50 (14, pu- KE™, KYF) € U, (50,50, 32,32) = 164
reR; 50 (1, P KRS KIS Vi) € Re (50, 50, 32, 32, 8) = 172
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TLS. We report the comparison in Table 12 and explain each
property below.

Confidentiality. The property for which a given message can be
read only by the intended recipient(s). As shown in Section 6.3,
CAC provides end-to-end confidentiality. In fact, in CAC a
message can be read — that is, decrypted — by the subscribers
of the corresponding topic only. Conversely, TLS offers hop-to-
hop confidentiality only, thus mediating agents (e.g., the Edge
provider operating the broker) can easily read messages.

Integrity. The property for which any alteration of a message
can be noticed by the intended recipient(s). Both our CAC
scheme and TLS provide integrity by using Message Authen-
tication Codes (MACs) in AEAD (see Section 6.4 and [10]).
However, while CAC provides end-to-end integrity, TLS offers
hop-to-hop integrity only. In other words, when using TLS, me-
diating agents could potentially modify messages without the
clients noticing.

Network-Level Security Properties. We consider two security
properties at the network level: forward secrecy and replay at-

Table 11: RBAC Policy States from [31] and Policy Size

State Set Size (in KB)
Ul IR |FI  |URl |PA] | Py P,
domino| 79 20 231 75 629 85 257
emea 35 34 3,046 35 7,211 | 867 2,443
firewall 365 60 709 1,130 3,455 | 506 1,654
firewall 325 10 590 325 1,136 | 189 592
healthc| 46 13 46 55 359 | 46 143
univers| 493 16 56 495 202 96 369
Table 12: Comparison on Security Properties
Security Property CAC TLS
_ Point-to-Point
Confidentiality End-to-end X
Inteerit Point-to-Point
grty End-to-end X
Forward Secrecy X
Network-Level Replay Attack Protection
. Replay Attack Protection n/a
SRR S Authorization n/a
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tack protection. The former is the property by which the com-
promise of a client’s private key — where the compromise hap-
pens in the future — does not compromise the confidentiality
of messages exchanged by that client in the past. The latter is
the property for which — at the network level — past messages
cannot be replayed by an attacker in such a way to be accepted
by (honest) clients. While the new version of TLS (v1.3) pro-
vides forward secrecy by default thanks to ephemeral key pairs
in the Diffie-Hellman key agreement protocol (see [56]), our
CAC scheme does not provide forward secrecy. Indeed, the
compromise of a user u’s private key k9 would allow an at-
tacker to decrypt past (symmetric keys and then) messages to
which u had access at the time. Nonetheless, we note that the
value of information for data exchanged in IoT applications typ-
ically decreases over time [6], hence reducing the impact of a
successful attack. Furthermore, the impact of an attacker —
intended as the number of messages the attacker can read af-
ter having compromised a user’s private key — can be reduced
by periodically rotating users’ (and roles’) private keys. Re-
garding replay attack protection (at the network level), both our
CAC scheme and TLS provide this property thanks to the use
of AEAD which allows adding contextual information — such
as nonces, version numbers, and timestamps [55] — when cre-
ating a ciphertext (see Section 6.4).

Application-Level Security Properties. We consider two secu-
rity properties at the application level: authorization and replay
attack protection. The former is the property for which it is
possible to define and enforce AC policies. The latter is the
property for which — at the application level — past messages
cannot be replayed by an attacker in such a way to be accepted
by (honest) clients. Intuitively, CAC intrinsically provides au-
thorization, whereas TLS does not. Regarding replay attack
protection (at the application level), our CAC scheme provides
this property thanks to the use of AEAD. However, similarly to
the integrity property, we note that, when using TLS, mediat-
ing agents could potentially replay messages without the clients
noticing. Being TLS a security mechanism at the network level,
we mark these two properties as not applicable (n/a) to TLS in
Table 12.

From Table 12 it is easy to see that our CAC scheme, al-
though providing several properties, is not a “silver bullet” se-
curity mechanism. Instead, its adoption should be evaluated
on a case-by-case basis according to the underlying scenario
(e.g., if forward secrecy is a stringent requirement, then our
CAC scheme alone would not be an adequate solution) More



importantly — as also mentioned in Section 1 — we remark
that our CAC scheme can be used in synergy with other secu-
rity mechanisms, so to achieve a more complete and throughout
protection of sensitive data.

11. Discussion

We now elaborate on the implications as well as the limita-
tions of our work in the broader context of data protection in
IoT applications.

Implications. As already generally considered by other re-
searchers (see similarities and differences in Section 2 and Ta-
ble 2), our CAC scheme combines two separate security as-
pects: AC policy enforcement and end-to-end protection for
data in transit. This combination provides a foundation for re-
search on broader, lightweight solutions that, however, not only
protect data from unauthorized access but also do so in a man-
ner that is aware of quality of service. In fact, a key contribution
of our work is (the extension of) the optimization methodology
in [12] that accounts for objectives like scalability and reliabil-
ity while also managing risk from likely attackers. In fact, we
argue that security is not absolute, and its achievement must
instead be balanced through trade-off analysis with that of per-
formance goals and trust assumptions relevant to the underly-
ing scenario [11]. In other words, our work underscores the
necessity for nuanced security mechanisms that are mindful of
quality of service. Furthermore, we show how the same secu-
rity mechanism may be flexibly deployed in multiple IoT ap-
plications — namely, Remote Patient Monitoring (Section 4.1),
Cooperative Maneuvering (Section 4.2), and Smart Lock (Sec-
tion 4.3) — each with its own performance goals and trust as-
sumptions. The use of the same or similar security mechanisms
— although differently configured — may enable or at least fa-
cilitate the integration of IoT applications deployed in different
scenarios, enabling the development of innovative yet secure
services. Finally, our CAC scheme is designed for topic-based
publish-subscribe protocols such as the widely used MQTT. In
fact, grounding novel security mechanisms to real-world tech-
nologies allows for reducing integration overhead, leading to
practical deployments and accelerating their adoption and po-
tential impact. Summarizing, we hope our work will stimulate
research on comprehensive (i.e., combining multiple security
aspects), quality of service-aware, cross-scenario, and readily
deployable security mechanisms for data protection in IoT ap-
plications.

Limitations. Intuitively, our work also presents some limita-
tions. First, as discussed in Section 10, our CAC scheme does
not inherently provide forward secrecy; compromise of users
private keys at a future time could enable an attacker to de-
crypt past messages — if those messages and all correspond-
ing keys had been cached. While forward secrecy could be
achieved in part by periodically rotating keys or by blending in
more sophisticated cryptographic techniques (e.g., employing
ephemeral keys), these additions would introduce further com-
plexity and computational overhead. Then, the chosen RBAC
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model may be sufficient for many IoT applications but is not
fine-grained and does not capture dynamic and contextual con-
ditions. To this end, we suggest integrating traditional AC with
CAC, at the cost of addressing collusions. More advanced
context- or attribute-based models (e.g., ABAC) are feasible to
incorporate but may require re-engineering policy representa-
tion or a higher computational overhead. Moreover, certain ad-
ministrative actions — particularly, revocation of permissions
— entail key rotations which may become intensive in large-
scale IoT applications. Although our experiments show that re-
vocation remains generally bounded to a few milliseconds (see
Section 9.3), a surge of simultaneous revocation actions may
increase execution time or lead to synchronization challenges
when real-time or near-real-time reactions are required. Finally,
as we discuss in Section 6.4, CryptoAC is not yet production-
ready and several other implementation-level aspects (e.g., ro-
bust key management, continuous vulnerability monitoring, au-
diting compliance) would need to be considered.

12. Conclusion

In this paper, we addressed the problem of quality of service-
aware end-to-end protection of IoT communications in pres-
ence of external attackers, malicious insiders, and partially
trusted agents. First, we introduced a CAC scheme for en-
forcing RBAC policies. Then, we formalized an optimization
problem to fine-tune the deployment of the entities compos-
ing our CAC scheme to find the best trade-off between secu-
rity and quality of service. To demonstrate the benefits of our
contributions, we discussed the use of our CAC scheme and
the application of our optimization problem in 3 different sce-
narios for IoT applications (i.e., Remote Patient Monitoring,
Cooperative Maneuvering, and Smart Lock). In this regard,
we highlight that our CAC scheme can ideally be applied to
any application employing topic-based publish-subscribe pro-
tocols — not limited to IoT but also including, e.g., cloud native
applications [16]. Finally, we implemented our CAC scheme
into an open-source tool named CryptoAC>? and conducted a
thorough performance evaluation considering 4 different exper-
iments. The results show that CryptoAC offers greater scalabil-
ity than TLS, although entailing a non-negligible administrative
overhead (see Section 9.3). Besides performance, we also com-
pared the security properties offered by our CAC scheme with
respect to TLS. Despite its limitations (see Section 11), our
CAC scheme and its implementation in CryptoAC address an
important niche in IoT communications security, offering a uni-
fied way to cryptographically protect data and enforce AC di-
rectly at the application level. In addition, the formalization of
the optimization problem enables a rigorous yet flexible trade-
off analysis, allowing for evaluating the adoption (and config-
uration) of our contributions on a case-by-case basis according
to the performance and security requirements of the underlying
scenario.

https://cryptoac.readthedocs.io/
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Future Work. We can identify a number of compelling research
directions stemming from our work. First, we are working to
extend our CAC scheme with ABE to allow for enforcing more
expressive and fine-grained ABAC policies. In particular, we
plan to refer to the well-established NIST SP 800-162 [40] as a
starting point to identify an ABAC model describing the com-
plete set of available actions for ABAC (as done for core RBAC
in Table 3). Concerning the type of the underlying ABE cryp-
tosystem, we are considering CP-ABE over KP-ABE since, as
argued in [66], CP-ABE is more suitable than KP-ABE for
enforcing AC policies. Moreover, we plan to investigate the
use of sticky policies, similarly to the work in [61]. This re-
search direction would also allow us to investigate the integra-
tion of CAC with context-based triggers (e.g., date and time)
for contextually-aware AC policy enforcement as done in, e.g.,
[24]. Again, we highlight that the combination of CAC with tra-
ditional (e.g., centralized) AC enforcement mechanisms comes
at the cost of addressing possible collusions between users and
the (agents managing the) traditional enforcement mechanisms.
At the same time, we are designing a CAC scheme that can be
applied to data both in transit and at rest — hence, aiming to
ensure comprehensive protection for data. Besides, we are in-
vestigating the use of TEEs for guaranteeing confidentiality and
integrity in IoT scenarios, as in [60], and to provide different
levels of security, as in [47]. We also plan to further develop
the optimization problem discussed in Section 7 by implement-
ing it into an algorithm to be integrated with orchestrators (e.g.,
Kubernetes>®) and other open source technologies (e.g., FogAt-
las>*) for managing Cloud-native applications. Moreover, as
said at the end of Section 9.2, CryptoAC may perform bet-
ter than TLS — in terms of absolute communication overhead
— when considering 110+ publishers; hence, we plan to con-
duct further experiments with a higher number of publishers
and subscribers to verify such hypothesis. Finally, we aim to
consider additional metrics in the experimental evaluation (e.g.,
energy efficiency, computational overhead) to provide a more
comprehensive understanding of the performance of our CAC
scheme and its implementation in CryptoAC.
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