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Abstract

While the security analysis of Access Control (AC) policies has received a lot of attention, the same cannot be said for their
enforcement. As applications become more distributed, centralized services a bottleneck, and legal compliance constraints stricter
(e.g., the problem of honest but curious Cloud providers in the light of privacy regulations), the fine-tuning of AC enforcement
mechanisms is likely to become more and more important. This is especially true in scenarios where the quality of service may
suffer from computationally heavy security mechanisms and low latency is a prominent requirement. As a first step towards a
principled approach to fine-tune AC enforcement mechanisms, this paper introduces a methodology providing the means to measure
the performance of such mechanisms through the simulation of realistic scenarios. To do so, we base our methodology on Business
Process Model and Notation (BPMN) workflows — that provide for an appropriate abstraction of the sequences of requests (e.g.,
access a resource, revoke a permission) sent toward AC enforcement mechanisms — to evaluate and compare the performance of
different mechanisms. We implement our methodology and use it to evaluate three AC enforcement mechanisms representative of
both traditional centralized — i.e., the Open Policy Agent (OPA) and the eXtensible Access Control Markup Language (XACML)
— and decentralized AC — i.e., the CryptoAC tool.
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1. Introduction

Access Control (AC) is a fundamental component of any
cyber-physical application [3]. Samarati and De Capitani di
Vimercati [42] defined AC as “the process of mediating every
request to resources maintained by an application and deter-
mining whether the request should be granted or denied” and
divided it into three levels:

e AC Policy (or “policy”): this abstract level consists of
statements declaring what users can perform what actions
on what resources. The policy is usually defined by the
owner of the resources or the administrator of the applica-
tion — the administrator is a user with special privileges;

e AC Model (or “model”): this intermediate level is a for-
mal representation of the policy giving the semantics for
granting or denying users’ requests. The model is usually
chosen from a list of known and consolidated models, e.g.,
Role-Based Access Control (RBAC) [43], Attribute-Based
Access Control (ABAC) [26];

e AC Enforcement Mechanism (or “mechanism”): this con-
crete level is the hardware and software enforcing the pol-
icy based on the chosen model. Hereafter, we consider
software-only AC enforcement mechanisms. The concept
of AC enforcement mechanism is equivalent to the concept
of AC mechanism defined in the Special Publication (SP)
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800-162 of the National Institute of Standards and Tech-
nology (NIST) [26] as the component that receives users’
requests and produces (and sometimes enforces) an access
decision.

As these levels are independent of each other, there may ex-
ist several mechanisms for the same model (and policy). This
flexibility allows organizations to select the best mechanism
for enforcing their policy under the chosen model, based on
their requirements and those of the underlying scenario. For
instance, a large international company operating in the health-
care sector may need a robust mechanism capable of enforcing
AC policies following a rigid structure. Therefore, such a com-
pany may select one of the several implementations'->:3 of the
eXtensible Access Control Markup Language (XACML) stan-
dard,* an OASIS standard comprising a language, a reference
architecture and a dedicated protocol to express and evaluate
AC policies based on an extension of the ABAC model. Dif-
ferently, a small private clinic with no internal infrastructure
may want to avoid the complexity of XACML and favor a more
portable and easy-to-use AC enforcement mechanism. There-
fore, such a clinic may choose the Open Policy Agent (OPA),> a
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cloud native open-source AC enforcement mechanism provid-
ing a high-level declarative language (called Rego) to specify
AC policies (both RBAC and ABAC). However, both XACML
and OPA expect AC policies to be enforced in a centralized
fashion, an approach which comes with both benefits (e.g., ease
of deployment and maintainability) but also drawbacks. For
example, the use of XACML by a large number of users in the
aforementioned international company scenario could lead to a
degradation of the user experience due to the intrinsically lim-
ited scalability of centralized services and network saturation
[1]. Similarly, the offloading of AC policy decisions to OPA
when operated by (honest but curious) Cloud providers could
threaten the privacy of the clinic patients’ data [5]. Therefore,
both the company and the clinic may consider the use of Cryp-
tographic Access Control (CAC) [7, 21], which employs cryp-
tography as a means to guarantee confidentiality and integrity
of sensitive resources while enforcing AC policies in a decen-
tralized fashion, hence being suitable for scenarios lacking a
fully-trusted central entity [5]. In CAC, data are encrypted,
and the permission to access the encrypted data is embodied
by the secret decryption keys, which are distributed to autho-
rized users only by a single administrator. Hence, in CAC the
administration of the policy is still centralized — avoiding syn-
chronization and consistency issues — while the enforcement is
pre-compiled and embedded into the (distribution of the) secret
decryption keys — solving the problems affecting centralized
services. On the other hand, CAC might incur non-negligible
overhead due to the cryptographic computations involved [6],
an aspect that an organization should carefully assess. Gener-
alizing, an organization may need to compare different mech-
anisms through the evaluation of subjective conditions such as
commercial and open-source license terms, monetary costs, in-
tegration with existing software — which, by definition, cannot
be measured easily — and objective metrics such as scalabil-
ity, response time and throughput. These 3 metrics — grouped
under the term “performance” hereafter — are fundamental to
evaluate the suitability of a mechanism in a specific scenario.
This is especially true in emerging application fields such as In-
telligent Transportation System (ITS) where, e.g., low latency
is often a strict requirement [13] and, in general, any Internet
of Things (IoT) scenario where, due to the presence of con-
strained devices and unreliable networks, the quality of service
may suffer from computationally demanding or network-heavy
mechanisms. Another crucial aspect for evaluating mechanisms
is assessing their logical security — that is, the security of the
AC model they implement (e.g., in terms of soundness). We
highlight that this aspect is out of the scope of our work, as
we focus on the enforcement level of AC; the interested reader
may refer to the rich literature already existing on the topic of
AC model security (e.g., see [31, 18, 54]).

1.1. Performance Evaluation of Access Control Mechanisms

Performance evaluation is therefore a fundamental step to
compare mechanisms and assess their suitability for a given
scenario. Unfortunately, mechanisms both commercially avail-
able and proposed in the literature often lack a performance

evaluation, or they just present a theoretical analysis with-
out running any concrete experiment (see Section 2.2). In
some cases, the performance of these mechanisms is measured
through synthetic micro-benchmarks, which consist in making
mechanisms evaluate single requests (e.g., read a resource) re-
peatedly, often while ranging, e.g., the number of roles (e.g.,
[6]) or attributes (e.g., [38, 34]) in the AC policy. Simply put,
micro-benchmarking evaluates a mechanism focusing on its
functionalities, i.e., from the developers’ point of view. How-
ever, in this work we argue that micro-benchmarks are not rep-
resentative of a realistic use of AC enforcement mechanisms, as
they cannot assess the overall user experience in the use of the
application, i.e., from the users’ point of view. Instead, we be-
lieve that a more realistic approach would be to evaluate the per-
formance of a mechanism under a specific sequence of requests
derived from a realistic (business) process. Moreover, this se-
quence should include both users’ (e.g., access a resource) and
administrative (e.g., assign a permission) requests. The ratio-
nale is that organizations use AC enforcement mechanisms to
evaluate users’ and administrative requests while performing a
specific business process. For instance, the request of a ware-
house worker to read the store inventory database (e.g., to check
the availability of a product) could be part of a (much larger)
order fulfillment process which includes several other activi-
ties (e.g., remove an article from the catalog, create an order
procurement request, send an invoice to the employees of the
billing office, update the catalog with a new article). Therefore,
while a micro-benchmark would evaluate the performance of
an AC enforcement mechanism in relation to, e.g., the store in-
ventory read activity alone, a more comprehensive evaluation
would consider the whole order fulfillment process. Even more
realistically, the performance of a mechanism should be evalu-
ated through the concurrent and intertwined execution of more
instances of different business processes of the same organiza-
tion (e.g., order fulfillment, shipment, payment) to simulate a
representative scenario. Indeed, we claim (as we later empiri-
cally show in Section 7.4) that the usage of an AC enforcement
mechanism — and, consequently, its performance — largely
depends on the business processes defining the kind and number
of requests sent to the mechanism, i.e., on the specific scenario;
unfortunately, micro-benchmarking cannot capture this funda-
mental aspect, as we further discuss in Sections 4.3 and 7.4.
While it is reasonable that no mechanism is better than the oth-
ers in all scenarios — and that performance should be carefully
evaluated on a case-by-case basis — to the best of our knowl-
edge, no alternative to micro-benchmarking is available to eval-
uate the performance of AC enforcement mechanisms.

1.2. A Methodology for Realistic Performance Evaluation

In this paper — which derives from research conducted in
Berlato’s PhD thesis [4] — we propose a methodology allow-
ing organizations to evaluate and compare the performance (i.e.,
scalability, response time, and throughput) of AC enforcement
mechanisms for their scenarios. We report a graphical repre-
sentation of our methodology in Figure 1.5 To ensure a realistic
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evaluation, we rely on Business Process Model and Notation
(BPMN), which is the standard most widely adopted by orga-
nizations to carry out business processes modeled as workflows
[8, 40, 33] — a workflow is, essentially, a series of activities. In
case an organization does not use BPMN, we remark that there
is an extensive body of literature on process mining for BPMN
— that is, extracting BPMN workflows, usually from event logs
(e.g., see [29]). Besides traditional business processes, we note
that BPMN is also used to model (even automated) processes in
emerging application fields (e.g., IoT-based scenarios) [35, 28].
In detail, our contributions can be described as follows:

e we propose a procedure called AC state-change rule ex-
traction procedurE (ACE) to derive realistic sequences of
requests (e.g., revoke a permission, access a resource)
from workflows automatically. Following a well estab-
lished formal semantics (see [15]), ACE maps an input
workflow specified in BPMN to a particular class of Petri
nets, called WorkFlow (WF) nets (step 1 in Figure 1).
Then, ACE computes the topological ordering of the WF
net — represented as a graph — to find all executions, i.e.,
all possible ways in which it is possible to achieve the busi-
ness goal modeled in the corresponding workflow (step 2).
Finally, ACE decorates the executions with relevant infor-
mation extracted from the workflow (step 3) to then derive
sequences of requests (step 4);

e we design a simulator tool called Access Control Mech-
anisms Evaluator (ACME) to evaluate and compare the
performance of AC enforcement mechanisms on the se-
quences of requests derived by ACE. More precisely,
ACME allows an organization to specify which types of
these requests to consider during the performance eval-
uation (i.e., the Types of Requests in Figure 1); for in-
stance, an organization may be interested in evaluating
a mechanism based on users’ but not administrative re-
quests. ACME is composed of two modules, i.e., the ini-
tializer and the engine. The initializer allows setting the
initial AC policy state (step 5) — where the AC policy state
(or just “state”) defines the elements present in the policy
(e.g., users, roles, attributes, resources, permissions) — by
combining the output of ACE and the types of requests
chosen by the organization with a State Blueprint (we ex-
plain the concept of blueprint in detail in Section 3.3.1).
Alternatively from what is represented in Figure 1, the
state can also be directly specified by organizations as rep-
resentative of their internal structure — e.g., number of
employees and qualifications. Then, the engine executes
the sequences of requests (limited only to those types spec-
ified by the organization) derived by ACE — reflecting the
execution of workflows — in the given AC policy state —
determined by either the initializer or the organization —
to evaluate the performance of the mechanism under eval-
uation (step 6). The engine also supports the concurrent
and intertwined execution of more sequences of requests
corresponding to different business processes;

¢ to demonstrate that our methodology — composed of ACE
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Figure 1: High-Level Graphical Representation of our Methodology

and ACME — provides a robust basis for evaluating and
comparing the performance of AC enforcement mecha-
nisms realistically, we use it to evaluate three mechanisms:
the OPA and the AuthzForce Server (Community Edition)
open-source implementation of XACML — representa-
tive of traditional centralized AC — and the CryptoAC’
[6] implementation of CAC — representative of decentral-
ized AC. We also compare the results of our methodology
against those obtained from micro-benchmarks, confirm-
ing our claim that the latter may not always suggest the
best mechanism for a given scenario.

The rest of the paper is organized as follows. In Section 2, we
discuss related work, while in Section 3 we introduce the back-
ground. In Section 4, we give an overview of our methodology,
and present ACE and ACME in detail in Sections 5 and 6, re-
spectively. Then, we use our methodology to evaluate OPA,
XACML and CryptoAC, and discuss the obtained results, com-
paring them against micro-benchmarking in Section 7. We con-
clude the paper with final remarks and future work in Section 8.

2. Related Work

Below, we first review proposals in the literature to infer in-
formation concerning AC policies and requests from workflows
modeling business processes (Section 2.1) — thus, related to
ACE. Then, we investigate how performance evaluation is con-
ducted in works presenting novel AC enforcement mechanisms
and analyze the solutions proposed to evaluate the performance
of such mechanisms (Section 2.2) — thus, related to ACME.

2.1. Infer Access Control Information from Workflows
Domingos et al. [16] propose a technique to infer (parts of)
RBAC policies from workflows represented as Unified Model-
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ing Language (UML) activity diagrams. The authors identify
roles by assuming the presence of UML supply objects defin-
ing what qualification (i.e., role) is required to perform a certain
activity. Consequently, each role has permission to carry out
the activity to which it is connected through the UML supply
object. Regarding resources, the authors assume that all activ-
ities have generic input and output by default. The authors in
[53] propose a model to express RBAC policies in workflows.
The model takes as input a workflow encoded as a partially
ordered set of activities and a set of roles with permission to
carry them out. Each activity (e.g., prepare a purchase order)
already includes what information is required (e.g., amount of
items and price per item) and what is produced (e.g., expense
report). In other words, the authors assume to receive as input
the roles and the resources, from which they infer the corre-
sponding permissions. In [20], the authors propose an enhanced
RBAC model specific for business workflows. Their approach
takes as input a workflow represented as a UML-like activity
diagram, along with a textual description of the expected ac-
tivities. The authors infer RBAC policies manually, extracting
roles from the description (i.e., the semantics) of the activities.
At the same time, they consider the activities themselves to be
the “resources” over which to distribute permissions. Also Ud-
din et al. [48] propose an enhanced RBAC model for work-
flows. As the focus of the authors is on the dynamicity of the
authorizations and not on deriving AC information, they con-
sider a single workflow and manually extract roles, permissions
and resources from the semantics of the activities. Then, they
complement the RBAC policy by deciding what and how many
users are present and the assignments of users to roles. The
authors expect their policy to be enforced by a XACML-based
enforcement mechanism.

Summarizing, all these approaches expect workflows to be
represented either as UML activity diagrams or in a custom for-
mat, while in our work we address workflows in BPMN — the
standard most widely adopted for modeling business processes
[8, 40, 33]. Moreover, these approaches expect (part of) AC in-
formation to be either provided as straight input (i.e., [53]) or
expressed through ad-hoc artifacts (e.g., UML supply objects
in [16]) or embedded in the textual description of the activities
[20, 48]. Instead, ACE infers information concerning AC poli-
cies and requests from workflows automatically based on their
syntax and that of BPMN symbols. Moreover, ACE also enu-
merates all possible executions of workflows with the goal of
benchmarking AC enforcement mechanisms.

2.2. Performance Evaluation of Access Control Mechanisms

Researchers usually measure the performance of AC enforce-
ment mechanisms with micro-benchmarks which, however, are
not representative of a realistic scenario, although some works
propose techniques to evaluate (more or less generic) mecha-
nisms. Below, we discuss the most relevant of these works.

2.2.1. Micro-benchmarks

In [38], the authors propose an AC enforcement mechanism
based on XACML for smart energy grids to protect safety-

relevant settings from either (unauthorized) malicious or (au-
thorized) accidental changes. The authors measure the average
response time of their mechanism for 1,000 requests to change
safety-relevant settings with different combinations of CPUs
and RAM, varying the AC policy by considering two sizes of
attribute sets (10 and 100 attributes). Martinelli et al. [34] pro-
pose a mechanism for OPC-UA-based industrial control appli-
cations allowing to define complex AC policies with continu-
ous evaluation of requests, i.e., with the possibility of stopping
previously authorized actions when the policy conditions are
not satisfied anymore. To measure the response time of their
mechanism, the authors put a bound on the computational re-
sources available, and then run experiments while varying the
number of attributes in the policy. In [6], the authors propose
the CryptoAC tool to enforce RBAC policies through cryptog-
raphy. The authors measure the response time of CryptoAC
by invoking all CryptoAC’s APIs separately while ranging the
number of roles, resources, and assigned permissions. Ah-
mad et al. [1] investigate Cloud- and Edge-based ABAC en-
forcement mechanisms for distributed applications (e.g., smart
home). Then, the authors propose a novel mechanism and eval-
uate its response time in Amazon Web Services (AWS) through
micro-benchmarks, measuring the impact of Cloud vs. Edge
deployment of the mechanism along with different attribute
storage and retrieval strategies.

Summarizing, we find that the performance of AC enforce-
ment mechanisms proposed in the literature is usually (either
not measured or) evaluated through micro-benchmarks, i.e., by
measuring the response time of single requests while varying
specific elements of the AC policy like the number of roles (e.g.,
[6]) or attributes (e.g., [38, 34]). Moreover, the response time is
often the only metric evaluated, while scalability and through-
put are not considered. ACME, instead, aims at measuring the
performance (i.e., scalability, response time, and throughput) of
a mechanism throughout the intertwined execution of more in-
stances of several workflows representative of the business pro-
cesses of a specific scenario, thus considering the overall user
experience from the users’ point of view rather than focusing
on single functionalities of the mechanism from the develop-
ers’ point of view (as also discussed in Section 1.1).

2.2.2. Dedicated Techniques

In [47], the authors evaluate the response time of 3 open-
source XACML implementations with different combinations
of XACML policies. In the experiments, the authors send sin-
gle users’ requests and measure the loading and evaluation time
of the XACML implementations. Ilhan et al. [27] study possi-
ble optimizations for caching in XACML. Similarly to [47], the
authors measure the time for loading, filtering, and evaluating
policies for a XACML-based mechanism of their choice. The
authors consider 4 combinations of policies and measure the re-
sponse time and the RAM consumption of the mechanism with
single users’ requests. In [9] (and earlier work [10, 11, 22]),
the authors present a framework, ATLAS, to measure the re-
sponse time of AC enforcement mechanisms. First, they gener-
ate large numbers of XACML-based policies representative of
a scenario, starting from a set of (manually) specified domain
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Figure 2: BPMN Workflow - The Pizza Collaboration

models and templates. Then, they evaluate the generated poli-
cies by sending requests derived from the policies themselves to
XACML-based AC enforcement mechanisms. In ATLAS, each
measurement is associated with predetermined settings, such as
the policy set, the (single) users’ request, and the computational
resources available (i.e., CPU and RAM). In line with our think-
ing, the authors underline that performance evaluations must be
based on realistic conditions to obtain significant results. How-
ever, the authors tackle this issue from the point of view of the
policies (whose generation requires manual effort) but not of
the realistic sequence of requests, as we do instead. Similarly
to [9], also the authors in [2] address the generation of realistic
(XACML) policies. To this aim, they propose XACBench, a tool
to generate synthetic XACML policies by extracting, modeling,
and generalizing statistical properties of a given input policy.
XACBench allows generating XACML policies of any size that
model the characteristics of real-world policy sets.
Summarizing, the available literature for performance eval-
uation of AC enforcement mechanisms either targets specific
standards (e.g., XACML in [47, 27]), thus restricting the appli-
cability of the proposed approaches, or focus on the generation
of realistic AC policies (e.g., in [9, 2]). Instead, the generation
of realistic sequences of requests to measure the performance
of generic mechanisms is, to the best of our knowledge, still
unaddressed. Finally, all the proposed approaches focus on the
evaluation of standalone single users’ requests (i.e., evaluating
whether a request of a user to perform a particular action on a
resource should be granted or denied), while ACME evaluates
(sequences of) both users’ and administrative requests.

3. Background

Below, we provide background information on BPMN and
WF nets (Sections 3.1 and 3.2). Then, we introduce relevant
AC concepts and present state blueprints — later used in our
evaluation — derived from real-world datasets (Section 3.3).

3.1. Business Process Model and Notation

BPMN is an Object Management Group (OMG) standard® to
model business processes intuitively through workflows read-
ily understandable by all stakeholders (e.g., managers, devel-
opers). BPMN uses a common set of symbols meticulously de-
scribed in the standard [24]; the unambiguousness of these sym-
bols and their independence of any particular implementation
environment enable organizations to employ workflows devel-
oped in different scenarios to achieve the same business goals.
Similarly to programming patterns, workflows can be reused to
implement recurring business processes (e.g., project adminis-
tration, HR management), reducing costs and improving effi-
ciency. Consequently, organizations often reuse consolidated
and well-established BPMN workflows instead of developing
new ones from scratch. For instance, the ITSM Process Library
is a commercial collection of BPMN workflows “for sustain-

able and value-creating process-oriented IT operations”.”

3.1.1. BPMN Symbols
A workflow represents a business process through (several
instances of) 3 kinds of flow objects:

e events: represented as circles, events are triggers that start
(circle with thin line), occur during (circle with double
line) or end (circle with thick line) a workflow;

e activities: represented as (usually rounded) rectangles, ac-
tivities are tasks to be performed during the execution of
the workflow;

e gateways: represented as diamonds, gateways are decision
points defining conditional behavior to regulate the flow
of activities and events. A gateway can be, e.g., exclusive
(“x”), parallel (“+”), inclusive (“0”) or event-based (“0”).

Two flow objects can then be linked together with connecting
objects, the most common of which are:

e sequences: represented with solid arrows, sequence con-
necting objects express the order in which activities are
performed;

e messages: represented with dashed arrows, message con-
necting objects represent the exchange of information be-
tween two participants;

e data associations: represented with dotted arrows, data as-
sociation connecting objects put data elements — such as
data stores and data objects — in relation to activities.

In other words, sequences establish dependencies among
flow objects, while data stores, data objects and messages de-
fine the flow of information. Messages and data objects are
transient (i.e., they exist only during the execution of the work-
flow), while data stores are persistent (i.e., they already exist
before the execution of the workflow and continue to exist after

8https://www.omg.org/spec/BPMN/
https://www.signavio.com/reference-models/itsm-process-1library/
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the execution of the workflow). Flow and connecting objects
are often grouped in a lane representing an active agent (either
a user or software) in charge of carrying out a portion of the
workflow. More lanes (e.g., different agents) may be logically
grouped under a pool (e.g., an organization). Finally, workflows
are usually encoded in XML documents. For more details on
BPMN, we refer the interested reader to [24].

3.1.2. The Pizza Collaboration Workflow

We report in Figure 2 an example workflow from an official
OMG report [23]. The workflow models the interaction be-
tween a pizza vendor and a pizza customer. The entry point is
the “Hungry for Pizza” event, which leads the pizza customer
to select and order a pizza with the “Select a pizza” and “Or-
der a pizza” activities, respectively. Afterward, the pizza cus-
tomer reaches an event-based gateway; this gateway indicates
that the pizza customer waits for one of two events that could
happen next: either the pizza is received or there is no delivery
within 60 minutes, i.e., after one hour the customer calls the
pizza vendor and asks for the pizza. In response to this call, the
clerk promises that the pizza will be delivered soon, and the cus-
tomer goes back to waiting. After the “Order a pizza” activity, a
message “pizza order” is sent toward the start event “Order Re-
ceived” activating the “Clerk” lane. The parallel gateway splits
the process into concurrent activities, one answering the pizza
customer’s call and the other one reaching the “Pizza Chef”
lane. After the chef baked the pizza, the delivery boy deliv-
ers the pizza and receives the payment, which includes giving a
receipt to the customer, and reaches an intermediate end event
(bold circle with a black dot). Finally, the customer can eat her
pizza, reaching the end event (circle with a thick line).

3.2. Petri and Workflow Nets

Petri nets are widely used to model the flow of objects or
information in (concurrent) applications [15]. A Petri net is a
tuple (P, T, F) representing a (possibly cyclic) directed graph
whose vertices correspond to a set of places P (represented as
circles) and a set of transitions 7T (represented as rectangles),
while edges correspond to a set of arcs F € (PUT) X (P U
T). Petri nets are bipartite graphs, meaning that edges connect
places to transitions and vice-versa only, i.e., F N (P X P) =
FN(T xT) = 0. In other words, a transition is preceded by one
or more input places and followed by one or more output places;
formally, a transition ¢ € T has a pre-set °t = {p | (p,t) € F} and
a post-set t* = {p | (¢, p) € F}. A place can contain one or more
tokens (represented as full black circles) modeling the flow of
objects or information. A marking m is a mapping from P to

the set of natural numbers N, i.e., defining how many tokens
each place of the Petri net contains. A transition t € T can be
enabled (i.e., visited) only if there is at least one token in each
of its input places, i.e., m(p) > 0 Vp € °t (e.g., tI in Figure 3a).
When a transition ¢ € T is enabled in a marking m — denoted
with m[f) — we remove one token from each p €° ¢ and add one
token to each p € ¢* (see Figures 3a and 3b) deriving a marking
m’ such that:

m(p)—1 ifpe *t
m'(p)={m(p)+1 ifpe ¢))
m(p) otherwise

We denote with [m) the set of all markings that can be recur-
sively (i.e., not only immediately) derived starting from m.

WEF nets (see Figure 3) are a subclass of Petri nets typically
used to model control — as well as data [S0] — flow in (e.g.,
BPMN) business processes modeled as workflows. Differently
from (more generic) Petri nets, WF nets always have a unique
source place pyouce — 1.€., that is not the target of any edge —
and a unique sink place pyx — i.e., that is not the source of
any edge. Moreover, in a WF net, every place and transition
is on (at least one) directed path from the source to the sink
place. The marking mo of a WF net (P, T, F)), which assigns
one token to the source place and zero tokens to all other places
- i.e., mO(pwurce) =1A mO(P) =0 VP €EP \ {psource} -
is called the canonical marking. Conversely, the marking m;
assigns one token to the sink place and zero tokens to all other
places — i.e., my(psimk) = 1 Ams(p) = 0Vp € P\ {psimt}-
WF nets with the canonical marking are /-safe, meaning that
there cannot be more than one token in a given place at a time
[15]. However, WF nets may have multiple transitions that can
be enabled simultaneously (e.g., “Send Invoice” and “Prepare
Order” in Figure 3b); in this case, the choice of which transition
to enable first is nondeterministic. Given a WF net (P, T, F)
with canonical marking m, we define as a WF net execution a
sequence of transitions x = (ty,...,t,) | (t € T ¥Vt € x) enabled
by following the aforementioned marking conditions — that is,
molti) A (m'[t;) = m’ € [m) Amlti_1) Vi; € x \ {1 }).

Soundness. A WF net (P, T, F') with canonical marking my sat-
isfies the soundness criterion if it has the following two proper-
ties [49, 45]:

e proper termination: the workflow represented by the WF
net can terminate for any case. In other words, for every
marking m derived from the canonical marking my, there
exists a transition enabling sequence leading from mark-
ing m to marking my; formally, my; € [m) Ym € [mp).
Moreover, my is the only marking that can be derived from
myg that assigns one token to the sink place. Formally,
m € [mo) A m(psim) =1 = m = my;

e quasi-liveness: the WF net does not have any dead tran-
sition. In other words, any transition can possibly be en-
abled; formally, dm € [mg) | m[f) Vt € T.

A WF net having the proper termination property — but
not the quasi-liveness property — is said to satisfy the weak



soundness criterion [45]. Intuitively, the soundness criterion
implies the weak soundness criterion. A WF net satisfying
weak soundness is guaranteed to always have at least one com-
plete WF net execution x = (t,...,t,), that is, a WF net execu-
tion where exactly one token reaches the sink place; formally,
m[t,) = [m) = {mg}. A complete WF net execution reflects
the execution of the workflow modeled by the WF net; we dis-
cuss WF net executions in more detail in Section 5.2.

3.3. Access Control Concepts

As in [31], we define an AC scheme as a state transition sys-
tem ([, O, +, ¥) where I is a set of states, Q is a set of queries,
¥ is a set of state-change rules and +: I' X Q — ({true, false}
is the entailment relation determining whether a query is true
in a given state. We can instantiate an AC scheme into an AC
system which consists of a pair (y, ¥) where y e 'and ¥ C V.
Given an AC system (y, ¥), a sequence of state-change rules
Wiyestbn_1) | Wi € ¥ for 0 < i < ninduces an AC execution
Y1 W1, Y25 oo Va1 Wn-1, Ya) Where y1 = y and y;i vy, Yiel —
i.e., Y; transforms y; into y;;; — for 0 <i < n.

In the rest of the paper, we consider policies specified in
RBAC because of its wide adoption in both academia and in-
dustry [12] and the fact that business workflows are usually
complemented with RBAC policies (see Section 2.1). As such,
we now describe an AC scheme for RBAC. In RBAC, a state
v € I is described as a tuple (U,R,P,UR,PA), where U is
the set of users, R is the set of roles, P is the set of resources,
UR C UxR s the set of user-role assignments and PA € RxPR
is the set of role-permission assignments, being PR € P x OP
a derivative set of P combined with a fixed set of actions OP
(e.g., read, write). Both OP and PR are not part of the state,
as OP remains constant over time and PR is derivative of P
and OP. We note that role hierarchies can always be compiled
away by adding suitable pairs to UR. The set of all queries
is @ = U x PR, thus a query ¢ = (u, p) means whether the
user u € U can use the permission p € PR, where p = (f, op)
with f € P and op € OP. We note that, when considering
OP = {read, write}, there exist two types of queries, i.e., to
read and write over a resource, respectively. We report the com-
plete set W of state-change rules for RBAC — according to the
NIST [19] — and the resulting states in Table 1. For the sake

Table 1: The Set ¥ of State-Change Rules for a Generic RBAC Scheme [19]

State-Change Rule y; Resulting AC Policy State v,

addUser(u) (UU {u},R,P,UR,PA)
deleteUser(u) (U\{u},R,P,UR,PA)
addRole(r) (U,RU{r},P,UR,PA)
deleteRole(r) (U,R\ {r},P,UR,PA)
addResource(f) (U,R,PU{f},UR,PA)
deleteResource(f) (U,R, P\ {f},UR,PA)

(U,R,P,UR U {(u, r)}, PA)
(U,R,P,UR\ {(u, r)}, PA)
assignPermissionToRole(r, p) (U,R,P,UR,PA U {(r, p)})
revokePermissionFromRole(r, p) (U,R,P,UR,PA \ {(r, p)})
yF{u,p)):true — AreR|(u,r) e URA(r,p) € PA

assignUserToRole(u, r)
revokeUserFromRole(u, r)

of simplicity, we consider the entailment relation y + ({u, p))
as a special state-change rule for RBAC that does not trans-
form the state y to which it is applied —i.e., ¥ =yupy ¥ —
but has the side effect of evaluating the query (u, p). In other
words, the entailment corresponds to users’ requests, while the
other state-change rules for RBAC correspond to administra-
tive requests. Hereafter, when mentioning state-change rules,
we refer to state-change rules for RBAC only.

3.3.1. Role-based Access Control Policy State Blueprints

A state blueprint for RBAC consists of a tuple
(U, |IR|,|P|,|UR|,|PA]) — expressing the cardinality of
each set of an RBAC state — along with a set of integers
representing the maximum (M) and minimum (m) number —
but not the identifiers — of roles assigned to each user (r — u),
users assigned to each role (# — r), permissions assigned
to each role (p — r) and roles assigned to each permission
(r = p). Ene et al. [17] present some RBAC state blueprints
mined from real-world datasets which we report in Table 2.
For instance, the healthcare state blueprint expects an RBAC
policy with 46 users, 13 roles, and 46 resources, where (in
total) there are 55 assignments between users and roles and
359 assignments between roles and permissions. However,
each user can be assigned to at least 1 role and at most 5 roles
(i.e., r — u), while each role can be assigned to at least 1 user
and at most 17 users (i.e., u — r). Finally, each role can be
assigned to at least 7 permissions and at most 45 permissions
(i.e., p — r), while each permission can be assigned to at least
1 role and at most 12 roles (i.e., ¥ — p). We show how a state
blueprint can be used to generate a state in I in Section 6.1.

3.3.2. Functional Points in Access Control

We frame our methodology within the theoretical foun-
dations outlined in the seminal work of [42] and the well-
established NIST SP 800-162 [26].' AC enforcement mech-
anisms [42] — which are equivalent to the concept of AC
mechanisms [26] (see Section 1)— are a central subject of our
work. However, we note that the exact nature of a mecha-
nism may vary depending on the supported AC models (e.g.,
RBAC vs. ABAC) and the developers’ design choices concern-
ing the (configuration and deployment of the) hardware and the
software composing the mechanism. In this regard, it is im-
portant to report the concept of functional point as defined in

10While the well-known REC 2904 (“AAA Authorization Framework”) [44] provides
a relevant perspective on AC, it was published in August 2000 and has since been largely
superseded by the more comprehensive guidance in NIST SP 800-162.

Table 2: RBAC Policy State Blueprints from [17]

State Set rou u—r p—or rop
Blueprint |U| |R| |P| |UR| |[PA| | M m M m M m M m
domino 79 20 231 75 629 3 0 30 1209 1 10 1
emea 35 34 3,046 35 7,211 1 1 2 1 554 9 31 1
firewall 1 365 60 709 1,130 3455 14 0 174 1 617 1 25 1
firewall2 325 10 590 325 1,136 1 1 222 1 590 6 8 1
healthcare 46 13 46 55 359 5 1 171 45 712 1
university 493 16 56 495 202 2 1288 1 40 2 12 1




[26]. In detail, a functional point represents a logical function
or component of a mechanism that handles specific aspects of
policy management and enforcement. The NIST SP 800-162
[26] identifies four functional points:

o the Policy Decision Point (PDP), which produces AC de-
cisions by evaluating users’ requests (i.e., the entailment
relation) against the policy;

e the Policy Enforcement Point (PEP), which protects re-
sources maintained by an application by enforcing AC de-
cisions produced by the PDP;

e the Policy Information Point (PIP), which serves as the
retrieval source for data required by the PDP for evaluating
users’ requests;

e the Policy Administration Point (PAP), which allows for
managing (e.g., creating and modifying) AC policies by
evaluating administrative requests (i.e., state-change rules
other than the entailment relation).

In Section 7, we consider three mechanisms: the OPA, the
AuthzForce Server (Community Edition) open-source imple-
mentation of XACML, and CryptoAC. The AuthzForce Server
(Community Edition)'! primarily functions as a PDP while also
offering PAP capabilities, but it does not encompass the func-
tions of a PEP or a PIP: these components need to be imple-
mented or integrated separately. More precisely, in our con-
text the PIP is not strictly necessary, as we later argue in Sec-
tion 6.3. Similarly, OPA functions as both a PDP and a PAP,
enabling dynamic updates and versioning of policies. On the
other hand, OPA does not encompass the functions of a PEP or
a PIP. Again, in our context, the PIP is not strictly necessary. Fi-
nally, CryptoAC functions as both PAP and PIP. Being a decen-
tralized AC enforcement mechanism, CryptoAC also functions
as a PDP and PEP in the sense that the evaluation of the entail-
ment relation is implicit and the enforcement is pre-compiled
and embedded into the (distribution of the) secret decryption
keys.

4. Methodology Overview

We now give an overview of our methodology (see Figure 1)
which consists of a procedure, ACE, to derive representative se-
quences of requests from workflows (Section 4.1), and a simu-
lator tool, ACME, using these sequences to evaluate the perfor-
mance of AC enforcement mechanisms (Section 4.2). Below,
we keep the discussion at a high level to allow the reader to get
a general understanding of our methodology before delving into
(more complex) details; we provide a meticulous description of
ACE and ACME in Sections 5 and 6, respectively. Finally, we
discuss the main issues affecting experimental evaluations us-
ing micro-benchmarks to (try to) measure the performance of
AC enforcement mechanisms realistically and argue how our

1 https://github.com/authzforce/server

methodology solves these issues (Section 4.3). Throughout this
section, we formulate 5 assumptions (A) which we group and
report in Table 3 for ease of reference; we discuss each assump-
tion as soon as we introduce it in the text below. While A1, A2,
and A5 are key for our methodology, it is possible to circumvent
A3 and A4 if needed, as we later explain in Section 5.4.

In Table 4, we provide a conceptual map for our methodology
as a sort of reading key of this work. In detail, for each step in
our methodology, the conceptual map in Table 4 reports where
that step is described (at high-level, informally, and in detail),
where that step is represented as pseudocode in an algorithm,
and what are the concepts involved in that step — as well as
where each concept is first introduced or defined.

4.1. ACE Overview

As shown in Figure 1, ACE works in 4 steps: map to WF
nets, identify WF net executions, decorate WF net executions
and derive requests. Below, we briefly present each step, using
the workflow in Figure 2 as a running example by reporting in
Figure 4 the corresponding transformations.

4.1.1. Map to Workflow Nets - S

Given as input a BPMN-compliant workflow describing a
business process (Al), we derive a WF net by relying on a
well-established stream of work proposing a formal semantics
— as pioneered by [15] — whereby flow objects (e.g., activ-
ities, gateways) and connecting objects (e.g., sequences, mes-
sages, and data associations) of the workflow are mapped to
vertices (i.e., transitions and places) and edges of the WF net
(see S in Figure 4). We assume the input workflow to not con-
tain any loop (A2) as, intuitively, the sequences of requests we
derive need to be finite to be used by ACME; noncyclicality of
workflows can be achieved by design or, e.g., by pre-processing
workflows to unroll loops by repeating them a specific number
of times. The output of this step is therefore an acyclic WF net
(P, T, F). We discuss the mapping in more detail in Section 5.1.

4.1.2. Identify Workflow Net Executions - &

Given as input an acyclic WF net, we compute its topologi-
cal ordering to identify all WF net executions (see the definition
in Section 3.2) which express all possible ways to achieve the
business goal modeled in the corresponding workflow. A topo-
logical order of a generic directed acyclic graph — like a WF
net — is a linear ordering of its vertices such that for every edge
(v,V") from vertex v to vertex v’ it holds that v comes before v
in the ordering. In other words, a topological order is a traver-
sal of the graph in which each vertex is visited only after all its
dependencies are visited. We highlight that, while computing

Table 3: Assumptions on Workflows and AC Enforcement Mechanisms

A Description

Al Workflows are written in standard BPMN

A2 Workflows do not contain loops

A3 Workflows contain messages and data associations objects
A4 Workflows group activities under pools and lanes

A5  Mechanisms implement the state-change rules in Table 1
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deleteResource("pizza order")

Figure 4: Application of ACE on (a Portion of) The Pizza Collaboration BPMN Workflow

the topological ordering of a WF net, we still have to respect
the requirements for enabling transitions (see Section 3.2). In-
tuitively, this may lead to WF net executions that do not con-
tain all transitions, as it is in the nature of WF nets that not all
transitions are enabled; this may happen when, e.g., the orig-
inal workflow contains exclusive gateways (see Section 3.1).
Nonetheless, we are guaranteed that every transition is part of
(at least one) WF net execution (recall the definition of WF net
in Section 3.2). The output of this step is the list of (unique) WF
net executions, where we label each transition with the name of
the corresponding BPMN flow object (see & in Figure 4). We
discuss the identification of WF net executions in more detail
in Section 5.2.

4.1.3. Decorate Workflow Net Executions - D

We decorate each WF net execution previously found with
further information extracted from the original workflow; we
later use the information to derive requests. In particular, we
associate to each transition — derived from a BPMN flow or
connecting object (see [15]) — the pool or lane that contains
the object (A4) and the type of the object itself. For instance,
the transition corresponding to the “Order a pizza” activity is

associated with the “Pizza Customer” pool in Figure 2. For flow
objects, we also collect the identifiers of incoming and outgoing
data (e.g., associations and messages) into two sets (A3). The
output of this step is the list of decorated WF net executions (see
D in Figure 4). We discuss the decoration of WF net executions
in more detail in Section 5.3.

4.1.4. Derive Access Control Requests - A

We translate each decorated WF net execution given as in-
put into a sequence of requests, where each request is a state-
change rule (see Table 1) — in other words, requests and state-
change rules map to the same concept. We highlight that the
state-change rules are not manually inferred from the semantics
of the transitions (e.g., the description of the activities of the
original workflow), but instead they are automatically derived
from the decorated WF net execution. More in detail, given a
decorated WF net execution, we consider WF net transitions as-
sociated with incoming and outgoing data; the presence of such
transitions corresponds to either the creation (e.g., for transient
messages and data objects), modification (e.g., for persistent
data stores) or reading of resources, for which a permission
may be required and checked by an AC enforcement mecha-
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nism. Since business workflows are usually complemented with
RBAC policies (see Section 2.1), we distribute and revoke per-
missions through roles, which we identify with BPMN pools
and lanes. For instance, the “Pizza Customer” pool in Figure 2
corresponds to the “Pizza Customer” role. Consequently, the
“Order a pizza” activity can be carried out only by a user as-
signed to the “Pizza Customer” role. The output of this step
is, for each decorated WF net execution, a sequence of state-
change rules (see A in Figure 4). We discuss the derivation of
state-change rules from decorated WF net executions more in
detail in Section 5.4.

4.2. ACME Overview

We assume an AC enforcement mechanism supporting
RBAC to be capable of processing (at least) the state-change
rules reported in Table 1; hence, a mechanism should allow
manipulating the state of the RBAC policy (i.e., administrative
requests) and evaluating the entailment relation (i.e., users’ re-
quests) — at least for read and write actions over a resource
(A5). In other words, a mechanism should at least encompass
the functions of a PAP (to evaluate administrative requests) and
a PDP (to evaluate users’ requests). Under this assumption, we
note that ACME can interface with different kinds of mecha-
nisms and it is not limited to OPA, XACML, and CryptoAC.
As shown in Figure 1, ACME is composed of two modules,
initializer and engine, which we describe below.

4.2.1. Initializer

This module allows deriving an initial RBAC policy state for
the mechanism under evaluation. The initializer takes three
inputs: (i) the sequences of state-change rules obtained from
ACE, (ii) the set of state-change rules ¥ C ¥ to consider (i.e.,
the Types of Requests in Figure 1), and (iif) an RBAC state
blueprint (see Section 3.3). As anticipated in Section 1, instead
of using the initializer, organizations can autonomously define
an RBAC state representative of their internal structure — e.g.,
number of employees and qualifications.

4.2.2. Engine

This module measures the performance of the mechanism
under evaluation by simulating the execution of workflows to
obtain representative results. The engine takes three inputs:
(i) an RBAC policy state y € I' determined by either the ini-
tializer or the organization, (ii) the set of state-change rules
¥ C ¥ to consider (i.e., the Types of Requests in Figure 1),
(iii) and the sequences of state-change rules produced by ACE
(see Section 4.1). We highlight how the first two inputs (i.e.,
(y, ¥)) constitute an RBAC system (recall the definition from
Section 3.3). This RBAC system is used by the engine to in-
duce AC executions from the sequences of state-change rules
produced by ACE. Finally, the engine runs (possibly in a con-
current and intertwined fashion) the obtained AC executions by
invoking the functionalities of the mechanism accordingly; note
that the correct configuration and the deployment of the mecha-
nism — which is treated like a black box, as shown in Figure 1
— are assumed to be correct and are not discussed in this paper.
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4.3. Our Methodology vs. Micro-benchmarking
Micro-benchmarks are traditionally implemented by sending
single (either administrative or users’) requests to the mecha-
nism being evaluated sequentially, as said in Section 2.2, while
possibly scaling specific aspects of the AC policy state, like
the number of roles (e.g., [6]) or attributes (e.g., [38, 34]). Al-
though micro-benchmarks are surely useful to evaluate single
functionalities of a mechanism, we believe that two fundamen-
tal requirements to obtain truly representative results for a spe-
cific scenario are to (i) consider a realistic AC policy state and
(i) expect multiple users to send requests concurrently; our
methodology satisfies both. Potentially, also micro-benchmarks
can satisfy these requirements; indeed, it is ideally possible to
run multiple instances of a micro-benchmark concurrently and
fix the AC policy to a realistic state. However, to the best of our
knowledge, there are no such examples in the literature.
Nonetheless, we identify two structural issues in micro-
benchmarks. First, micro-benchmarks are likely to activate op-
timizations, even though indirectly, that may alter the signif-
icance of the final results. The clearest example is caching,
which allows a mechanism to answer more quickly to an (un-
realistic) sequence of identical requests of the same type and
parameters, as argued for XACML in [27, 9]. Caching applies
both at the application level and to, e.g., CPU and RAM. Fur-
thermore, given that some mechanisms may benefit from this
kind of (unrealistic) caching more than others, we conclude that
results obtained with micro-benchmarks can hardly be repre-
sentative of a realistic scenario. By considering different kinds
of requests (i.e., those discussed in Section 4.2), our methodol-
ogy is way less likely to activate such optimizations and, in any
case, those optimizations would be the same as — or at least
similar to — those activated in a realistic scenario. The second
issue concerns the typical usage of an AC enforcement mech-
anism, which largely depends on the business processes (i.e.,
the workflows) carried out by an organization. For instance,
consider an organization that has to decide which AC enforce-
ment mechanism to deploy between two mechanisms, M; and
M,. Now, assume that a micro-benchmark evaluation reports
generally better results for M; over M,, except for a few types
of requests. Based on these results, the organization may then
choose M, over M,. However, this choice may be wrong, as the
real answer depends on how frequently the types of requests in
which M, performs better are present in the business processes
— thus, in the workflows — of the organization. Therefore,
contrary to what intuitively results from the micro-benchmark
evaluation, M, may be a better fit for the specific scenario of
the organization than M, even though generally less perform-
ing; our methodology is designed to address exactly this issue.
We provide a concrete example of this situation in Section 7.4.

5. ACE

‘We now present our procedure, ACE, to extract sequences of
state-change rules from workflows. First, we explain how to
obtain a WF net from a workflow (Section 5.1). Then, we show
how to identify all WF net executions (Section 5.2) and de-
scribe how to decorate them with information (Section 5.3) that



we later use to extract sequences of state-change rules which
are representative of the original workflow (Section 5.4). We
represent each transformation as a function in Table 5; their
nested invocation — which corresponds to ACE — precisely
defines how to derive realistic sequences of state-change rules
(i.e., those in Table 1) from a workflow specified in BPMN.
Finally, we present the implementation of ACE (Section 5.5).

5.1. Map to Workflow Nets - S

Dijkman et al. [15] use WF nets to provide a formal seman-
tics to (the execution of) BPMN workflows. This semantics
defines a WF module for several common BPMN flow objects
(e.g., activities, events, and gateways) and connecting objects
(e.g., sequence and messages). For instance, the semantics
maps an activity onto a module composed of a transition with
one input place and one output place; intuitively, the transition
models the completion of the activity. Similarly, the semantics
maps a message onto a module composed of a transition with
one input place and one output place; intuitively, the transition
models the transmission of the message. For further examples
and more details on the semantics, we refer the interested reader
to [15]. In our work, we use the proposed semantics to map
BPMN flow and connecting objects to transitions and places.
We denote with S (see Table 5) the function that takes as input
a BPMN workflow W — where loops were either absent or pre-
viously unrolled, as discussed in Section 4.1 — and returns an
acyclic WF net (P, T, F) using — hence, inheriting the accuracy
and completeness of — the formal semantics in [15]; in other
words, (the execution of) the WF net (P, T, F) is representative
of (the execution of) the business process modeled by W.

5.2. Identify Workflow Net Executions - &

Given an acyclic WF net (P, T, F)), we compute its topolog-
ical ordering to identify all WF net executions. In detail, we
modify an algorithm for topological ordering based on depth-
first search [14] according to the peculiarities of WF nets (see
Section 3.2) and report it in Algorithm 1. The algorithm takes
as input an acyclic WF net (P, T, F) and returns a topological
order o, which consists of an ordered sequence of k transitions
and places, i.e., 0 = (v, ..., ) | v € (PUT) Vv € 0AV] = Psource-
As it is possible to see from Algorithm 1, our modification to
the original approach in [14] is straightforward, and consists
in starting the visit from py,,c. by considering the canonical
marking mg (line 3 in Algorithm 1) and then visiting a transi-
tion — and consequently deriving a new marking — only when
the transition is enabled (lines 15—22). As mentioned in Sec-
tion 4.1, a topological order for a WF net may not contain all
vertices of the WF net, as not every transition is always enabled.

Nonetheless, we are certain that Algorithm 1 always terminates
as (7) the input WF net is acyclic — that is, it contains no loops
— and (i) every vertex of the WF net is on (at least one) di-
rected path from the source to the sink place (see Section 3.2),
i.e., visiting a vertex always brings the visit closer to the sink
place. A corollary of (ii) is that Algorithm 1 exhaustively finds
all WF net executions, under the assumption that all possible
markings are considered. More concretely, given a topological
order 0 = (vq, ..., ) of a WF net (P, T, F), we obtain a WF net
execution x = (fy, ..., t,) by considering all and only transitions
ino(ie,t;€x & ([@Aveo|lveTAti=v)for0<i<n)
while preserving the same ordering (i.e., (t;,1; € xAO <i< j<
n) & @Qvp,vi€olti=vyAtj=viAO<h<I<Lk).

The fact that Algorithm 1 always terminates does not neces-
sarily imply that each WF net execution is complete, i.e., cor-
rectly captures a way to achieve the modeled business goal; in-
deed, we are not guaranteed that the WF net satisfies the sound-
ness criterion (recall the definition of these notions in Sec-
tion 3.2). Determining the (even weak) soundness of an acyclic
WF net is a co-NP-complete problem [45] that falls within the
competence area of (BPMN) workflow designers. Hence, this
problem is out of the scope of our paper; we refer the interested

Algorithm 1: Workflow Net Topological Ordering

Input: (P, T,F)
Output: o/ L
letA=0;// set of marked vertices
leto=[];// array for the topological order
let m = mg; // start from the canonical marking
while v e (PUT)|[v¢ ANV ePV (m(p)=1Vpe *v))do
‘ invoke visit(v);
end
if m(pink) # 1 then
‘ return L;
end
return o;

L S T Y N O N
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11 Function visit (v):

12 if v € A then

13 | return;

14 end

15 if v € T then

16 if m(p) >0Vpe *v// enable the transition
17 then

18 m(p) =m(p) - 1¥(p € *v);

19 m(p) =m(p)+1VY(p € v*);

20 else

21 | return;

22 end

23 end

24 invoke visit(u) Yu e (PUT) |{v,u) € F;
25 add v to A and add v to the head of o;

Table 5: Composition of ACE

Description

Function  Input Output
N w
& (P,T,F) X
D W, X x4
A x4 c

(P,T,F) Obtain an acyclic WF net (P, T, F) from the (loop-free) BPMN workflow W using the formal semantics in [15]

Identify the set of all (complete) WF net executions X of the WF net (P, T, F') by repeatedly invoking Algorithm 1

Derive the set of decorated WF net executions X¢ from the WF net executions X of W by repeatedly invoking Algorithm 2
Derive the list of sequences of state-change rules C from the decorated WF net executions X¢ by repeatedly invoking Algorithm 3

ACE(W) := A(D(W,E(S(W))))




reader to [45, 50, 49]. Here, we just consider complete WF net
executions (lines 7—10). Finally, we denote with & (see Ta-
ble 5) the function that takes as input a WF net (P, T, F) and
returns the set of all (complete) WF net executions X by repeat-
edly invoking Algorithm 1 considering all possible markings
(i.e., [mp)). We note that we can easily set an upper bound to
the number of markings we consider, if needed.

5.3. Decorate Workflow Net Executions - D

After having computed the set of (complete) WF net execu-
tions X through the topological ordering of the corresponding
WEF net (P, T, F), we decorate each WF net execution with fur-
ther information that we later use to extract sequences of state-
change rules. We report the pseudocode for the decoration of
a WF net execution in Algorithm 2. Given a WF net execu-
tion x = (f1,...,t,) of a WF net derived from a workflow W
(W is a required input as it contains the decorating information
returned by the functions in lines 15—18 in Algorithm 2), we
attach to each transition ¢ € x — where ¢ was derived from a
flow or connecting object with symbol s (recall the definitions
of these notions in Section 3.1) — the pool or lane / that con-
tains s and s itself, obtaining a tuple (¢, [, s) (lines 3—4). If s
is a flow object, we also collect the identifiers of data (asso-
ciations and messages) incoming to and outgoing from s into
two sets: one for incoming (i.e., required) data req, and one for
outgoing (i.e., produced) data prod,, respectively (lines 6—7).
Summarizing, we attach I, s, req, and prod, to t; by abusing
notation, we write (t, [, s, req,, prod,). A decorated WF net exe-
cution x? obtained from a WF net execution x is thus of the form
(s hy, s, reqy , prod,), ..., {tn, by, Sn, eq, , prod, )). We denote
with D (see Table 5) the function that takes as input a BPMN
workflow W and the set of WF net executions X of the corre-

Algorithm 2: Decoration of a Workflow Net Execution

Input: W, x
Output: x¢
letx? =1[];// array for the decorated transitions
foreach t € x do
let s = findObject(s, W);
let [ = findPoolOrLane(s, W);
if s is a flow object then
‘ let req, = findRequiredData(s, W);

let prod, = findProducedData(s, W);
else

o N I OV S

let req, = 0;
let prod, = 0;

end
add (t,1, s, req,, prod,) to xd;

end
return xd;

Function findObject (¢, W):

‘ // return t’s BPMN object in W

Function findPoolOrLane (s, W):

| // return s’s BPMN pool or lame in W
Function findRequiredData(s, W):

‘ // return s’s set of incoming data in W
Function findProducedData(s, W):

‘ // return s’s set of outgoing data in W

sponding WF net, and returns the set of decorated WF net exe-
cutions X“ by repeatedly invoking Algorithm 2 on each x € X.

5.4. Derive Access Control Requests - A

We now discuss how to derive sequences of state-change
rules in ¥ (i.e., those reported in Table 1) which are repre-
sentative of the business processes described by workflows.
The ideal scenario would be for workflows to already em-
bed AC information (e.g., describing the permissions of roles
on resources). However, even though several researchers pro-
posed to extend BPMN to express security requirements (e.g.,
[51, 36, 46, 8, 41, 40, 33]), at the time of writing BPMN does
not integrate symbols to express AC information. Therefore,
as similarly done in the literature (see Section 2.1) we rely on
the syntax of the modeling language — BPMN, in our case —
to extract state-change rules from workflows automatically. We
report the pseudocode for the derivation of a sequence of state-
change rules ¢ from a decorated WF net execution x? in Algo-
rithm 3. Similarly to [16, 36], we create a role for each pool or
lane, along with a user which we assign to the role (lines 5—9

Algorithm 3: Derivation of State-Change Rules

Input: x?
Output: ¢
1 letc=[];// array for state-change rules
2 letr=1[];// array for roles already created
3 foreach (1,1, s, req,, prod,) € * do
4 if s is a flow object then
if [ ¢ r then
add addUser(user) to c;
add addRole(]) to c;
add assignUserToRole(usery, ) to c;
add [ to r;
else if s = “end event” then
add revokeUserFromRole(user;, [) to c;
add deleteRole(/) to c;
add deleteUser(user;) to c;
remove [ from r;

e % 9 a wn

10
11
12
13
14
15
16
17
18
19
20

end

end

foreach f € req; do

let p = (f,read);

add assignPermissionToRole(/, p) to ¢;
add entailment + ((user;, p)) to c;

21 add revokePermissionFromRole(/, p) to c;
22 if f is a transient resource then

23 ‘ add deleteResource(f) to c;

24 end

25
26
27
28
29
30

end
foreach f € prod, do
if f is a persistent resource then
let p = (f,write);
add assignPermissionToRole(/, p) to ¢;
add entailment + ((usery, p)) to c;
31 add revokePermissionFromRole(/, p) to c;
32 else
3 |
34 end
35
36 end
37 return c;

add addResource(f) to c;

end
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in Algorithm 3). Once the corresponding pool is concluded —
i.e., we reach the end event of the pool — we revoke the user
from the role and delete both (lines 10—15). If a workflow does
not group activities under pools and lanes (i.e., if A4 in Table 3
is not respected), we can conservatively consider a dedicated
user and role for each activity.

We add, read and write over resources according to the iden-
tifiers in req, and prod,, distributing and revoking the corre-
sponding permissions to the involved roles accordingly, as done
in [51, 16, 36] (lines 17—35). Transient resources (e.g., mes-
sages and data objects) are created within the execution of
the workflow and deleted once read, while persistent resources
(e.g., data stores) are supposed to exist a-priori. Consequently,
transient resources can only be added, read, and deleted, while
persistent resources can only be read and written over. If a
workflow does not contain messages or data associations (i.e.,
if A3 in Table 3 is not respected), we can conservatively assign
a (transient) input and output to each activity, as also done in
[16, 48]; each activity would take as input the output of the
activities preceding it.

Finally, we denote with A (see Table 5) the function that
takes as input the set of decorated WF net executions X and
returns the list of sequences of state-change rules C by repeat-
edly invoking Algorithm 3 on each x¢ € X¢.

5.5. Implementation of ACE

We implement ACE (see Table 5) in Python — our imple-
mentation expects workflows encoded as XML files according
to the BPMN standard — as open-source software. Then, we
applied ACE on the workflow in Figure 2 to derive sequences
of state-change rules.'> As the input workflow needs to be
acyclic, we first pre-process it by removing the loops it con-
tains so as to respect A2 in Table 3. In detail, we unroll the
“Calm Customer”—“Where is My Pizza” loop by repeating it
once. Then, we note a circular dependency between the ‘“Pay
the Pizza” and “Receive Payment” activities on the “money”
and “receipt” messages. We can easily solve this dependency
by splitting the “Pay the Pizza” activity into two (sub)activities,
the first being the target of the sequence connecting object from
the “Pizza received” event and producing the “money” mes-
sage, and the second being the source of the sequence connect-
ing object toward the “Eat the Pizza” activity and requiring the
“receipt” message.

By applying ACE to the (pre-processed) workflow in Fig-
ure 2 we obtain 50 different WF net executions from which we
derive 20 unique sequences of (the same) 54 state-change rules.
First, we note that different WF net executions may sometimes
lead to the same sequence of state-change rules. This happens
when, e.g., WF net executions differ just for the order of tran-
sitions which do not yield any state-change rule (e.g., activi-
ties that do neither require nor produce any data). Then, as the
workflow in Figure 2 does not contain any exclusive or inclu-
sive gateway, all 20 sequences have the same 54 state-change

12The implementation of ACE is available at https://github.com/stfbk/ACE,
while the sequences of state-change rules are available at https://github.com/stfbk/
ACME/tree/A_Simulation_Framework_Replication_Package
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Figure 5: Representation of ACME in the Context of our Methodology for (a)
Basic, (b) Highly Customized, and (c) Partially Customized RBAC System

rules but differ in their order. Nonetheless, we are still inter-
ested in these sequences, as we cannot know a-priori whether
the order in which state-change rules are executed affects the
performance of an AC enforcement mechanism. For instance,
this is often the case in CAC, where the computational effort
in distributing secret cryptographic keys depends on the current
number of users, roles, and resources; consequently, adding a
new role before or after distributing a new cryptographic key
has an impact on performance [6].

We highlight that ACE is logically limited to the WF net
mapping in [15]. However, it is relatively easy to add WF net
modules for further BPMN symbols. Finally, we measure the
running time of the implementation of ACE for the workflow in
Figure 2, finding it to be 0.809s (average of 100 runs) on a de-
vice running Ubuntu 20.04 on an Intel(R) Core(TM) i7-11370H
and 16GB of RAM. We believe that the running time of ACE is
not really relevant, as ACE runs offline (i.e., with no real-time
latency requirements) and just once per workflow.

6. ACME

We now present our simulator tool, ACME, for evaluating
the performance of AC enforcement mechanisms based on a
set of lists of sequences of state-change rules {C1,...,C,} de-
rived by ACE (see Section 5) from a set of BPMN workflows
{(Wy,..,W,} —ie, C; =ACE(W,) for 1 < i < n. ACME is
composed of two modules: the initializer (Section 6.1) and the
engine (Section 6.2). We represent ACME in the context of our
methodology — previously shown in Figure 1 — in Figure 5.
Finally, we present the implementation of ACME (Section 6.3).

6.1. Initializing the Mechanism

The inducing of AC executions from {C1, ..., C,} requires the
definition of an RBAC system (y, ¥), as explained in Sec-
tion 3.3. As said in Section 4.2, the set of state-change rules
¥ C ¥ is given by the organization (i.e., the Types of Requests



in Figure 1), while the RBAC policy state y € I" is determined
by either the initializer or the organization. Below, we elaborate
on three alternatives for the definition of the RBAC system.

6.1.1. Basic RBAC System

A sequence of state-change rules ¢ € C produced by Algo-
rithm 3 from a workflow W contains — at least potentially —
all state-change rules in ¥ (see Table 1); in other words, ¢ con-
tains rules for creating (and deleting) users, roles and (transient)
resources, and for assigning (and revoking) users and permis-
sions to roles. Indeed, BPMN requires persistent resources only
to exist before the execution of the workflow (see Section 5.4)
— arequirement which is in line with their semantics (see Sec-
tion 3.1). Therefore, the basic (i.e., simplest) RBAC system that
can be used to induce an AC execution from ¢ — as shown in
Figure 5a — is ({0, 0, {f1, ..., fi), 0, 0), ¥), where k is the num-
ber of persistent resources in W, f; is a persistent resource of W
for 0 < i < k and ¥ contains all state-change rules in Table 1.

6.1.2. Highly Customized RBAC System

Evaluating the performance of AC enforcement mechanisms
on all state-change rules in ¥ — as it happens when using the
basic RBAC system — may be a realistic approach for some
scenarios. For instance, a user may be assigned to a role only
when needed to carry out a specific task (run-time role provi-
sioning) and based on contextual conditions such as environ-
mental attributes (e.g., time of day) and dynamic separation of
duty constraints [30]. However, the same approach may be un-
realistic for other scenarios. For instance, creating and delet-
ing the “Clerk” role every time a customer orders a pizza in the
workflow in Figure 2 may not be particularly meaningful or rep-
resentative of the modeled business process; instead, we could
assume that the “Clerk” role already exists in the initial state.
Therefore — as shown in Figure 5b — an organization can au-
tonomously define the RBAC system (y, ¥) used by ACME to
induce AC executions. In other words, an organization can fine-
tune the initial state of the RBAC policy — i.e., ¥ — and the
subset of state-change rules used to induce AC executions —
ie., ¥ € Y. Although providing great flexibility, this definition
requires some knowledge and effort on the organization’s part,
as the organization has to define a state y representative of its in-
ternal structure (e.g., number of employees and qualifications)
manually or using ad-hoc policy state generation tools — e.g.,
those presented in [9, 2] specialized for XACML. Moreover, the
names (i.e., identifiers) of users, roles, and resources in y need
to match those contained in {Cy, ..., C,}. Finally, y should be
compatible with ¥, i.e., the application of state-change rules
in ¥ should result in neither adding elements — i.e., users,

Table 6: Partially Customized RBAC System Constraints

Pr;(¥)=addUser(-)e¥ < deleteUser(-)e¥

Pry(¥)= addRole(-)e¥ < deleteRole(-)e¥

Pr;(¥)= addResource(-)e¥ <= deleteResource(-)e ¥

Pry(¥)= assignUserToRole(-)e ¥ <= revokeUserFromRole(-)e ¥

Prs(¥)= assignPermissionToRole(-)e¥ = revokePermissionFromRole(-)e¥
Prs(¥)= (addUser(-)e ¥ VaddRole(-)e ¥) = assignUserToRole(-)e¥

Pr;(¥)= (addRole(-)e ¥ vaddResource(-)e ¥) = assignPermissionToRole(-)e ¥
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roles, resources, assignments and permissions — already in y
nor deleting elements not in y; for instance, if y already con-
tains users, then the addUser(:) state-change rule — where the
“.” symbol represents a wildcard value — should not be in .

6.1.3. Fartially Customized RBAC System

As a middle way between a basic RBAC system — i.e., easy
definition where an organization specifies neither y nor ¥ —
and a highly customized RBAC system — i.e., complex defini-
tion where the organization specifies both y and ¥ — ACME
provides the organization with an initializer that generates a
suitable y automatically. More in detail — as shown in Fig-
ure 5¢c — the initializer derives a state y by combining the input
set ¥ of state-change rules chosen by the organization and the
output of ACE {Cj,...,C,} with an RBAC state blueprint like
those presented in Table 2 (see Figure 5). In this way, besides
the workflows, the organization just sets what state-change
rules to use in the performance evaluation (i.e., ¥). For
instance, if the organization wants to evaluate the performance
of a mechanism on the entailment relation only, then the orga-
nization can provide as input ¥ = {r ({,-))}, and the initializer
can generate a full-fledged y already containing users, roles,
resources, assignments and permissions. Similarly, the set ¥ =
{assignPermissionToRole(-, -),revokePermissionFromRole(:, -),
assignUserToRole(, -),revokeUserFromRole(:, -)} leads to an
evaluation based on the assignment (and revocation) of users
and permissions to roles only. Using the initializer, the orga-
nization can thus decide which state-change rules to consider
in AC executions — to a certain extent. Indeed, to prevent
inconsistencies, AC executions must have the same initial and
final RBAC state; otherwise, it would be impossible to run an
AC execution more than once. For instance, if an AC execution
creates a role, that role must be deleted before re-running the
same AC execution — as otherwise, in the second run, the
AC execution would try to create a role that already exists,
resulting in an error. Formally, given an RBAC system (y, ¥)
and ¢ = (WY1,....¥u—1) (Where y; € P for 0 < i < n), ¥
must be defined so to induce an AC execution (yi,¥1, 2,
wees Yn—1>Wn-1,Yn) Where 7y, YV y. We translate this
requirement for ¥ into 7 constraints which we report in Table 6
as predicates Pri(¥) for 1 < i < 7. The first 5 predicates state
that every element added to the state must also be removed
from the state before the end of the AC execution. Then, if
users or roles are created dynamically during the execution of a
workflow, it naturally follows that assignments of users to roles
are created dynamically as well; the same concept also applies
to roles and persistent resources (last 2 predicates in Table 6).
Instead, transient resources can exist within the execution of
a workflow only (see Section 3.1) and — by definition —
can never be part of the initial state y. More formally, the
organization can pick any one set of state-change rules among
those in the set {7 | ¥ € P(¥) A Pr;(¥) = Pry(¥) = Pr3(¥) =
Pry¥) = Prs(¥) = Prg(¥) = Pry(¥) = true}, where P(¥)
represents the power set of ¥.

We report the pseudocode of the initializer in Algorithm 4.
First, the initializer checks the consistency of the blueprint, i.e.,
it asserts that the numbers of users, roles, and resources are



compatible with the minimum and maximum numbers of as-
signments and permissions (line 1 in Algorithm 4), and prepares
an empty state (line 2). Then, the initializer populates U (lines
3—8) and R (lines 9—14) if addUser(-) ¢ ¥ and addRole(-) ¢
¥, respectively, with names extracted from {Cy,...,C,} (lines
43—44). Persistent resources are always present in P (lines
15—18 and 45), while transient resources are created during
AC executions only. Afterwards, if assignUserToRole(:,-) ¢ ¥,
the initializer assigns users to roles (i.e., UR) according to the
input blueprint (lines 19—40). The distribution of permissions
of roles over (persistent) resources (i.e., PA) follows the same
concept — for brevity, we omit it from Algorithm 4.

6.2. Running the Engine

As shown in Figure 5, the engine takes as input an RBAC
system (y, ¥) and {C1, ..., C,} derived from {Wy, ..., W,} as de-
scribed in Section 5. Then, the engine induces an AC execution
— containing only state-change rules in ¥ — for each sequence
of state-change rules in {Cy, ..., C,}, as discussed in Section 3.3.
Finally, the engine runs each AC execution by invoking — for
each state-change rule — the corresponding functionalities (or
APIs) of the mechanism being evaluated.

The engine can run one or more AC executions for each
{Cy,...,C,} — i.e., for each workflow — concurrently to sim-
ulate the presence of multiple ongoing business processes. The
engine also allows defining weights — expressed as natural
numbers — to guide the selection of which workflow(s) to in-
stantiate, as to model the fact that some workflows occur more
frequently than others. For instance, given {Cj, ..., C,}, assign-
ing to C; a weight we, = 2 — while we, = 1for 1 < j <
n|i # j— means that the workflow W; corresponding to C;
(i.e., C; =ACE(W))) occurs twice as often than the other work-
flows; organizations can derive values for these weights from,
e.g., logs and analytic tools integrating workflow engines. Sim-
ilarly, the engine can run multiple AC executions of the same
workflow concurrently; again, organizations can assign weights
to AC executions. In any case, the engine takes care of avoid-
ing inconsistencies in the AC policy state (e.g., two AC execu-
tions trying to add the same role at the same time) by running
each AC execution in a separate and isolated context, as sug-
gested in [51]. In detail, all AC executions of a workflow — and
of other workflows as well — share the same initial state, but
then any state-change rule — albeit being applied over the same
state — is customized to each AC execution. Concretely, this
means that identifiers of users, roles, and transient resources are
made unique to each AC execution. For instance, two AC ex-
ecutions ¢; and ¢, of the workflow in Figure 2 induced by a
basic RBAC system (see Section 6.1.1) would not both create
the “Clerk” role, but instead two “Clerk;” and “Clerk,” roles.
If an organization deems that creating a different version of the
same role for each AC execution of a workflow is not realis-
tic or representative of the modeled business process, then the
organization can just avoid running multiple AC executions of
the same workflow concurrently. Otherwise, the organization
can assume the role to already exist in the initial state, thus
choosing a highly or partially customized RBAC system (see
Sections 6.1.2 and 6.1.3). The same reasoning applies to users
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and transient resources, while persistent resources — according
to their semantics — are shared among all AC executions.

Finally, whenever a user is selected to carry out an action
(e.g., read a resource) through a role in an AC execution, that
user is marked as “busy”, and no other AC execution — even of
other workflows — can select that user until the user’s first ac-

Algorithm 4: The Pseudocode of the Initializer

Input: ¥, {Cy,...,Cp}, (UL, R}, [P|, [UR], [PA[, mu—r), Mu—r,
M(r—uys Mr—w), M(p—r), M(p—r), Mr—p)> M(r—p))
Output: (U,R,P,UR,PA)
assert (lUl : m(rau)) < |R| < (|U| . M(r~>u)) A (|R| . m(uar))
<1U< (Rl M) A (RI- mgpsy) < [P <
(lRl : M(par)) A (|P| . m(rﬁp)) < |R| < (|P| . M(rap));
letU=R=P=UR=PA =0;
if (addUser(-) ¢ ¥) then
let u = getUsernames(|U|, {Cy, ...,C,});
for i «— 1t0|U| do
‘ add u[i] to U;
end

—

end
if (addRole(-) ¢ ¥) then
let r = getRoleNames(|R|, {C1, ...
fori «— 1t |R| do
| add rli] toR;
end

[ R N7 N R N

,Cub);

e e
W R = S

end
let f = getPersistentResourceNames(|P|, {Cy,...,Cy});
fori < 1to|P|do

| addfli] to P;
end
if (assignUserToRole(-,-) ¢ V') then
letu2r = {}; // Num of assigned roles per user
let r2u = {}; // Num of assigned users per role
let counter = 0; // Total user-role assignments
foreach « in U do
while u2r{u] < mg_,,) do
pick r € R | r2ulr] < M—);
invoke assignUserToRole(u, r);

- -
B REBRIREBLEES &R

1)
N

end

n
N

end

foreach r in R do

while 72u[r] < m_y do

pick u € U | u2r[u] < M—u);
invoke assignUserToRole(u, r);

Y
vwgke

w
)

end

w
@

end

while counter < |[UR| do

pick u € U | u2rlu] < M—u);
pick r € R | r2ulr] < M—r);
invoke assignUserToRole(u, r);

[
4888

3
*

end

w ot
°

end
// Assign permissions to roles

P
w N =32

Function getUsernames (m, {Cy, ...,Cp}):

‘ // return m user names from {Cy,...,Cp}

44 Function getRoleNames (m, {Cy,...,Cp}):
‘ // return m role names from {Cy,...,Cy,}

45 Function getPersistentResourceNames (m,{C,...,C,}):
‘ // return m resource names from {Cy,...,Cy}

Function assignUserToRole(u,r):
add (u, r) to UR;
set u2r{u] = u2rlu] + 1;
set r2ulr] = r2ulr] + 1;
set counter = counter + 1;




tion is completed. As also suggested in [51], this approach con-
curs in simulating a realistic environment in which each user
carries out a single activity at a given time, but can take part in
more workflows simultaneously. If no user is available to carry
out an action in an AC execution (because, e.g., all users are
busy with other activities), the AC execution becomes “idling”
until a user with the required role assignment is available. The
idling time is measured separately from the workflow execution
time and may potentially be used to identify bottlenecks in the
AC policy, i.e., important roles with too few users assigned be-
cause of, e.g., separation of duty constraints; we defer the study
of this possibility to future work (see Section 8.1).

6.3. Implementation of ACME

We implement ACME in Python and make the implemen-
tation available as open-source software.!> ACME is inde-
pendent of the underlying AC enforcement mechanism, that
is, ACME has to be complemented with an “adapter” (i.e.,
a Python subclass) acting as an interface toward a specific
AC enforcement mechanism. In other words, an adapter for
ACME specifies how to translate a given state-change rule
in Table 1 — that is, an AC request produced by ACE —
into the sequence of API invocations to implement that rule
in the corresponding mechanism. We implement 3 adapters
in ACME for OPA, the AuthzForce Server (Community Edi-
tion) open-source implementation of XACML, and CryptoAC.
We implement the first two adapters by encoding RBAC pol-
icy states as described in the OPA documentation'* and the
XACML standard,'’ respectively, while CryptoAC’s APIs al-
ready have a 1-to-1 mapping with the state-change rules in
Table 1.'® More in detail, the XACML standard prescribes
that the state of the RBAC policy should be incorporated di-
rectly into policy sets, policies, and rules. Consequently, the
adapter for XACML translates a given state-change rule in
a XACML request by creating XML documents relying on
the “urn:oasis:names:tc:xacml:3.0:core:schema:wd-17" names-
pace. In particular, XML documents corresponding to requests
for adding user-role or role-permission assignments are derived
by using the <PolicySet>, <Policy>, and <Rule> names-
pace elements, while entailment relations are derived by using
the <Request> namespace element.!” We remark that the way
a mechanism actually carries out a state-change rule (e.g., as-
signing permissions resource-wise, based on patterns, or by dis-
tributing cryptographic keys to authorized users) depends on the
implementation of the mechanism itself, whose performance
is exactly the object of our evaluation. In this regard, we no-
tice that the performance of a mechanism is not limited to the

Bhttps://github. com/stfbk/ACME/

14https ://www.openpolicyagent.org/docs/latest/
comparison-to-other-systems/

http://docs.oasis-open.org/xacml/3.0/xacml-3.
O-rbac-vl-spec-cd-03-en.pdf

16yt tps://cryptoac.readthedocs.io/en/latest/

17 The interested reader can find the description of the generation of role-permission
assignment requests in Sections 2.1 to 2.4 of the XACML standard, the description of
the generation of user-role assignment requests in Section 3 of the XACML standard, and
the description of the generation of the entailment relation request in Section 2.5 of the
XACML standard. The corresponding implementation can be found in ACME’s source
code at https://github. com/stfbk/ACME/
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evaluation of state-change rules only, but it also includes the
handling of resources. For instance, CAC-based enforcement
mechanisms perform cryptographic computations on resources
[6]; omitting these computations would lead to non-realistic
results. For this reason, we represent a resource as a 1MB
file, although organizations can easily modify this representa-
tion (e.g., using a message queue instead of files for an IoT-
based workflow) or the file size resource-wise in ACME. Then,
we implement the adapters so that each of the 4 state-change
rules concerning (both transient and persistent) resources —
i.e., addResource(f), deleteResource(f), and the entailment re-
lation for read and write queries over resources — considers
the handling of resources themselves. For instance, reading a
file in CryptoAC implies both evaluating the entailment rela-
tion and also downloading — and decrypting — the (1MB file
representing the) resource. Further details can be found directly
in the documentation of the adapters.'®

Finally, ACME uses Locust,'® a modern open-source load
testing tool, as the underlying framework to invoke APIs while
collecting two metrics, i.e., the number of Requests per Second
(RPS) and the response time of each API invocation. Locust can
perform load testing through any kind of API, not only HTTP-
based, and can easily distribute the load generation across mul-
tiple devices? to, e.g., test the scalability of a mechanism, as
we show in Section 7.

7. Methodology Application

In this section, we first define the experimental settings for
the application of our methodology (Section 7.1). Then, we use
our methodology to evaluate CryptoAC, OPA, and the Authz-
Force implementation of XACML (Section 7.2). Finally, we
discuss the obtained results, arguing the internal and external
validity of our evaluation (Section 7.3) and comparing them
against micro-benchmarking (Section 7.4).%!

7.1. Experimental Settings

We now define the set of workflows {Wy, ..., W, }, RBAC sys-
tem (y, ¥), and infrastructure used in our experimentation.

7.1.1. Workflows and RBAC System

Our experimental evaluation does not involve a specific sce-
nario or organization, thus we lack both the business processes
(i.e., the workflows) and the RBAC system. Therefore, we
employ 5 workflows from the official OMG report [23], i.e.,
“The Pizza Collaboration” (W, hereafter) — already presented
in Section 3.1 — the “The Nobel Prize” (W,), the “Incident
Management as Detailed Collaboration” (W3), the “BPI Web
Registration with Moderator” (Wy) and the “Patient Treatment
- Collaboration” (Ws).22 We choose these workflows among

]8https ://github.com/stfbk/ACME/

Yhttps://locust.io/

20https ://docs.locust.io/en/stable/running-distributed.html

21 The results, plots, and replication package are available at https://github.com/
stfbk/ACME/tree/A_Simulation_Framework_Replication_Package

22The workflows are available at https://github.com/stfbk/ACME/tree/A_
Simulation_Framework_Replication_Package
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Figure 6: Infrastructure for (a) Centralized and (b) Decentralized Evaluations

those available in the OMG report as they group activities un-
der pools and lanes — allowing for clear identification of roles,
as discussed in Section 5.4 — contain exclusive gateways —
originating different sequences of state-change rules — and en-
compass several types of resources (i.e., messages, data objects
and data stores). Moreover, the use of CAC (i.e., CryptoAC)
is relevant to workflows dealing with sensitive data (e.g., W5,
Ws) that need to be protected by both AC and cryptography.
We parse these workflows with ACE (see Section 5), obtain-
ing {C1, ..., Cs} and set all weights (recall the concept of weight
in Section 6.2) to 1 for the sake of simplicity. ACE identi-
fies 576 unique WF net executions among 5.586 for W, 313
unique WF net executions among 761 for W3, 11 unique WF
net executions among 18 for W4 and 9 unique WF net execu-
tions among 9 for Ws. Combined, these 5 workflows expect
17 users, 17 roles, and 39 (4 persistent and 35 transient) re-
sources. Finally, we partially customize the RBAC system (see
Section 6.1.3) by considering that the AC policy state already
contains users, roles, persistent resources, and assignments of
users and permissions to roles (as it is usually the case [17]).
Concretely, we obtain y from the initializer by providing as in-
put ¥ ={r ({- N}, {C}, ..., Cs} and the healthcare state blueprint
(shown in Table 2), whose numbers for roles and resources are
closer to these workflows than those of the other blueprints.

7.1.2. Infrastructure

We present in Figure 6 the infrastructure used in our evalu-
ation (we do not represent Locust or the database components
for the sake of simplicity). For both configurations (i.e., central-
ized with OPA or XACML and decentralized with CryptoAC),
we use 10 Raspberry Pi 3 Model B+2?* running the Raspberry
Pi Operating System (OS) as clients hosting the engine.

For the centralized configuration (Figure 6a), we deploy OPA
or the AuthzForce Server for XACML on a desktop Dell Preci-
sion T1650%* running Linux Mint 19 cinnamon. The deploy-
ment of OPA consists of two (micro) services, i.e., OPA it-
self (which evaluates state-change rules) and a data manager
for handling resources created, updated, read, and deleted dur-

23Each Raspberry Pi is equipped with a Cortex-A53 at 1.4GHz with 1GB of LPDDR2
SDRAM and Gigabit ethernet with a maximum throughput of 300 Mbps

24The desktop is equipped with an Intel Xeon E3-1240 V2 at 3.40GHz with 16GB of
DDR3 RAM and Gigabit Ethernet
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ing the execution of workflows (recall the discussion about re-
sources in Section 6.3); in other words, while OPA acts as both
PDP and PAP, the data manager acts as a PEP. Similarly, the de-
ployment of XACML consists of the AuthzForce Server — act-
ing as PDP and PAP — and the data manager — acting as PEP.
As said in Section 6.3, we encode the RBAC policy in OPA and
in the AuthzForce Server as described in the OPA documenta-
tion>> and the XACML standard,?® respectively, and develop
the data manager as a simple Kotlin program exposing four
APIs following the Create, Read, Update and Delete (CRUD)
paradigm to handle resources. For the decentralized configura-
tion (Figure 6b), we deploy both the engine and CryptoAC on
each of the Raspberry Pi. Indeed, CryptoAC provides decen-
tralized enforcement for RBAC policies through cryptography,
i.e., CryptoAC is expected to run on the clients in a distributed
fashion. The deployment of CryptoAC consists of three (micro)
services: CryptoAC itself — which performs the cryptographic
computations described in [6] — a data manager (we reuse the
same service of the centralized configuration) and a metadata
manager for metadata (e.g., public keys). The last two services
run on the desktop centrally, as expected by [6].

We connect all devices (i.e., the 10 Raspberry Pi and the
desktop) to the same wired LAN to guarantee a reliable net-
work. We measure the latency and the throughput from each
Raspberry Pi to the desktop with the iperf3 tool,?’ finding
them to be less than 1 ms and equal to 294 Mbps, respectively.

7.2. Experimental Evaluation

Below, we define how we elaborate the measurements col-
lected during the evaluation, present the experiments we con-
ducted, and report the obtained results.

7.2.1. Measurements Elaboration

We are interested in evaluating the performance — i.e., scal-
ability, response time and throughput — of OPA, XACML and
CryptoAC. Therefore, we aggregate individual response times
of HTTPS requests to determine the overall average response
time for the AC executions of a workflow — that is, the aver-
age overhead due to the AC enforcement mechanism in the ex-
ecution of the workflow (workflow response time). Moreover,
we measure the number of RPS (throughput). The amount of
RAM consumed may be another relevant measurement. How-
ever, CryptoAC is deployed on different devices with respect
to OPA and the AuthzForce Server, and consists of a different
number of services (as described in Section 7.1). Thus, their
RAM consumptions are not comparable, at least not directly.
As such, we decide not to measure the amount of RAM con-
sumed. Moreover, we highlight that there already exist several
tools (e.g., top,”® Valgrind®) allowing to measure the RAM
consumed by a process.

2https://www.openpolicyagent .org/docs/latest/
comparison-to-other-systems/

26ht‘cp ://docs.oasis-open.org/xacml/3.0/xacml-3.
0-rbac-vi-spec-cd-03-en.pdf

27https ://iperf.fr/iperf-download.php

28https ://man7.org/linux/man-pages/manl/top.1.html

2https://valgrind.org/



7.2.2. Experiments

To investigate the (presumed) benefits of the decentraliza-
tion of CryptoAC with respect to the (centralized) OPA and
XACML (i.e., to measure scalability), we exploit Locust’s dis-
tributed load generation capabilities (see Section 6.3) to scale
the number of clients (i.e., engine instances) running AC exe-
cutions concurrently from 5 to 10. In other words, we repeat
the experiment 6 times for CryptoAC, OPA and XACML (i.e.,
18 experiments in total), each time increasing the number of
clients (thus, increasing the load on centralized services). At
the beginning of each experiment, we launch the engine in each
of the clients involved in the current evaluation, providing as in-
put {C1, ..., Cs} and the RBAC system (y, ¥) (see Section 7.1).
We activate clients 5 seconds apart from each other to avoid
them starting at the same time; this allows intertwining AC ex-
ecutions of workflows, i.e., ensuring that AC executions run at
different stages, as in a realistic scenario. We let the engine run
AC executions multiple times by setting a time limit of 20 min-
utes. In short, we run each experiment separately, resetting all
services each time.

7.2.3. Results

As clients activate 5 seconds apart from each other (i.e.,
with 10 clients, it takes 45 seconds to fully start the experi-
ment), we discard the first minute’s worth of results in which
not all clients have started already; we do this for all 18 ex-
periments to match their duration. We report in Table 7 the
evaluation results, from 5 to 10 clients (CI), considering only
AC executions that run entirely in the experimentation time
span. In detail, we report the average workflow response time
of AC executions of the 5 workflows and the average through-
put (TR) for OPA (columns 2—7), XACML (columns 8§—13)
and CryptoAC (columns 14—19). We also chart the results of
Table 7 for W, in the plot in Figure 7:3° on the X-axis we report
the number of users, while on the Y-axis we report the average
workflow response time (in milliseconds). We mark average
values for OPA with blue circles, while we mark average values
for XACML and CryptoAC with red crosses and green squares,
respectively. Finally, the black line traversing each set of marks
of a mechanism is the linear regression model computed on the
average values. As Locust keeps track of the number of RPS
globally, we highlight that the throughput amounts at the num-
ber of HTTPS requests satisfied (i.e., answered) per second by
the mechanisms across AC executions of the 5 workflows. We
remark once again that the average workflow response times
shown in Figure 7 and reported in Table 7 do not refer to the
time an AC enforcement mechanism takes to evaluate a sin-
gle AC state-change rule, but rather to the evaluation of the
whole workflow W; (which comprises 54 state-change rules,
as explained in Section 5.5) when concurrently executed by 10
users — that is, when stressing the AC enforcement mechanism
with many requests. For instance, if we consider the average
throughput results with 10 clients reported in Table 7 (last row

30The plots for W,, W3, W4, and Ws are available at https://github.com/stfbk/
ACME/tree/A_Simulation_Framework_Replication_Package
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of columns 7, 13, and 19), we infer that OPA, XACML, and
CryptoAC take 3.30ms, 59.38ms, and 35.63ms to elaborate a
single AC state-change rule on average, respectively (that is,
1000ms divided by 302.9, 16.84, and 28.07).

7.3. Discussion

We can draw a number of considerations from Table 7 and
Figure 7. First, we observe that OPA is faster and has a higher
throughput than both XACML and CryptoAC. For instance,
OPA takes 301.92ms on average for running an AC execu-
tion of W; with 5 clients, while XACML takes 9,880.10ms and
CryptoAC takes 17,091.03ms. CryptoAC is the slowest among
the evaluated mechanisms, probably because it enforces AC
through cryptography, i.e., it performs several cryptographic
computations for each state-change rule [6]. Instead, it is no-
ticeable how the workflow response time of XACML — which
is still a centralized mechanism — is an order of magnitude
worse than the workflow response time of OPA. A possible
explanation is that OPA stores all AC policies in cache mem-
ory, resulting in a faster evaluation; moreover, AC policies in
OPA are stored as code instead of eXtensible Markup Language
(XML), a cumbersome language to read and parse.*’ Then,
XACML was designed to enforce ABAC rather than RBAC
policies, and the standard encoding of RBAC for XACML
seems to not be optimal. Finally, we remark that we are evalu-
ating just one of the several implementations for XACML (i.e.,
the AuthzForce Server, which is not representative of all imple-
mentations of XACML) which is also open-source, hence not
necessarily optimized or ready for production.

From Table 7 — and especially from Figure 7 — we also
notice how the average workflow response times of AC execu-
tions change with the number of clients. The workflow response
time of OPA across the 5 workflows remains almost constant
from 5 to 10 clients, showing great vertical scalability and, per-
haps, the presence of optimizations (e.g., caching); in any case,
we highlight that these optimizations are the same that would

31 https://www.styra.com/blog/opa-vs-xacml-which-
is-better-for-authorization/



be activated in a realistic scenario, as discussed in Section 4.3,
thus they concur in producing realistic results. Conversely, the
workflow response time of XACML quickly deteriorates when
increasing the number of clients, suggesting low vertical scala-
bility (e.g., from 9,880.1ms with 5 clients to 20,138.11ms with
10 clients for Wy, as shown in Figure 7); instead, the workflow
response time of CryptoAC seems unaffected by the number of
clients. In fact, the results indicate that CryptoAC has excellent
vertical scalability — probably due to being a decentralized AC
enforcement mechanism — even to the point that CryptoAC
performs better than XACML when considering 10 clients, as
illustrated in Figure 7. This impression is also confirmed by
the results on the throughput, which increases linearly with the
number of clients for CryptoAC (i.e., from 14.02 RPS with 5
clients to 28.07 RPS with 10 clients) while remains almost con-
stant for XACML.

Finally, we remark that, besides performance, there exist
other (subjective) conditions — not immediately related to per-
formance but relevant nonetheless — which an organization
may want to consider when choosing an AC enforcement mech-
anism, as discussed in Section 1. For instance, even though
CryptoAC is slower than OPA, it provides greater security and
privacy guarantees for the confidentiality and integrity of data
through the use of cryptography. Thus, an organization should
carefully evaluate the trade-off between performance and secu-
rity, depending on the sensitivity of the involved data and the
requirements of the underlying scenario.

7.3.1. Internal validity

As also argued in [9], internal validity is relatively easy to
achieve, since we control all experimental settings (i.e., those
discussed in Section 7.1) directly. In other words, it is possible
to define the computational and network resources available,
and even fine-tune them to better reproduce specific scenarios
(e.g., by artificially introducing network latency with tools such
as tc32). Then, the implementation of the core logic of the en-
gine is common for all configurations (i.e., OPA, XACML and
CryptoAC); only the adapter — which essentially just sends
HTTPS requests — differs. We even use the same data man-
ager service in all configurations to avoid introducing biases.
As a side note, we highlight that ACME is flexible enough to
re-run the same evaluation with different components (e.g., data
manager) to measure their efficiency in realistic scenarios. Fur-
thermore, one may ask whether having both CryptoAC and the
engine on the same device (i.e., the Raspberry Pi) could alter

32ht‘cps ://man7.org/linux/man-pages/man8/tc.8.html

the results of the evaluation, as the two services might compete
over the (limited) computational resources of the device. There-
fore, during the experiments of CryptoAC, we monitor the CPU
and RAM usage of the Raspberry Pi clients, finding them to be
constantly around 40% and 30%, respectively. Consequently,
we conclude that the two services can run together on the Rasp-
berry Pi without any mutual interference, i.e., without altering
the results. Finally, one may deem 10 concurrent clients to be
too few for a realistic evaluation. However, we remark that —
within any system — only a small fraction of the total num-
ber of clients is active simultaneously. For instance, industrial
benchmarks have quantified the average number of clients ac-
tive concurrently to be within the range 10%-20% of the total
number of clients,> while empirical measurements in research
studies estimate an even lower percentage (e.g., 5% in [25]). If
we consider that the healthcare state blueprint employed in our
experimental evaluation expects 46 total users (see Table 2),
we can conclude that 10 clients — which are 22% of 46 —
is realistic for emulating a medium-load scenario. Moreover, a
similar range of clients has been considered in prior work (e.g.,
[39] uses 5 to 10 concurrent clients). As a final remark, the
primary objective of our experimental evaluation is to validate
the methodology — our core contribution — by providing ini-
tial and realistic evidence of its applicability, and not to deliver
large-scale performance benchmarks (which may be interesting
but would deserve their own space in a separate follow-up arti-
cle).

7.3.2. External validity

We now discuss whether our findings can generalize to ac-
tual deployments. First, we consider that often — although not
always — workflows have a mix of activities carried out by
software (i.e., automatically) and humans (i.e., manually) [51].
However, the results obtained with our methodology concern
the overhead due to AC enforcement mechanisms in the execu-
tion of workflows only. To obtain more representative results,
these can be integrated (i.e., summed) with the time needed by
software agents and humans to carry out the activities in the
workflows (which can be defined by organizations). Intuitively,
this would dilute (in relative terms) eventual performance gaps
among mechanisms. Nonetheless, this time is also indepen-
dent of the mechanism being used, thus it does not alter its per-
formance or a comparison with other mechanisms. Similarly,
network latency — which is negligible in our evaluation — is
another relevant aspect that may have a significant impact on

33https ://loadfocus.com/blog/2025/04/calculate-concurrent-users

Table 7: Average Workflow Response Time (ms) and Throughput 7R (i.e., Number of Requests per Second)
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11,339.37
13,556.74
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16,552.14
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3,191.33
3,626.97
3,940.23
4,398.52
5,258.16
6,116.17

11,210.61
13,958.79
15,584.98
16,523.94
19,245.75
20,815.66

16.39
16.49
17.01
17.13
17.37
16.84

17,091.03
17,460.31

17,624.6
17,749.26
17,113.88
17,656.92

26,577.29
27,027.49

27,275.6
27,265.83
25,398.23
26,038.53

16,185.51
16,141.53
15,933.43
16,136.32
15,806.56
16,035.27

6,089.74
6,240.69
6,307.76
6,343.48
6,179.73
6,263.67

18,227.53 14.02
18,309.22  16.7
18,500.2 19.31
18,745.12 21.91
18,119.65 25.69
18,505.22 28.07
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the results of the experimentation. This is particularly true for
the overall performance of centralized AC enforcement mech-
anisms (e.g., OPA and XACML) which suffer network latency
more than decentralized mechanisms (e.g., CryptoAC) as, in-
tuitively, the channel toward centralized services may become
a bottleneck for the whole application. For instance, the la-
tency for both AWS** and Microsoft Azure*> Cloud — which
naturally vary depending on the selected region and the loca-
tion of the user — was found to be around 200ms on average
in 2021 [37]. Suppose now that an organization deploys OPA
— which mainly targets Cloud environments*® — on AWS or
Azure; considering that any AC execution of W, has 54 state-
change rules — and considering one HTTPS request for each
rule — only the overhead due to the latency of the Cloud would
be more than ten seconds (i.e., 10,800ms = 200ms - 54). There-
fore, organizations should consider network latency, as well as
all other network characteristics, to obtain results that are rep-
resentative of a specific scenario.

Then, in our methodology we do not consider the impact
that other processes may have in case they are carried out on
the same device hosting the AC enforcement mechanism (e.g.,
CryptoAC), possibly leading to scarcity of (computational or
network) resources. However, this behavior can be easily sim-
ulated by using dedicated tools (e.g., stress’’).

Finally, as we do not consider a specific scenario for the
sake of generality, we choose 5 BPMN workflows from the of-
ficial report of OMG [23] to consider well-designed workflows
only. Naturally, these workflows belong to different application
fields. As a consequence, the results we obtain in our evalua-
tion are still realistic (as they are built starting from a realistic
RBAC state and sequences of state-change rules derived from
BPMN workflows) but not representative of any concrete sce-
nario. This issue is indeed solved when an organization uses its
own workflows as input to our methodology.

7.4. Micro-benchmark Evaluation

We now compare the results of our methodology (presented
in Section 7.2) against those of an evaluation based on micro-
benchmarks. In this context, we consider the AuthzForce im-
plementation of XACML and CryptoAC as AC enforcement
mechanisms, since their performance is comparable while OPA
outperforms both by far. In detail, we reuse the same exper-
imental settings described in Section 7.1 (e.g., RBAC system,

34https ://aus.amazon. com/
3https://azure.microsoft.com/
nttps: //wuw. openpolicyagent.org/
3Thttp://linux.die.net/man/1/stress

infrastructure, number of clients). However, this time we con-
sider a single state-change rule at a time. In other words, an
experiment based on micro-benchmarking consists of a number
of clients from 5 to 10 all sending the same state-change rule to-
ward the same mechanism — either XACML or CryptoAC —
for 10 minutes and then measuring the average response time,
similarly to what we do in Section 7.2; this amounts to a total
of 72 experiments. As a side note, we highlight that this experi-
mentation demonstrates that it is possible to use our method-
ology also to run micro-benchmarks that consider a realistic
RBAC system and have multiple clients sending state-change
rules concurrently, two requirements to obtain significant re-
sults, as discussed in Section 4.3.

We report in Table 8 the results of the micro-benchmark eval-
uation (best times are underlined). As we can see from the table,
XACML always performs better than CryptoAC in the majority
of the considered state-change rules (i.e., 4 out of 6) — regard-
less of the number of clients. In particular, XACML is faster
at applying administrative state-change rules, probably because
CryptoAC involves the use of (slow) asymmetric cryptography
for, e.g., distributing permissions. However, given that in CAC
the enforcement of the policy is pre-compiled and embedded
into the (distribution of the) secret keys, CryptoAC outperforms
XACML when evaluating the entailment relation (i.e., read and
write on resources). In other words, XACML has to evaluate
policy sets and policies for each (user) request sent by all clients
(recall the discussion in Section 7.3), while in CryptoAC the
evaluation is implicit. Looking at Table 8, an organization may
then choose XACML over CryptoAC because “generally better
performing”, but it is clear that the real answer actually depends
on how frequent read and write actions are; this is an aspect
that micro-benchmarks cannot capture, while our methodology
can.

8. Conclusion and Future Work

In this paper, we presented a methodology for more real-
istic performance evaluation of AC enforcement mechanisms.
First, we devised a procedure, ACE, to derive sequences of
state-change rules from BPMN workflows automatically. Then,
we designed a simulator tool, ACME, allowing to measure and
compare the performance of different mechanisms. Finally, we
provided a concrete application of our methodology on three
AC enforcement mechanisms — OPA, XACML and CryptoAC
— to demonstrate its practicality and accuracy. Our experi-
ments show that our methodology provides a robust basis for
measuring and comparing the performance of different AC en-

Table 8: Micro-Benchmarks Average Response Time (ms) per single State-Change Rule from 5 to 10 Concurrent Clients

XACML CryptoAC

State-Change Rule ‘ ‘ 5 6 7 9 10 5 6 7 3 9 10
addResource(-) (Transient Resource) 14.7 15.97 17.69 20.17 76.28 30.44 | 618.19  638.68 674.03 64322 67251 921.24
 ((-,{ read))) (Transient/Persistent Resource) 45952  5466.61  5551.29  7110.38 5409.9 8071.93 850.17  890.28 1033.85 792.11 544.76  350.57
F ((-,(write))) (Persistent Resource) 2866.09  3359.65 2979.35 432329 354529  4096.19 | 932.57  761.68 731.52  667.37 54698  364.28
deleteResource(-) (Transient Resource) 11.45 16.06 17.65 20.24 15.97 26.88 | 148.32 134.12 130.07 12891 13428 160.14
assignPermissionToRole(:, -) 228.23 227.79 245.0 250.19 227.32 289.2 | 430.66  395.67 351.31 33457 2944  291.44
revokePermissionFromRole(:, -) 230.55 279.42 297.0 298.0 292.44 297.5 652.1  565.63 540.31 47998 406.04 338.22




forcement mechanisms realistically, being even able to cap-
ture the benefits — in terms of scalability — of a decentral-
ized mechanism (i.e., CryptoAC) over a centralized one (i.e.,
XACML). Also, we compared our methodology with micro-
benchmarking, showing how the latter — although still useful
to assess single functionalities of a mechanism from the de-
velopers’ point of view — is not capable of returning realistic
performance evaluation results from the users’ point of view,
and may thus not always suggest the best mechanism for a
given scenario. We make the implementation of both ACE*
and ACME? open-source and freely available.

8.1. Future Work

Natural improvements to our methodology consist in allow-
ing more fine-grained customization of the evaluation (e.g.,
tuning default activities input/output) and implementing other
adapters for ACME, so to support further AC enforcement
mechanisms out-of-the-box. In any case, we remark that an
organization can easily implement adapters for further mech-
anisms by following the instructions in the engine module
of ACME; essentially, an organization just needs to specify
what APIs to invoke (e.g., to what URLs send the HTTPS re-
quests and what parameters to provide) to implement a cer-
tain state-change rule (e.g., add resource) and the credentials
to use for authentication (e.g., username and password). Also,
our methodology currently allows for conducting performance
evaluations of AC enforcement mechanisms. Hence, it would
be interesting to extend our methodology for conducting secu-
rity evaluations. For instance, we could incorporate a reference
RBAC implementation as an oracle to validate the functional
correctness of both ACME and the AC enforcement mecha-
nism under test. Additionally, we could extend our selection
of sequences of AC requests to specifically target corner cases,
considering both the entailment relation and administrative op-
erations as testing criteria. Moreover, we are planning to ex-
pand the set of BPMN symbols supported by ACE and parse
more workflows; this would allow the creation of a library of
workflows that organizations (as well as researchers) can read-
ily use to evaluate the performance of their AC enforcement
mechanisms — acting therefore as a reference benchmarking
solution. Another interesting research direction is extending
our methodology to support the evaluation of ABAC enforce-
ment mechanisms as well. At the conceptual level, we note that
ACE could support ABAC already, except for the derivation of
state-change rules for ABAC from WF net executions (step 4
in Figure 1 — see the conceptual map in Table 4). Finally, it
would be interesting to correlate the idling time of workflows
(discussed in Section 6.2) with the concept of AC policy re-
siliency [32] and, more in general, the workflow satisfiability
problem [52]. In this regard, we could also include the speci-
fication of (dynamic and static) separation of duty constraints
[30] into ACE by, e.g., introducing ad-hoc state-change rules.
For instance, given two permissions p; and p, assigned to two

Bhttps://github. com/stfbk/ACE/
Pnttps://github.com/stEbk/ACME/
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roles r; and r,, respectively, and a separation of duty constraint
saying that the same user u cannot assume r, to execute p, if u
already assumed r| to execute p;, we could introduce a special
state-change rule that revokes u from r, whenever u executes p;
using ry.
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