Revisiting the ETSI ITS Lifecycle with Certificateless Authorization Based on
Group Signatures

Riccardo Gennaro*, Stefano Berlato!, Alessandro Tomasif, Silvio Ranise’* and Florian Hahn*
* University of Twente, Enschede, The Netherlands
Email: r.gennaro@student.utwente.nl, f.w.hahn@utwente.nl
t Fondazione Bruno Kessler, Trento, Italy
Email: {sberlato,altomasi,ranise} @fbk.eu
i University of Trento, Trento, Italy

Abstract—The current standards for Intelligent Transport
Systems (ITSs) by the European Telecommunications Stan-
dards Institute (ETSI) rely heavily on Public Key Infrastruc-
tures (PKIs) and pseudonym-based digital certificates to pro-
vide message authenticity and user privacy in vehicular com-
munications. Although effective, this approach introduces
substantial complexity due to heavy certificate management
and network overhead, particularly in cases of dense traf-
fic. To simplify certificate management without sacrificing
interoperability, this paper proposes a standard-compatible
redesign of (part of) ETSI’s authentication and autho-
rization lifecycle that replaces pseudonym-based certificates
with Group Signatures (GSs). Our redesign preserves the
separation of duties between Enrollment Authorities (EAs)
and Authorization Authorities (AAs), balancing authentic-
ity, unlinkability, non-repudiation, and limited anonymity.
Also, we implement a proof-of-concept within the open-
source C2C—Common platform using IBM’s 1libgroupsig
library. Our benchmarks show that our redesign introduces
substantial yet improvable signing and verification over-
heads — 3.7x and 10x, respectively — while maintaining
comparable message sizes. Finally, we discuss a further
ETSI-compatible extension with Attribute-Based Encryption
(ABE) to introduce fine-grained access control aligned with
ETSI’s permission codes and C-Roads use cases.

Index Terms—Group Signatures, ETSI, ITS, VANETSs

1. Introduction

The rising volume of road traffic poses major chal-
lenges for transportation systems, including congestion,
safety risks, and environmental impact. To address these
challenges, Intelligent Transport System (ITS) applica-
tions have been devised to offer ITS services like collision
avoidance, real-time traffic management, and emergency
notifications. However, ITS services need strong security
guarantees against disruptions and manipulations to en-
sure safety. In fact, ITS services face a wide range of
adversaries, commonly categorized as passive or active
[2], [33], and as external or internal [1]. Passive attacks,
like eavesdropping and traffic analysis, aim to intercept
communications with techniques such as packet sniffing
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and radio-frequency scanning. Conversely, active attacks
aim to manipulate or inject falsified data — examples
include replay, impersonation, and message modification
— and can lead to severe safety consequences. External
attacks come from outside the ITS service boundary, while
internal attacks are carried out by legitimate but malicious,
or compromised, network participants.

Security and Privacy Requirements. Balancing security
and performance has always been a challenge in ITS
services [10]. Although performance requirements often
vary depending on the specific ITS service, the follow-
ing security and privacy requirements are almost always
present to ensure ITS service safety [33]:

o Authenticity (which entails also integrity). Every mes-
sage exchanged among vehicles and roadside infras-
tructure must be authenticated to prevent imperson-
ation and identify forged or manipulated messages.

o Confidentiality. Some ITS services — e.g., those
transmitting sensitive data or accessible via a fee or
subscription — may require message confidentiality.

o Unlinkability. Adversaries and honest-but-curious au-
thorities may track vehicle activities within and
across ITS services. Hence, messages should be un-
linkable to vehicles — to a certain extent (see below).

o Limited anonymity. Authorized parties — e.g., police
officers — must be able to identify which vehicle sent
a particular message under certain conditions (e.g.,
when investigating accidents or for law enforcement).

o Non-repudiation. It must not be possible to deny the
transmission of a message by a given vehicle.

Standardization Efforts. Standards have been recognized
as enablers to foster harmonization and interoperability
of ITS services [5]. During the last decade, multiple
standards bodies — such as the European Telecommu-
nications Standards Institute (ETSI) in Europe and the
Institute of Electrical and Electronics Engineers (IEEE)
in the United States — have defined frameworks for the
development of safe and secure ITS services.! In particu-
lar, current ETSI-compliant systems, e.g., the Cooperative
ITS European Initiative (C-Roads) [9], rely heavily on
Public Key Infrastructures (PKIs) and pseudonym-based

1. We focus on ETSI’s standardization efforts for communication-level
authentication and authorization; IEEE’s standards — and others, e.g.,
those of the Society of Automotive Engineers (SAE) for intra-vehicle
cybersecurity [13] — are out of scope.



authentication and authorization to secure ITS services.
ETSI standards (which we discuss in more detail in
Section 2.3) prescribe each vehicle to be given a batch
of rotating digital certificates. Consequently, vehicles can
periodically rotate the certificate used for authenticating
outgoing messages to achieve a pseudonymity guarantee.
Then, rather than adding revoked certificates to one or
more Certificate Revocation Lists (CRLs) — which would
quickly become too long — certificates are simply short-
lived and are not renewed once expired; new certificates
are issued only to registered and active vehicles. However,
while achieving the security and privacy requirements
previously discussed, ETSI’s approach complicates cer-
tificate management due to the high certificate rotation
frequency — which depends on the granularity of the
time validity window. Also, network traffic increases as
frequent transmissions of fresh certificates are required.
Moreover, not only is this issue exacerbated in the case
of dense traffic, but also a trade-off is introduced: while a
narrow validity window creates high renegotiation-related
traffic, a wide window enables adversaries to correlate
certificates, compromising unlinkability.

Solution and Contributions. We propose a standard-
compatible redesign of the pseudonym-based authentica-
tion and authorization mechanisms currently standardized
by ETSI for ITS services. In essence, we suggest replacing
large batches of pseudonyms with a hybrid construction
combining Group Signatures (GSs) for unlinkability and
Attribute-Based Encryption (ABE) for fine-grained service
authorization — solving the aforementioned issues while
still achieving the desired security and privacy require-
ments. Our redesign explicitly maps ETSI entities to GS
and ABE authorities, and preserves ETSI message formats
so that our proposal can be deployed incrementally.

In the following, after discussing background infor-
mation and related work in Sections 2 and 3 (and before
concluding the paper with final remarks and future work
in Section 8), we make the following contributions:

o Scheme selection. The analysis of the security model
and performance of multiple GS schemes for the
requirements of ITS services (Section 4).

e Design. A revisited ETSI lifecycle with detailed mes-
sage exchange sequence diagrams showing the inte-
gration of GSs and a clear mapping of responsibilities
for the GS authorities (Section 5).

o Implementation and Preliminary Evaluation. A
proof-of-concept implementation of the revisited life-
cycle within C2C-Common — an open-source im-
plementation of ETST TS 102 941 [I8] and 103
097 [14] — together with a preliminary performance
evaluation and comparison with respect to the origi-
nal lifecycle (Section 6).

o Further Improvements. A discussion on how ABE
may fit into the revisited lifecycle with detailed mes-
sage exchange sequence diagrams (Section 7).

2. Background

Below, we briefly recalll the functioning of a PKI
(Section 2.1) and the main definitions and schemes for GS
(Section 2.2). Then, we outline the various ETSI standards

for ITS, including an overview of ETSI’s security architec-
ture, authentication and authorization lifecycle, certificate
formats, and communication patterns (Section 2.3).

2.1. Public Key Infrastructure

A PKI supports the management of digital certificates
(or simply certificates) over key pairs used for, e.g., secure
key establishment and digital signatures. A certificate
binds a public key to the holder of the corresponding
private key, along with further subject attributes — e.g.,
domain name, validity period. Moreover, a PKI maintains
and provides information about the status of unexpired or
revoked certificates [30]. Two fundamental components of
PKIs are Certification Authorities (CAs) and Registration
Authorities (RAs): CAs create, issue, distribute, and re-
voke certificates, while RAs verify — on behalf of CAs
— the accuracy of the attributes of PKI users before issu-
ing the corresponding certificates [30]. Since anyone can
verify the authenticity and validity of certificates, the use
of certificate-bound key pairs ensures authenticity [30].
Finally, CAs can establish trust relationships by signing —
in essence, endorsing — each others’ certificates, creating
a so-called chain of trust establishing a hierarchy of CAs
and, possibly, span across different security domains [30].

2.2. Group Signatures

GSs schemes [ 1] allow members of a group to pro-
duce digital signatures — called group signatures — such
that the signer’s identity remains hidden while the validity
of their group membership can be publicly verified. Gen-
erally, a GS scheme is a digital signature scheme in which
() members of the group can produce GSs with individual
secret keys; (22) GSs are verifiable with a single public
key; (2i7) a special member — the group manager — can
“open” a GS to reveal the signer’s identity, enabling non-
repudiation [11]. The precise definition of a GS scheme
varies according to its security model. A famous model for
GSs was proposed by Bellare, Micciancio, and Warinschi
(BMW) [3] and comprises four algorithms:

o Setup(1*,17) — (gpk, gmsk, gski,... n)). Given a
security parameter 1* and the group size 17", the
group manager generates the group public key gpk,
the group manager’s secret key gmsk, and a (private)
signing key gsk; for each group member i € [n].

e Sign(m,gsk;) — o. A group member i signs a
message m using gsk; to produce a GS o.

o Verify(m,o,gpk) — {accept,reject}. Anyone
can verify a o for a m using gpk. A o generated by
Sign over a (not tampered) message is always ac-
cepted, i.e., Pr[Verify(gpk, m,Sign(m,gsk;)) =
accept] = 1. The verification of a GS does not reveal
the identity of the signer.

e Open(o,gmsk) — 4. The group manager can use
gmsk to reveal the identity 7 of the signer of o.

An example of GS scheme based on BMW is BBS04
by Boneh et al. [7]. However, BMW supports static groups
only, where members are defined during setup and cannot
be changed.” Dynamic groups were introduced with the

2. Actually, BBS04 can support dynamic groups, but its security has
been demonstrated in the static BMW model only, and not in dynamic
models. Thus, dynamic BBS04 has no suitable security guarantees.
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Figure 1. ETSI ITS security architecture from [16]. The figure depicts a single PKI with one EA, AA, and MA, as well as the interactions with an
ITS-S. A representation of the ETSI ITS security architecture with multiple PKIs — as well as the CPOC and the TLM — can be found in [26].

BSZ model [4] — e.g., implemented by KLAP20 [25] —
which adds the algorithms Issue, Join, and Judge and
distinguishes between the entity that can add members
(issuer) and the entity which can open GSs (opener):®

o Setup(1*) — (gpk, gskiss, gskopen)- A trusted party
generates the group public key gpk, the issuer’s secret
key gsk;ss, and the opener’s secret key gskopen.-

e Sign(m,gsk;) — o and Verify(m,o,gpk) —
{accept, reject}. As in BMW.

o Issue(gpk,pubk;, gsk;ss) — (reg;,cred;). The is-
suer produces the registration information reg; and
credential cred; for the user ¢ using gsk;ss, gpk, and
the user’s public key pubk;.*

o Join(gpk, pubk;, privk;, cred;) — gsk;. The user i
interacts with the group manager to derive its signing
key gsk; using gpk, cred;, pubk;, and the private key
privk; associated to pubk;.

o Open(gpk, gskopen,reg, m,o) — (i, 7). The opener
can use gskopen, — and the issuer’s register reg
containing all registration information — to reveal
the identity ¢ of the signer from a o over a message
m. Also, Open returns a proof 7 that the opener
executed the Open algorithm correctly.

o Judge(gpk,i, pubk;,m,o, ) — {accept,reject}.
Anyone can verify that the group member 7 did create
o over m by using the proof 7.

Two notable further models were proposed in the
literature, CLS [22] and UCL [12]: CLS allows for linking
GSs without revealing the signer’s identity, and both UCL
and CLS remove the Open algorithm and let linkability to
be user-controlled. Finally, Pointcheval and Sanders pro-
pose a GS scheme (PS16) operating under the BSZ model
(with joined issuer and opener) and producing shorter
signatures and efficient Sign and Verify algorithms [31].

3. As in [32], members have both a public and private signing key.

4. While in [32] Issue outputs only the registration information reg;,
the Issue algorithm of the BSZ GS scheme discussed in Section 4 also
outputs a credential cred; that is sent to the user to be included in gsk;.

2.3. ETSI Standards

We now outline the various ETSI standards concerning
the security of ITSs from complementary viewpoints:
architectural, lifecycle, certificate formats, and communi-
cation patterns. In detail, we consider the following ETSI

technical specifications (ETSI TS): 102 940 [l6],
102 941 [18], 103 097 [14], 103 900 [21], 103
831 [15],and 103 759 [17].

Security Architecture Overview. As shown in Figure
1, the security architecture for ITS services proposed by
ETSI in 102 940 [16] — and further described in the
Certificate Policy for Cooperative Intelligent Transport
System (C-ITS) document [26] — comprises multiple
independent PKIs. Each PKI can be operated by, e.g., a
national organization, a commercial entity, or a European
institution. Interoperability among the PKIs is provided
by a Central Point Of Contact (CPOC) and a Trust List
Manager (TLM), which, essentially, facilitate the estab-
lishment of trust relationships between PKIs. ETSTI TS
102 940 [16] and 102 941 [18] state that, besides a
Root Certificate Authority (RCA), each PKI comprises
also one or more Enrollment Authorities (EAs), Autho-
rization Authorities (AAs), and Misbehaviour Authorities
(MAs), each being independent and having jurisdiction on
a specific regional or national geographical area. Within
such an area, the EA provides long-term identities to
requesting vehicles and Road Side Units (RSUs) — col-
lectively referred to as ITS-Stations (ITS-Ss) — in the
form of certificates called Enrollment Certificates (ECs).
A vehicle can request its first EC by presenting to the
EA its canonical identifier — i.e., its Vehicle Identifying
Number (VIN) and a tuple of preloaded key pairs provi-
sioned and certified by the vehicle’s manufacturer — and
subsequent ECs by presenting the previous EC. Also, the
EA maintains the list of permissions assigned to an ITS-
S. Differently, the AA provides pseudonyms to requesting
ITS-Ss (that present a valid EC) in the form of short-lived
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Figure 2. The ETSI ITS authentication and authorization lifecycle.

certificates called Authorization Tickets (ATs). In detail,
the Certificate Policy for C-ITS document [26] prescribes
that the validity window for ATs can be up to a week.
Moreover, ITS-Ss can preload ATs for up to three months
in the future. Finally, an ITS-S may send a report (e.g., a
notice of misbehavior of another ITS-S) to the MA that
will investigate the report and decide whether to ignore it,
simply warn the reported ITS-S, or request its revocation.
The use of short-lived ATs provides authenticity while
hindering the tracking of ITS-Ss, since I'TS-Ss can periodi-
cally rotate ATs while accessing ITS services, as mandated
by ETSI TS 102 941 [I8]; neither canonical identi-
fiers nor ECs are suitable for use in ITS services. More
specifically, the privacy areas’ defined in ETSI TS 102
940 [16] and 102 941 [18] include the protection of
ITS registration data and the privacy of communications
between ITS-Ss. Consequently, authentication and autho-
rization are carried out in such a way that the canonical
identifier of an ITS-S is known only by the EA. Further-
more, ETSI enforces a separation of duties between EA
— responsible for enrollment and identity management —
and AA — responsible for issuing and managing ATs.

Lifecycle Overview. The authentication and authorization
lifecycle for ITS-Ss defined in ETSI TS 102 941 [18]
is represented by the 5-state deterministic automaton
shown in Figure 2. First, a not initialized (—init) ITS-
S is initialized (init) by the manufacturer with a canonical
identifier and contact information (e.g., certificates) for
communicating with EAs and AAs. Then, an initialized
and not enrolled (init A —enr) ITS-S can enroll by inter-
acting with an EA (enroll): the first enrollment requires the
canonical identifier, while subsequent re-enrollments —
which occur when an EC expires (EC expiration) — also
require the previous EC. An enrolled and not authorized
(enr A —auth) ITS-S can require ATs by sending its
EC to the AA (authorize) and become authorized for
service (auth). An authorized ITS-S signs messages and
accesses ITS services using its ATs — authorization is
passively revoked as ATs expire (AT expiration). Finally,
an ITS-S reaches the end state End of Life (FEoL) when
decommissioned or compromised (revoke).

Certificate Format Overview. ECs and ATs — seen as
certificates — are composed of multiple fields stating
both the identity and the permissions of their holder.
The semantics of these fields is given in IEEE Std
1609.2 [24], and the certificate format (which contains
additional requirements) is specified in ETSI TS 103
097 [14]. Specifically, the permissions stated in an AT
prove to a receiving ITS-S that the sender has the right to

5. In ETSI terminology, a privacy area is an aspect or domain of the
ITS security architecture designed to protect users’ and vehicles’ privacy.

send a given type of message. These permissions are set in
the field appPermissions and consist of tuples com-
posed by ITS Application Identifier (ITS-AID) and Service
Specific Permission (SSP) codes. In particular, ITS-AIDs
identify ITS services — e.g., Cooperative Awareness Mes-
sage (CAM) and Decentralized Environmental Notifica-
tion Message (DENM) correspond to ITS-AID 36 and 37,
respectively — while SSPs’ semantics differ according to
the underlying ITS service. For instance, ETST TS 103
900 [21] specifies that, for the CAM service, octet 1 of
the SSP represents the role of the ITS-S (e.g., emergency
vehicle) while octet 2 contains flags for specific roles
indicating whether a ITS-S can send a given type of CAM
(e.g., a lane closure notification). Instead, ETSI TS 103
831 [15] specifies that, for the DENM service, octets 1
to 3 represent the specific cause for which the message
has been sent (e.g., bit 1 of octet 1 for the SSP in a given
AT allows an ITS-S to sign an accident notification).

Communication Pattern Overview. ETSI TS 102
941 [18] defines three communication patterns — mul-
ticast, broadcast, and unicast — in wireless networks en-
abling communication among ITS-Ss; such networks are
often also called Vehicular Ad hoc Networks (VANETS).
Unlike safety-related broadcast services such as CAMs
and DENMs, multicast and unicast services may be of-
fered by multiple service providers and can be com-
mercially sensitive (e.g., fleet management, paid real-
time traffic analytics). As a result, different ITS services
may present different security and privacy requirements.
For instance, for broadcast Security Associations (SAs),
ETSI TS 102 941 [I8] requires authentication, au-
thorization, and integrity, but not confidentiality, while
Multicast and unicast SAs also requires confidentiality,
to be satisfied with symmetric cryptography [14]. In this
case, the symmetric key is distributed in the multicast
group using a public key encryption scheme. An ITS-S
may join such services using its AT, possibly followed by
further steps (e.g., registration to the service). Unicast key
management may be service-specific or use standard key
management systems such as network layer security with
Internet Protocol Security (IPsec) following the IETF RFC
documents listed in ETST TS 102 941 [I8]. Security
at the transport layer can be provided using methods such
as Transport Layer Security (TLS) [14], [18].

3. Related Work

GS-based Approaches. Guo et al. [23] were among the
first to investigate the use of GSs for authenticating ITS-Ss
messages in VANETS, and for allowing group managers
to open GSs for non-repudiation. Following the work in
[23], Short Group Signatures (SGSs) schemes [7] were
proposed in [35], [36] to enable batch verification of safety
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TABLE 1. MODEL, ALGEBRAIC COSTS, AND SIGNATURE LENGTH OF THE CONSIDERED GS SCHEMES.

messages for static groups of vehicles. To reduce commu-
] propose to make RSUs

nication latency, Zhang et al. [

[7]), BSZ (PS16 [

[22]), and UCL (DL21 [

] and KLAP20 [

1), CLS (GL19
]) — according to both their

operate as group managers in their geographic domain,
rather than having a single centralized group manager.
Building on this idea, Lim et al. [27] propose domains
with multiple RSUs [28] for more efficient group-key dis-
tribution; the drawback is that a malicious or compromised
RSU may expose vehicle information [33]. More recently,
Zhang et al. [37] combine batch verification with shared
group session keys to speed up revocations [33].

Overall, the literature offers several GS-based ap-
proaches providing authenticity, unlinkability, and non-
repudiation. Limited anonymity, instead, depends on non-
trivial considerations on trust management (e.g., who may
open a signature and under what circumstances) that need
to take into account regulatory frameworks, standards, and
architectures. In fact, these GS-based approaches were not
designed with ETSI ITS message formats or authority
separation in mind. For instance, many assume RSUs or
a single group manager as trusted entities, whereas ETSI
requires distinct EAs and AAs (recall the description in
Section 2). Our solution likewise uses GSs to achieve
authenticity, unlinkability, and non-repudiation, but also
accounts for limited anonymity by explicitly mapping
GS roles onto ETSI’s architecture and lifecycle and by
eliminating per-message certificates.

Certificate-based Approaches. Improving upon PKI-
based pseudonyms, Moussaoui et al. [29] propose using
common pseudonyms among nearby vehicles to confuse
trackers, while Singh et al. [34] suggest vehicles to ex-
change pseudonyms cooperatively to thwart tracking.
These works show creative privacy gains but still incur
the drawbacks shown in Section 1 (e.g., heavy certificate
management, network overhead, unlinkability trade-off).

Hybrid Approaches. Bussa et al. [§] combine GSs with
traditional PKI so that vehicles can use GSs to self-
sign their own pseudonym certificates; messages are then
signed under these self-issued pseudonym certificates to
achieve anonymity with respect to other vehicles. Still, as
the authors observe, vehicles must perform long-term au-
thentication with RSUs. In contrast, our solution preserves
vehicle anonymity and unlinkability from RSUs as well.

In summary, GS-only approaches are incompatible
with ETSI standards, and certificate-based approaches fo-
cus only on enhancing privacy. The work in [8] comes
closest to our goal, but considers neither unlinkability
from RSUs nor compliance with ETSI message formats
and EA/AA separation. To the best of our knowledge, ours
is the first ETSI-compatible integration of GSs.

4. Scheme Selection

Below, we analyze the suitability of those GS models
and schemes described in Section 2 — i.e., BMW (BBS04

security model and performance. In particular, we evaluate
the length (in bytes) of the corresponding GSs as well as
the run time of those algorithms common to all models
and known to potentially impact ITS communications, i.e.,
Sign and Verify — the other algorithms (i.e., Setup,
Open, Issue, Judge, and Join), while still relevant, are
executed periodically or occasionally only.

Algebraic Cost. We compare costs and signature length
of the GS schemes at a theoretical level (that is, in terms
of number and type of mathematical operations involved)
in Table 1. For simplicity, we represent the cost of a
mathematical operation with the symbol of the operation
itself: P denotes a pairing operation, eg an exponentiation
in G; H is the length of an hash function, while G and
G are element sizes in the respective groups.

Benchmarks. We use IBM’s 1ibgroupsig library® —
which provides a C implementation of the GS schemes —
as a non-biased common baseline for our benchmarks. We
test all schemes on the popular BLS12 381 for pairings,
and execute the benchmarks on a laptop running Arch
Linux x86_64 with kernel version 6.15.7-arch1-1 and an
Intel 17-8550 @ 4.00GHz CPU. To reduce measurement
errors, we employ the Google Benchmark library’ set to
250 iterations per algorithm (i.e., Sign and Verify) for
each GS scheme. The benchmark results are shown in
Figure 3, while Figure 4 shows the length of signatures
computed over an average-sized DENM message.

Model. Concerning the suitability of GS security models
to the requirements elicited in Section 1, we note that ITS
services are dynamic in nature, and ITS-Ss continuously
enter and exit geographical areas that may be tied to
different PKI jurisdictions. Hence, a suitable GS model
must support dynamic groups. As a result, we exclude
BMW, which lacks the Join algorithm. Then, although all
models inherently provide authenticity and unlinkability,
not all provide limited anonymity, in the sense that only
authorized parties can link (GSs of) messages to ITS-Ss.
In detail, CLS and UCL do not offer the Open algorithm
(or an equivalent opening-like feature) and instead pro-
vide user-controlled linkability. As a result, we exclude
CLS and UCL. Instead, BSZ supports publicly verifiable
openings via the Judge algorithm.

Results and Discussion. Based on the previous consider-
ations, BSZ — hence, PS16 and KLAP20 — is the only
suitable model for ITS services. PS16 has the shortest sig-
natures (see Figure 4), with KLAP20 having 30% longer
signatures. Concerning Sign and Verify, Table 1 and

6. https://github.com/IBM/libgroupsig at commit 7582c60
7. https://github.com/google/benchmark (v1.9.4)
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Figure 3 show that KLAP20 has the best performance: our
benchmark reports an average of 0.434ms and 3.027ms
for sign and verify computations in KLAP20, respectively,
and 1.492ms and 3.252ms for PS16. In summary, PS16
has shorter signatures while KLAP20 has better perfor-
mance: the choice between them ultimately depends on
what aspect needs to be prioritized.

5. Design

We now describe a redesign of ETST 102 941 [18]
and ETST 103 097 [14] authentication and authoriza-
tion lifecycle and message exchange sequence diagrams
to (ideally, incrementally) add support to a BSZ-based GS
scheme. To simplify the description of our redesign, we
consider a PKI with one EA, one AA, and one MA; multi-
ple instances of such entities across different geographical
areas (and PKIs) would simply operate independently.

5.1. Architecture Mapping and Duties Separation

In BSZ, users need certificate-bound public keys for
authenticating to the issuer when joining a group; in turn,
this requires a PKI. Hence, we simply map BSZ’s PKI to
ETSTI’s PKI authority chain composed by EAs and RCAs,
while BSZ user certificates correspond to ETSI’s ECs.
Then, we remark that ETSI TS 102 940 [16]and 102
941 [18] require the separation of duties between the EA
and AA. As a corollary, the AA must not access the EC
of the ITS-S requesting authorization. Also, subsequent
authorization requests made by the same ITS-S to the
AA must be unlinkable by the AA. Similarly, the EA
must not be able to link an AT — in our case, GS —
to the corresponding EC. Given the separation of duties
requirement, it may seem sensible to give the EA the
opener role and the AA the issuer role in the BSZ model.
However, giving opening capabilities to the EA would
allow it to open any GS (i.e., AT) and link it to an EC.
Also, the AA could access the EC, since the signature
associated with the EC would be presented to the AA

during the execution of the Join algorithm to prove the
ITS-S’s identity, breaking the unlinkability requirement
previously discussed. On the other hand, inverting the
roles — i.e., have the AA as opener and the EA as
issuer — still breaks unlinkability. In fact, the EC would
be shared between the EA and the AA because the AA
needs read access to the identity registry to open GSs, as
required by BSZ. Therefore, to satisfy the separation of
duties requirement and provide unlinkability, we encrypt
the identities and signatures in the register so that the
EA is not able to link them to the GSs without the AA’s
authorization (see step (6) AuthorizationResponse below).

Finally, we note that the RCA acts as both the trust
anchor of the PKI and the authority responsible for run-
ning the GS Setup algorithm. RCAs are usually assumed
to be trusted [5], hence having a single authority for both
roles is not (or should not) be a concern. Nonetheless, we
remark that it is surely possible to distinguish between the
GS trusted authority and the PKI trust anchor.

5.2. Modifying the Lifecycle

To integrate the use of GSs, we modify three state tran-
sitions of the lifecycle shown in Figure 2, and the related
messages as described in Figures 15—18 in Annex A.

o Authorize is mapped to group join: from the enrolled
and not authorized (enr A —auth) state, an ITS-S
sends a join request to the AA by specifying the
requested permissions and signing the request with
the private key associated with its EC. Then, the
AA queries the EA to validate the EC and confirms
that the ITS-S can access the requested permissions.
Upon a positive validation, the AA and the ITS-S
execute the Join and Issue algorithms to derive the
ITS-S’s secret key associated with the group with
the requested permissions, and the ITS-S becomes
authorized for service (auth).

o AT expiration is mapped to group expiration: as pre-
scribed in the C-ITS certificate policy [26] for ATs,
we assign a validity for groups — called epoch — of
(at most) one week, along with an epoch identifier.
Within an epoch, an ITS-S can sign messages under
its epoch-bound membership; upon epoch rollover,
continued authorization requires a refresh that re-
validates the EC and rebinds membership to the new
epoch. This design aligns with the policy that limits
authorization lifetimes to weekly granularity [26].

e Revoke is mapped to deregistration: on end-of-life
or compromise, subsequent attempts of an ITS-
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S to transition back to the authorized for ser-
vice (auth) state are blocked by the EA, which
denies validation for any new join request reach-
ing the AA, as per lifecycle management in
ETSI 102 941 [18]. In case of a misbehavior
report, where ETSI 102 941 [18] requires linking
an AT to an EC, in our solution, the EA opens
the reported GS, identifies the misbehaving ITS-S,
and produces a publicly verifiable proof linking the
reported GS to the ITS-S’s EC.

5.3. New Message Exchange Sequence Diagrams

Below, we discuss the message exchange sequence
diagrams for the two state transitions we modify: group
join and deregistration (GS opening) — no group ex-
piration, as it is passive. We represent hybrid public-
key encryption with ¥, public-key signature with II, and
symmetric encryption with I". We collect symbols used
throughout this section in Table 2.

In the following, we use paramsg,oup to generalize
the freshness parameters that are sent by the issuer to an

ITS-S that wishes to join a group — e.g., generator g &
(G1 and nonce n used by PS16 and discussed in Section
6. Also, we use params;qin, to represent the parameters
computed by the ITS-S that will be used by the issuer
to compute the ITS-S credential cred; and that will be
included in the accountability register reg — e.g., tuple
(7,7, spk) used by PS16 and discussed in Section 6.

Group Join. Figure 5 depicts the join and issuance execu-
tion among the ITS-S, the AA, and the EA, highlighting
the ITS-S identity validation (A more detailed diagram
can be found in Annex A at Figure 11).

(1) AAParameters (RA — AA). This message con-
tains the AA certificate signed by the RCA, the group
public key gpk and the issuer key gsk;ss.

(2) EAParameters (RA — EA). This message con-
tains the EA certificate signed by the RCA, the group
public key gpk and the issuer key gskopen.-

(3) GroupParametersRequest (ITS-S — AA). The
ITS-S initiates the session by requesting from the AA the
group parameters paramsgroup Of a given group.

(4) GroupParametersResponse (AA — ITS-S). The
AA replies with the group public key gpk and parameters
paramsgroup. The requester can then compute its user
parameters params;on, to compute its credentials cred;
with the issuer collaboratively.

(5) AuthorizationRequest (ITS-S — AA). For the
unlinkability of multiple requests, we adopt the same
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Figure 6. ITS-S signature opening.

Symbol Description

II Digital signature scheme

DX Hybrid KEM-DEM encryption scheme

T Symmetric encryption scheme

gpk Group signature scheme public key

gSkiss Issuer key used to issue enrollment credentials
gskopen Opening key used

paramsgroup Public group parameters for a given group

PaTrams;oin; Join parameters computed by ITS-S;
params?ﬂﬁf Keyed HMAC of params;oin, under knmac
khmac Secret key used to compute params%’jﬁf
cred; Enrollment credential issued to ITS-S; on join

gsk; Signing key of ITS-S; derived from cred;

pubk; Public key of ITS-S; associated with cred;
pubkeq Public key of the EA
pubki® pubk; encrypted under pubke, using X.Enc
pubki® pubki® encrypted under symkq, using I'.Enc
i Signature on (pamms%?ﬁf, pubk;) using II
n;® 71; encrypted under pubke, using . Enc
e n;® encrypted under symkq, using I'. Enc
symkaqa Symmetric key held by the AA for use with I'
reg Accountability register for issued credentials
reg; The issued credential in reg for ITS-S;:

i (params oin, , pubk?®, n%)
7 Misbehavior report tuple (m, o;)
r; Misbehavior report tuple (r, o) sent by ITS-S;
m Message contained in r
my Message whose GS o; is being opened
o GS attached to the reported message m
oj GS by the reporter on the tuple r
e Signature of a misbehavior report r; by the MA
Privkma Private signing key of the MA
s Non-interactive proof of correct Open output
T, L Boolean outputs for accept (T) or reject (L)

TABLE 2. TABLE OF SYMBOLS

method of ETSI TS 102 941: the public key pubk;
associated with the EC and its signature 7; <
I1.Sign(params}iiac, pubk;) are encrypted for the EA
using the hybrid KEM-DEM scheme ¥ as pubk{® <
Y. Enc(pubk;, pubke,) and nf® <« X.Enc(n;, pubke,)
respectively; only the EA can recover the identity and
check the validity of the request. The signature 7);
is computed over the keyed HMAC params)jic «
HMAC (params;oin,; , khmae). This is necessary as this
HMAC is used to bind the identity of the requesting
ITS-S via its signature — see message (7) of the group
join protocol — while avoiding the EA recovering its
identity when accessing the BSZ register during an Open-
ingRequest — see message (3) and (4) of the protocol
for the opening of GSs. Finally, the ITS-S sends the



tuple (n5%, pubk{®, params;oin, , params%’i‘gf, khmac) tO
the AA — which corresponds to a group join request.

(6) AuthorizationValidationRequest (AA — EA). The
AA checks the validity of params%”’}ﬁf. If valid, the AA
relays (nf®, pubk¢®, params}iii©) to the EA.

(7) AuthorizationValidationResponse (EA — AA).
The EA decrypts the payload, verifies the valid-
ity of the signature over params%?ﬁf as T|L <«
IL.Ver(n;, params?gg;f, pubk;), and returns a positive de-
cision if the requester holds a valid EC.

(8) AuthorizationResponse (AA — ITS-S). On
acceptance, the AA symmetrically encrypts n{¢
and pubkf® as ni* <  T.Enc(nf®, symke,) and
pubki® <+ T.Enc(pubk§®, symkg,) respectively.
The AA then stores in the register reg a tuple
reg; < (params;join,, pubki®, n*) for accountability.
The AA sends the requesting ITS-S its credential cred;
that the ITS-S uses to compute gsk;.

Deregistration (GS opening). As per lifecycle manage-
ment in ETST 102 941 [18], the EA rejects transi-
tion requests to the authorized for service (auth) state
from ITS-Ss that have reached their end-of-life. Note that
deregistration may occur naturally (e.g., when a vehicle is
decommissioned) and does not always entail the opening
of a GS. However, if a misbehavior report requires the
linking of an AT to an EC, the MA, the EA, and the
AA can collaboratively open a GS — preserving the
separation of duties and unlinkability — as summarized
in the workflow presented in Figure 6 (A more detailed
diagram can be found in Annex A at Figure 12).

(1) MisbehaviorReport (ITS-S; — MA). An ITS-
S submits a report of a suspicious payload r; <
(r,o;) and contextual evidence as prescribed by ETSI
TS 103 759;in our setting, o; is a GS computed by the
reporter over the reported tuple (r < (m,o0;)), while m
and o; are the reported message and its GS, respectively.

(2) MisbehaviorReport (MA — EA). The MA au-
thenticates the reporter and reviews the report as per
ETSI TS 103 759 [I7]. If an opening is needed, the
MA forwards the report to the EA with its signature
Nma < IL.Sign(r;, privkma).

(3) OpeningRequest (EA — AA). After having vali-
dated the MA request, the EA links GS o; to the encrypted
identity, pubk?®, and signature, n{“, of the reported ITS-
S stored in the register tuple reg;. In particular, the EA
computes (reg;,m) < Open(my,o;, gpk, gskopen,T€g)
where 7 is a non-interactive proof of correct Open output.
To recover (n;, pubk;), the EA sends (reg;, 7) to the AA.

(4) OpeningResponse (AA — EA). The AA checks
the MA signature on the report to assert the request’s
validity, then runs Judge(gpk,m,o;,7) — T|L to
validate that the EA is not trying to obtain an arbi-
trary identity. Upon success, the AA then sends tuple
(ng®, pubk$®, params;oin, , khmac) to the EA. The EA
decrypts both n{* and pubk{®, and computes params?gg‘ﬁf
using the received params;oin, , Khmac t0 be able to verify
eta; — i.e., the signature computed over the hashed
parameters. If these checks are successful, the EA will
reject any subsequent group join requests made by the
reported ITS-S as per ETST TS 102 941 [I8].

As a final remark, we highlight that our redesign does
not affect how interoperability across geographical areas

and PKIs is carried out, as group public keys — like
ATs — are associated with a specific area, and cross-area
certification does not change — that is, the establishment
of trust relationships and the mechanisms for certificates
validation based on the CPOC and the TLM is unchanged.

6. Implementation and Initial Evaluation

Below, we use the protocol in Section 5 to prototype an
ETSI TS 102 941-compliant [!8] integration of a GS
scheme with the ETSI ITS authentication and authoriza-
tion lifecycle. Also, we conduct a preliminary evaluation
to measure the resulting performance and message sizes.

6.1. Implementation

We choose PS16 as it offers shorter signatures and pre-
serves the interactions between ETSI’s authorities. In fact,
PS16 presents a single authority acting as both issuer and
opener, hence we can maintain the separation of duties be-
tween the AA and the EA. We integrate 1ibgroupsig
PS16 implementation in C2C—-Common,® an open-source
Java implementation of ETST 102 941 [18] and ETSI
103 097 [14], focusing on those state transitions we

modify, i.e., group join and deregistration (GS opening).

Group Join. Integrating PS16 with C2C—-Common using
libgroupsig presents two main differences from the
original definition of PS16. First, as in the BSZ definition,
PS16 does not require unlinkability between subsequent
join requests; we solve this issue by maintaining the EC
encrypted as prescribed by ETST TS 102 941 [18] so
that only the EA can read the long-term identity, preserv-
ing unlinkability. Then, the EC is stored by the AA in an
encrypted form. The encryption is done by the requesting
ITS-S using Elliptic Curve Integrated Encryption Scheme
(EICES) with the EA public key, following the same
specification as in ETST TS 102 941 [I8]. Below, we
describe the message exchange in our modified ITS-S au-
thentication and credential issuance process. The message
flow is also depicted in Figure 7 (A more detailed diagram
can be found in Annex A at Figure 13). A comparison
between the standard and modified AuthorizationRequest
and AuthorizationValidationRequest message can be found
in Figures 15 and 17 Annex A:

(1) GroupParametersRequest (ITS-S — AA). The
ITS-S requests PS16 group idy,ou, parameters for the
target group identifier to initialize a fresh join.

(2) GroupParametersResponse (AA — ITS-S). The
AA returns the group public key gpk + (g,X,Y) a
generator ¢ and a nonce n.

(3) AuthorizationRequest (ITS-S — AA). The re-
quester sends a modified AuthorizationRequest where
field publicKeys is replaced by (7,7,spk) — with
(1,7) + (g°F,Y**) and spk a Fiat-Shamir proof —
as required by PS16’s join — and proving that the re-
quester knows the secret exponent sk; consistent with
the parameters sent to the AA. This means that signa-
ture 7; is now computed over the HMAC derived from
parameters (7,7, spk). To preserve unlinkability from the
AA, the requester encapsulates the ECDSA signature 7

8. https://github.com/CGI-SE-Trusted-Services/c2c-common
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Figure 9. Sign and Verify time — C2C-common with ECDSA vs. PS16.

and the EC public key for the EA using EICES, yield-
ing n§* « ECIES.Enc(n;,pubke,) and pubk{® <
ECIES.Enc(pubk;, pubk.,). Thus, the AA can validate
(7,7, spk) while only the EA can recover (pubk;,n;).

(4) AuthorizationValidationRequest (AA — EA).
The AA validates the join request by checking e(7,Y) =
e(g,7) and verifying spk, besides checking the HMAC
validity. If both checks succeed, the AA relays to the EA
the fields ecSignature — containing 7; and pubk;, —
and sharedATRequest — containing the HMAC of
parameters (7,7, spk) — in an AuthorizationValidation-
Request message, unchanged in structure with respect to
the definition in 102 941 [I8].

(5) AuthorizationValidationResponse (EA — AA).
The EA decrypts the content of the ecSignature pay-
load and verifies the requester’s signature 7;. The EA
replies with an AuthorizationValidationResponse message;
the content of this response follows the standard and
confirms or denies the requester’s validity.

(6) AuthorizationResponse (AA — ITS-S). If the
EA response confirms validity, the AA stores the tuple
(ne®, T, 7, pubks®) for accountability and opening support,
and sends an AuthorizationResponse. Finally, the field
certificate is replaced by the PS16 membership
credential & < (o1,02) < (9% (¢* - (T)¥)*), where
(z,y) are the AA secret key components. The ITS-S then

finalizes its group secret key gsk; < (sk;,,e(01,Y)).

Deregistration (GS opening). We describe the message
exchange among the MA, the EA, and the AA following a
misbehavior report and the consequence opening of a GS.

Authorization
Authority
|

Misbehaviour
Authority

Enrollent
Authority

ITs-S;

Ej (1)Misbehaviorkeport> !
1
1
|

(2)MisbehaviorReport .

0

(3)DeregistrationRequest

Figure 8. ITS-S deregistration request for PS16.

The message flow is also depicted in Figure 8 (A more
detailed diagram can be found in Annex A at Figure 14).
(1) MisbehaviorReport (ITS-S; — MA). ITS-S;
submits a report containing payload (m;, o;), the required
evidence, and the attestation (o; is a GS on m; produced
under the active epoch). The report is authenticated so that
authorities can validate the source prior opening.

(2) MisbehaviorReport (MA — AA). The MA au-
thenticates the reporter and evaluates the evidence. Upon
deciding that an opening is needed, MA forwards the
report to AA, including its signature on the report —
i.e., Nma < ECDSA.Sign(rj,privky,,) — so that the
AA can validate the origin and integrity of the request.
The AA verifies the MA’s signature and the reporter’s
attestations, then executes the Open algorithm iterat-
ing over stored tuples (nf%, 7,7, spk,pubki{®) and tests
e(02,9) - e(oy, X) 1 < e(o1,7). In a match, it produces
(regi, ), where 7 is a signature proof of knowledge that
attests knowledge of 7 consistent with the check.

(3) OpeningRequest (AA — EA). The AA returns
(reg;,m) and the report context to the EA. The EA first
validates the MA signature that authorized the opening
request and then runs the verification of the opening proof
to confirm that 7 binds o; to 7. Then, EA decrypts nf*
contained in OpeningRequest and verifies it to confirm
that the AA is requesting the opening of the credentials
associated with the reported signature and proof . If all
checks are successful, the EA will deny subsequent group
joining and EC refresh requests from the holder of the EC
used for producing the reported signature ;.

Our modification of ETSI TS 102 941 [18] and
103 097 [14] satisfies all requirements listed in Sec-
tion 1 using BSZ GSs with no pseudonyms. Also, we
ensure that group join and deregistration (GS opening) can
be executed only by both the AA and EA collaboratively,
as required in ETSI TS 102 940 [16].

6.2. Initial Evaluation

We implement the PS16 protocols for group join and
deregistration (GS opening) using libgroupsig and
C2C-Common. We then perform preliminary benchmarks
to measure the time required to sign and verify a DENM
inETSI TS 103 097 [14] and our PS16 protocols. We
reuse the same experimental setup as in Section 4.

As shown in Figure 9, signing and verifying DENMs
with PS16 is, respectively, around 3.7x and 10x slower
than ETST TS 103 097 implementation [[4] (which



uses ECDSA over secp256r1); DENM sizes are instead
comparable (282B with PS16 vs. 284B with ECDSA).

As a final remark, the opening procedure in BSZ GS
schemes lets the opener iterate over the register to find
the unique join tuple that satisfies the scheme’s matching
predicate with a given signature. Although this test re-
quires the opener key and does reveal long-term identities,
an honest-but-curious opener could iterate over the register
and deterministically match any observed signature to
the per-member tuple created at join time. As such a
tuple is fixed for a member under a given group public
key, repeated openings resolve to the same register entry,
allowing the opener to link all messages produced by
the same ITS-S. In other words, our integration with
PS16 ensures unlinkability between GSs and authorization
requests, but an honest-but-curious opener could still link
all the signatures of the same ITS-S.

7. Further Improvements

As said in Section 2, ATs carry permission codes —
i.e., ITS-AID and SSP — authorizing the holder ITS-S to
send a given message type. However, switching from ATs
to GS eliminates such permission codes. Hence, we need
to modify the group-join protocol of Section 5 to reintro-
duce authorization. A naive solution could be to map each
(ITS-AID, SSP) pair to a distinct group. However,
ETSI TS 102 965 [19] alone defines 20 ITS-AID
— plus those reserved for authorities — and each ITS
service further specifies its SSP set for future expansions.
Intuitively, the naive solution is not scalable and would
incur heavy group management. To aggregate permission
codes more effectively, we rely on the C-Roads harmo-
nization of interoperable European ITS services within
ETSI standards. In detail, the C-Roads use-case defini-
tion [26] specifies, for each use case, involved entities and
associated (ITS-AID, SSP) pairs. For example, in the
public-transport-vehicle-crossing (HLN-PTVC) use case,
the public transport operator may transmit CAMs with ve-
hicle role set to 1 and DENMs with SSP set to 97. Hence,
to reduce the number of groups, we can instantiate them
by use case and role. In this example, rather than creating
separate groups for DENMs and CAMs with the required
SSP codes, we can instantiate a single group governed by
the policy HLN_PTVC A PUBLIC_TRANSPORT. Gen-
eralizing the example, we encode policies as attributes
with ABE — more precisely, Ciphertext-Policy ABE (CP-
ABE) — and build an authorization mechanism by mod-
ifying the protocol shown in Section 5 to include the
CP-ABE-based challenge standardized by ETSI in 103
964 [20]. Essentially, together with the EC, the EA sends
to ITS-Ss a CP-ABE key sk, where the attributes attr
represent the ITS-S role and use cases for which it can
send messages. In fact, since ETST TS 102 941 [1§]
assigns to the EA the role of accepting or refusing autho-
rization requests, we map the EA to the trusted authority in
ABE, while the AA enforces authorization via delegated
attributes. Concretely, we modify the following messages
from the protocol in Section 5 (see Figure 10):

(4) GroupParametersResponse (AA — ITS-
S). When the ITS-S requests to access a group
tdgroup, the AA  rtesponds with a challenge

Cpolicy <+ CPABE.Enc(n, pubk .., policy ,,o.)
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Figure 10. Group join with CP-ABE challenge.

n is a nonce, policy,,,, is the access policy of the
group by sk, and pubkype is the CP-ABE public key.

(5) AuthorizationRequest (ITS-S — AA). The
ITS-S includes the decrypted challenge cgee <
CPABE .Dec(cpoticy, Skattr). If cgec = m, the authenti-
cation process continues as described in Section 5. Other-
wise, the ITS-S is denied access to the requested group.

8. Conclusion and Future Work

We proposed a standard-compatible redesign of the
ETSI lifecycle to replace pseudonymous certificates with
certificateless authorization using BSZ GSs, satisfying all
requirements as well as separation of duties between EAs
and AAs. Also, we presented a proof-of-concept based on
C2C—-Common and IBM 1ibgroupsig and conducted a
preliminary evaluation against an implementation compli-
ant with ETST TS 103 097:” signing and verification
overhead is notable (3.7x and 10x) but can be reduced by
using more performant BSZ GS schemes (e.g., KLAP20)
and, especially, introducing batch verification of GSs.
Finally, we motivated a group-based authorization model
with ABE grounded in C-Roads use cases and roles.

Future Work. We plan to formally verify the security of
the protocols in Section 5, conduct further benchmarks
using OBU-class processors, mitigate the linkability con-
cern due to honest-but-curious openers by using secure
multi-party computation in the Open algorithm, and add
a batch verifier for GSs, mapping it with an ETSI entity
like RSUs or a new one such as an Cloud broker as in [0].

9. The code of the proof-of-concept and all experimental results are
available at https://github.com/anonAccount99/ps16-etsi-pki.
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Detailed Message Exchange Sequence Dia-
grams and Message Structures
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Figure 11. Group join message exchange sequence diagram. With 3 we Figure 13. Group join message exchange sequence diagram for PS16
represent a Hybrid Public-Key Encryption scheme, II is a public-key integration.
signature scheme, while I' represents a symmetric encryption scheme.
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Figure 15. Comparison between the AuthorizationRequest message in ETSI TS 102 941 (left), and in our modification (right). (1) The message
is encrypted with ECIES using the AA public key. (2) Payload of ecSignature can be encrypted with ECIES using the EA public key to ensure
the unlinkability of multiple requests and to not expose the identity of the requestor to the AA. (3) The signature is computed over the first 128 bit
of the hash of payload sharedATRequest.
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Figure 16. Comparison between the AuthorizationResponse message in ETST TS 102 941 (left), and in our modification (right). (1) The message
is encrypted with AES using the previously negotiated using ECIES. (2) The message is signed using the private key associate with the AA certificate.
The modification consists in sending the user credential cred; used to compute the user group secret key gsk;.
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Figure 17. Comparison between the AuthorizationValidationRequest message in ETSI TS 102 941 (left), and in our modification (right). (1) The
message is encrypted with ECIES using the EA public key. (2) The message is signed using the private key associate with the AA certificate. (2)
Payload of ecSignature can be encrypted with ECIES using the EA public key. (3) The signature is computed over the first 128 bit of the hash
of payload sharedATRequest. This message purpose is to relay ecSignature and sharedATRequest payloads to the EA.
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Figure 18. Comparison between the AuthorizationValidationResponse message in ETSI TS 102 941. This message is not modified.
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